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Server-to-Server Payments with 3D Secure

Step 1: (Client-side) Set up your front-end

Set up your front-end to include the .JS scripts for card encryption and Cardinal Commerce (3DS):

Card encryption: https://cst.jsclient.vficloud.net/verifone.js

3DS:

e PROD: https://songbird.cardinalcommerce.com/edge/v1/songbird.js
e TEST: https://songbirdstag.cardinalcommerce.com/edge/v1l/songbird.js

Throughout the documentation we are using the CST environment. Use the appropriate environment for your account. See more in
Getting started.

HTML Example:

<head>??

<script src="https://cst.jsclient.vficloud.net/verifone.js"></script>??

<script src= "https://songbirdstag. cardi nal comrerce. com edge/ vl/ songbird.js"></script>??
</ head>?

Step 2: (Server-side) Collect a JWT Token

API Reference: https://verifone.cloud/api-catalog/3d-secure-api#tag/V2/operation/postV2]wtCreate

Make a Post request using your 3D Secure Contract ID to collect a JWT token. This is used later for initializing the 3D Secure script client side.
Request Method: POST

URL: https://cst.test-gsc.vfims.com/oidc/3ds-service/v2/jwt/create

Body:

"threeds_contract_id":"{Your 3D Secure Contract |D}"??
122

Response:

{??27?2?

??? "threeds_contract _id": " {Your 3D Secure Contract |D}", ????

?2?? "jw":

"eyJhbGei G JI Uzl 1Ni | sl nR5¢Cl 61 kpXVCI9. eyJqdGki G | zNj UzMTUOYy1j NzczLTRhN At YWNKM 04MTc5YmImNj | 1 M M LCIpc3M O 1 1ZD
Ey MrULOGWK Y] QxM | 5SMeMWTUWZDI i LCIPcndVbrm 0SWQ G | 1ZDExMmIj MAJi ODc20DI y NDBMOGR] M3Q LCIQYXI sb2Fkl j p7f Swi aWFOI j oxNz
A4Mz g50DA2f Q. L1o- Kr hFT6HgX5FbKEpC3CUSs DB40A3y YRXZ0gOgAv 1" ?2?7?

}?
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The JWT will expire after 2 hours and it is a single time use only.

Pass the JWT token to your front-end for later use.

Step 3: (Client-Side) Initiate your Card Form

Once you have a JWT token, you should generate your card collection form/page to begin the 3D Secure assessment and allow the customer

to enter their credit card details at the same time.

Step 4: (Client-side) Configure the 3D Secure Script

Run the Cardinal.configure() function with your desired configuration options. For example:

Car di nal . confi gure({
timeout: 6000,
maxRequest Retries: 3,
I oggi ng: {

| evel : 'verbose'

}
1)

e Root Level Object
e Logging Object

e Button Object

e« Payment Object

Field Type

timeout int

Default

8000

Description

The time in milliseconds to wait
before a request to Centinel API
is considered a timeout.
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Field Type Default Description

extendedTimeout int extendedTimeout is only used in
the event of the first request
timing out. This configuration
allows the merchant to set the
timeout (in milliseconds) for
subsequent retry attempts.
(This configuration would be
useful when the merchant wants
to set higher timeout values on
requests).
If the value for the
extendedTimeout is set to less
than 4000 milliseconds, then the
value will be automatically reset
to 4000 milliseconds.

maxRequestRetries int 1 How many times a request

should be retried before giving
up as a failure.

Field Type Default Description
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level

Field

containerld

Field

string

Type

string

Type

off

Default

Cardinal-Payments

Default

The level of logging to the
browser console. Enable this
feature to help debug and
implement Songbird.
Possible Values:

off - No logging to
console enabled. This is
the setting to use for
production systems.

on - Similar to info level
logging, this value will
provide some
information about whats
occurring during a
transaction. This is
recommended setting
for merchants
implementing Songbird.
verbose - All logs are
output to console. This
method can be thought
of as debug level
logging and will be very
loud when implementing
Songbird, but is the
level needed when
getting support from the
Cardinal team.

Description

The HTML Id value of the
container to inject all payment
buttons into.

Description
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view string modal What type of Ul experience to
use when Songbird injects
payment brand Ul elements into
the page.
Possible Values:

« modal - Render as a
modal window. This
view type renders the
payment brand over
your page, making it
feel separate from your
page.
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framework

string

Cardinal

What kind of view framework
should be used to render the
payment brand. If your site is
using a supported framework
and you have custom styles
applied to it, we will use that
framework to make keep the
consistent look and feel of your
site. When using any other
frameworks than 'cardinal' your
site is responsible for including
the framework assets including
CSS, JavaScript, and any other
additional files needed.
Possible Values:

e cardinal - Use the
custom Cardinal view
framework built and
maintained by
CardinalCommerce.
Songbird will handle all
Ul rendering and styles,
no additional work is
needed.

inline - Render inline to
the page. This view type
embeds the payment
brand into the page
making it feel like it's a
part of your website.
View the guide for
implementation here:
Inline Display Method
for 3D Secure
bootstrap3 - Use
bootstrap 3 modal to
render the Ul elements.
Please note that you are
responsible for
importing any necessary
files for that framework.
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displayLoading boolean false A flag to enable / disable a
loading screen while requests
are being made to 3DS Server
API services. This can provide
feedback to the end user that
processing is taking place and
they should not try to reload the
page, or navigate away.
Possible Values:

« false - Disables the
loading screen

e true - Enables the
loading screen

displayExitButton boolean false Will display an X icon in the
corner of the modal window to
allow for end users to close the
authentication modal without
completing it. Clicking the close
button will result in the
payments.validated event to be
triggered with a “10011 error,
Canceled by user".
Possible Values:

o false - Disables the exit
icon on the modal

o true - Enables the exit
icon on the modal

Step 5: (Client-side) Setup Event Listeners
payments.setupComplete()
This listener will run after the payment setup has successfully been completed. SetupCompleteData will contain a session ID to be used for

the 3DS lookup.

Car di nal . on(' paynents. set upConpl ete', function(setupConpl et eData){??
/| pass setupConpl et eDat a. sessi onld server side to nake the | ookup API call
DER

payments.validated()

Payments Validated allows you to capture the different outcomes of the flow and handle them accordingly.
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Cardi nal . on("paynents. val i date
??? switch(data. Acti onCode) {??
????? case "SUCCESS": ??

????? |/ Handl e successful transaction,

?2???7? break; ??

????? case "NOACTI ON': ??

????? |/ Handl e no actionabl e outcone??

?2???7? break; ??

????? case "FAI LURE": ??

d", function (data, jw) {??

send JWI to backend to verify??

????? /1 Handle failed transaction attenpt??

?2???7? break; ??

????? case "ERROR': ??
????? |/ Handl e service |evel
?2???7? break; ??

error??

Response Data and Outcome definitions

Type

ActionCode

Validated

ErrorNumber

ErrorDescription

Description

The resulting state of the transaction.
Possible values:

SUCCESS - The authentication was successful. Details from
the “Payment” Object can be used to perform a payment.
NOACTION - The API calls were completed and there is no
further actionable items to complete. This can indicate that
the card holder is not enrolled in 3D Secure or it could
indicate a validation error was encountered. It is
recommended that the rest of the response is reviewed to
determine what has occurred.

FAILURE - The authentication resulted in an error. For
example, this would indicate that the user failed
authentication or an error was encountered while
processing the transaction.

ERROR - A service level error was encountered. These are
generally reserved for connectivity or APl authentication
issues. For example, if your JWT was from the wrong
environment, or 3DS services are unavailable.

This value represents whether the authentication was successful or

not.

Application error number. A non-zero value represents the error
encountered while attempting the process the message request.

Application error description for the associated error number.
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Type Description

Payment Payment Object, see below for details.

In the case of a SUCCESS outcome, the details returned from data.Payment.ExtendedData are used for payment in Step 12.

Example for SUCCESS outcome:

{

"Type": "CCA",

"Ext endedData": {

" Amount": "1000",

"Aut hori zat i onPayl oad":

"eyJj b250YW uzXIWZXJzaWdul j oi MsI sl m\j aSl 61 j All i wi YXV0aGvudd j YXRpb25WYW1ZSI 61 k FBSUJ CWU5v RXdBQUFDYOt o QUpr ZFFBQUF
BQT0i LCJI ZnZl Y3RpdnVBdXRoVH wZS| 61 kNI |'i wi YWNz T3BI cnFOb3JJRCI 61 k1l cniNo YWS0QUNTI i Wi dGhy ZW/EULJI ¢ XVI c3RvckNo YWk s ZWb
nZU uZzCl 61 j Axl i wi dHJIhbnNTdGFOdXM O JZI i wi ZHNUcnFucOl El j oi YTI 40TNi Nz At OG yMS0OMT| 4LVWEXNzct Zj RANDMDYZ AWOWZ) | i wi YWN
zVHIhbnNJIRCI 61 j hi YWFhZTMM-WFj Y2Et NDYy ZC04Nz Y3LWWDNDdI MAEWYMUWMCI s| nill c3NhZ2VW\ZXJzaWul j oi M 4yLj Ai LCIt ZXJj aGFudE5
hbWJi O JWZXIpROUZSI s| nB1lcmNoYXNI RGFOZSI 61 j | whV] QMNTEYM MyMIEX| i wi cHVYY2hhc4VBbW1bnQ O | x MDAW i wi YnJvd3NI ckl Qj o
i M QvMTo3MDAWOTNI MDQEZmUwWVDpi NTFj G Y2M2UBZnVDZDoxNGVBI | wi bWy Y2hhbnRDb3VudHI5Q29KZSI 61 j gOMCI sI nFj cXVpenyQkl O j o
i M1 ZNDU2Nzgi LCIhY3F1aXJl ck1l cmNoYWs0SUQ O | xM MONTYi LCIJ0aHIl ZURTUMWxdWzd®y TnFt ZSI 61 nZl cml nb251 |i wi dGhy ZWEULJ
I cXVI c3Rvckl El j oi dmvyaWzvbnmlyMCl s m\henRCenFuZzCl 61 | ZJWOE f Q==",

"CAW": " AAI BYYNoEWAAACCc KhAJKdQAAAAA=",

"CurrencyCode": "554",

"EClI Fl ag": "05",

"ThreeDSVersi on": "2.2.0",

"PAResSt atus": "Y',

"SignatureVerification": "Y"

},
"Processor Transactionl d": "LUj 6k3aJ51K6pUh2UeV1"
}

Step 6: (Client-side) Initialize the 3D Secure Script

Initialize the 3D Secure Script using the JWT Token generated from Step 2.
This will begin the 3D Secure process:
Cardinal .setup('init', { jw:??
eyJhbGei O JI Uzl INi | sl nR5¢Cl 61 kpXVCI9. eyJqdGki O | zNj UzMIUOYy1j NzczLTRhN] At YWAKM 04MTe5YminNj || M M LCIpc3M O | 1ZDE

yMTLLOGVKY] Q<M | 5MEMWTUWZDI i LCIPcndVbim O0SWQ Gi | 1ZDExMmIj MAJi ODc20DI yNDBMOGR] MGQ LCIQYXI sh2FkI | p7f Swi aWFol j oxNzA
4Mzg50DA2f Q L1o- Kr hFT6HgX5FbKEpC3CUSs DB40A3y YRXZ0g0gAV1?2?

1) ?

Step 7: (Client-side) Card Number detection

While the customer is entering their card number, use one of the following “BIN detection” methods to positively impact authentication
success rates, increase the opportunity for frictionless authentication, and reduce customer abandonment.

Option 1 (Recommended): Field Decorator
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This implementation is the simplest and recommended approach and requires the least amount of work to complete. Simply add a new
attribute to the input field to identify which field it maps to within the Order Object. The credit card number is mapped to the AccountNumber
field, so for bin detection we would pass AccountNumber to the attibute data-cardinal-field.

Example:

<input type="text" data-cardinal-field="AccountNunber" id="creditCardNunber" nane="creditCardNunber" />

Option 2: Event Based

The bin.process event is the recommended BIN Detection implementation. It provides you, or integrator, the greatest flexibility to initiate
device profiling wherever they prefer in their purchase flow. It is best practice to initiate bin.process immediately upon receiving the
customer’s card number. Whenever possible, provide a minimum of the first 9 BIN digits of the customer’s card number on bin.process.
Merchants that provide fewer than the first 9 digits are at risk of running the incorrect issuer Method URL.

Example:

Cardinal . trigger("bin.process", '1234567894561237")

.then(function(results){

if(results. Status) {

/1 Bin profiling was successful. Sone nerchants nay want to only nove forward with authentication if profiling
was successf ul

} else {

/1 Bin profiling failed

/1 Bin profiling, if this is the card the end user is paying with you may start the CCA flow at this point or
send the | ookup request

Cardinal .start('cca', nyOrderject);

.catch(function(error){

/1 An error occurred during profiling

}

You may have to trigger the bin events more than once if the end user is able to change their card number at the point where Songbird
is integrated. Songbird will only profile any given bin a single time, once profiling is completed Songbird will return a success status. It
is important that BIN Detection is completed on the final card used for the purchase.

The event will resolve when bin profiling was successful or failed with a JSON object describing the outcome.

Step 8: (Client-side) Collect the sessionld

The sessionld is a unique ID which represents the device profile of the web user. This is used as part of the 3D Secure Authentication process.
If the setup was successful, the event listener in Step 4, payments.setupComplete(), will be triggered, and return the session ID.

Within the response of setupCompleteData, there will be a value called sessionld:
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setupCompleteData.sessionld
Returns:

0_6e0fedb-d642-47d1-88e2-b12a59ffe39e

Step 9: (Client-side) Collect Card Details with Verifone.)S

Use the Verifone.js script to securely encrypt the card details before transmitting it to Verifone.

Collect your Secure card capture key, and set this to a variable, for example:

const encryptionKey = '{Secure Card Capture Key}';

Capture the cardholder details from the front-end and set this up as an object:

const card = {?

??? "cardNunber": form cardNunber. val ue, ?
??? "expi ryMonth": form expiryMnth. val ue, ?
??? "expiryYear": form expiryYear.val ue, ?
??? "cvv": formcvv.val ue, ?

? he

Then call the verifone encryption method, passing in both the cardDetails and encryptionKey as parameters.

Calling the method:

veri fone. get Encrypt edCardDet ai | s(card, encrypti onKey) ?

This method returns a Promise containing the encryptedCard field.

veri fone. get Encrypt edCardDet ai | s(card, encryptionKey).then(data => consol e.| og(data. encryptedCard)); ?

Response:

LsOLS1CRUdJTi BOQRLAgTUVTUOFHRSOt LSOt DQpWZXJIzaWpuO BPc GVUUEdQLnpz| HYOLj Ewlj KNCkNvbWLI bnQ6I GhO0dHBz O 8vb3Bl bnBncGpzL
mBy ZwOKDQp3WDREWG J Zj FMADAHOUI TQMNRW x SEZUNyt Ub XNDc 2k 3aDNneWD2e Et Dbl Nz KORYZFNnbl NDaFNsZEENC! JLcXRs Sm JNnt peU9JY
zdnRmdBV3J3eVI CL1I 1RElI 3S2R3TAOxdU5LbzhYYKkREOWNBaFZTc FBr OEpvcg0OKaFpLa09ERXhSaW EeFBWOnMDcz VW2Nubl | HOVBOZz1 2VXgxe
XRRMGxx VWo4d TBLVNMD3U3J RRj RHZHYWDQpNe XA2NnAvNmJ| ¢3cwT09i TUB5TI Bqd3ZFRI dt W9y TnhQWRt VZ0x YULJIN2s4MD1XN d1TVEr M-BUd
TUNC] NGZG5Lcj Qyb1JTaHd YSELFZ1pUckZmbkx GUE9ha3N1Y1NKd016WEVRTUZKSVhz QVFLYI N6RVhJ YnZFegOKa2J UMD 1 TEFWT| hndORo UHRMa
S9Ucd 4NGVt Z04zY3UyN NoVDI LQnRqcGd4bCt | QXNEek Vt Uj Bnc URSDQpz RFov VDULbHVHhT] hTUzJ6¢HIEWKNy Oy VOJheml0Yk8x YUSOY3l nM
zk3RQOKPVAZdTI NCi 0t LSOt RUSEI FBHUCBNRVNTQUAFL SOt LSONCg==??"?
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These are the card details encrypted . Pass this to your back end for processing payments.

Step 10: (Server-side) Perform a 3DS Lookup

API Reference: https://verifone.cloud/api-catalog/3d-secure-api#tag/V2/operation/postV2Lookup

Make a POST request to Verifone using the encrypted card, device info (sessionld) and other data points to receive the 3D Secure Response.

The device_info_id is the same value as the sessionld returned from step 8.

Request Method: POST

URL: https://cst.test-gsc.vfims.com/oidc/3ds-service/v2/lookup

Body
{??
??? "anmount": 100, ??
?2?? "billing_first_nane": "first_nanme", ??
??? "billing_last_nane": "last_nane", ??
??? "billing_address_1": address line 1",??
??? "billing_city": "City", ??
??? "billing_country_code": "AU', ??
??? "encrypted_card": "{{EncryptedCardVal ue==}}", ??
??? "public_key_alias": "{{public_key}}", ??
??? "currency_code": "{{currency}}", ??
??? "device_info_id": "0_6e00f edb-d944-47d1-89e2- b12a59f f e39x", ?7?
??? "enmil": "email @erifone.cont, ??
??? "merchant _reference": "Order nunber 1234",??
??? "threeds_contract_id": "{{3DS Contract ID}}"??
}
Response:
?2{??
??? "acs_transaction_id": "9d08elba-0240-4283-813a-a3772d80de0le", ??
?2?2? "acs_url": "{ACS_URL}, ??
??? "authentication_id": "c923575f-86e4-45cf-9a43-dlede3da3acl", ??
??? "chal l enge_required": "N',?7?
??? "card_brand": "Visa", ??
??? "ds_transaction_id": "e3b59ell-5863-4c4a-aa34-ccl3bab4f 320", ??
??? "eci_flag": "07",?7?
??? "enrolled": "Y', ??
??? "error_no": "0",??
??? "order_id": "8001840452769160", ??
??? "pares_status": "C',??
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??? "payl oad":
eyJt ZXNz YWd| VH wZSI 61 kNSZXEi LCIt ZXNz YWl Vm\yc2l vbi | 61 j | uM 4wl i wi dGhyZWEULN cnZl ¢l RyYWszSUQ O Ji ZDYWNj kOOCOy Nz Fl
LTQBMGEt YTI 20C0z O ZW niviQz NTEi LCIhY3NUcnFucOl El j oi OMQWOGU2 Yt MDI OMCOOM gz L TgxM2Et YTMBNzJKODBKZTBI |'i wi Y2hhbGx|
brdl V2| uzG3U2I 6ZSI 61 j Ayl n0", ??

??? "signature_verification": "Y', ?2?

??? "threeds_version": "2.2.0",??

??? "transaction_id": "nmmlWONPXl hUnAYGyj NY1" ??
1?

Step 11A: (Server-side) Successful 3D Secure Lookup

If the lookup attempt was successful, and the details provided match the card holder details on record, the field “pares_status” will be “Y”

You can proceed directly to Step 12 to perform a payment using the details from the lookup request.

Step 11B: (Client-side) Pares_status = “C” Continue to the authentication step

In some cases, a one-time pin or “Step-up” challenge is required to authenticate the customer.
Cardinal.continue will only work after the payments.setupComplete event has been triggered.
Cardinal.continue is suggested to be run later in the flow if payments.setupComplete is not triggered yet.

Example:

Cardi nal . conti nue('cca', ??

{??

?"AcsUrl": “{ACS_URL}", ??

??? "Payl oad":

"eyJt ZXNz YWl VH wWZSI 61 kNSZXEi LCIt ZXNz YWl Vm\yc2l vbi | 61 j 1 uM 4wl i wi dGhyZW/EULNI cnZl cl RyYWszSUQ O Ji ZDYwNj kOOCOy Nz F
I LTQBMGEL YTI 20C0z OWN) ZWI mivimQz NTEI LCIhY3NUcnFucOl El j oi OAMQWOGU2 YEt MDI OMCOOM gzLTgxMREt YTVMBNzJKODBKZTBI |1 wi Y2hhbGx
I brdl V21 uz@3U2I 6ZSI 61 j Ayl n0" ??

?}, ??

?{??

??? "OrderDetail s": {??

????2?2??? "Transactionld" : "mmlWONPX hUnAYGyj NY1" ??

This will present the 3D Secure modal window to the customer:

https://verifone.cloud/docs/online-payments/api-integration/server-server-payments-3d-secure-setup-quide/server-
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Card
Network oAnyBank

Purchase Authentication

We have sent you a text message with a
code to your registered mobile number
ending in 5329.

You are paying VeriFone the amount of 10.00
using card 111

(OTP: 1234)

Enter your code below

| Enter Code Here

[ Trustlist this merchant.

For Sandbox testing, the code will always be 1234 and not sent to a phone number.

After completion of the one-time pin challenge, the 3D Secure plugin will return an outcome from one of the SUCCESS Event Listener setup
in Step 5, for example:

{

"Type": "CCA",

"Ext endedData": {

"Anmpunt": "1000",

"Aut hori zati onPayl oad":

"eyJj b250YW uzXJWzxJzaVWul j oi Ml sl nvj aSl 61 j Alli wi YXV0aGvudd j YXRpb25WYW 1ZSI 61 k FBSUJ CWUSvV RXdBQUFDYOt o QUpr ZFFBQUF
BQT0i LCII ZniZl Y3RpdnVBdXRoVH wZSI 61 KNI 1§ wi YWNz T3BI cnFOb3JJRCI 61 k1l cNoYWBOQUNTI i wi dGhy ZW/EULJI cXVI c3RvckNo YW s ZWb
nZU uzCl 61 j Axl i wi dHIThbnNTdGFOdXM G JZI i wi ZHNUcnFucOl El j oi YTI 40TNi NzAt Od y MSOOMT T 4LVEXNzct Zj RANDVDYz AWOWZj | i wi YWN
zVHIhbnNJRCI 61 j hi YWFhZTMAMLWFj Y2Et NDYyZC04Nz Y3LWVDNDdl MAEWYMUWMCL s| Ll ¢3NhZ2VWeXJzaWoul j oi M 4yLj Ai LCIt ZXJj aGFudES
hbWJi O JWZXIpROUZSI s| nB1lcmNoYXNI RGFOZSI 61 j | whV] QMNTEYM MyMIEX| i wi cHVYY2hhc4VBbW1bnQ O | x MDAW i wi YnJvd3Ni ckl Qj o
i M QMVITo3VDAWOTNI MDQ6ZmUWVDpi NTFj G Y2M2UGZmVDZDoxNGVBI | wi bWy Y2hhbnRDb3VudHI5Q29kZSI 61 ) gOMCI s nFj cXVpenvy kI O j o
i Ml zNDU2Nzgi LCIhY3F1aXJl ckll cmNoYWs0SUQ O | xM MONTYi LCI0aHI)I ZURTUmVxdW/zd@y TnFt ZSI 61 nZl el nb251 |1 wi dGhy ZWEULJ
I cXVI c3Rvckl El j oi dmvyaWzvbmly MCl s| m\hcnRCenFuZCl 61 | ZJWOET f Q==",

https://verifone.cloud/docs/online-payments/api-integration/server-server-payments-3d-secure-setup-quide/server-
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"CAW": " AAI BYYNoEWAAACC KhAJKAdQAAAAA=" ,
"CurrencyCode": "554",

"EClI Fl ag": "05",

"Thr eeDSVer sion": "2.2.0",

"PAResSt atus": "Y',
"SignatureVerification": "Y"

}
"Processor Transactionld": "LU 6k3aJ51K6pUn2UeV1"
}

Understanding the Impact of the different 3D Secure Responses

If "PAResStatus" is one of the following:
“Y" - 3DS is Successful
“A” - 3DS was Attempted

And “SignatureVerification” is:
“Y” - Contents of the message can be trusted

And “enrolled” is:
“Y” - Cardholders bank is participating in 3D Secure Process.

This will result in a liability shift off the merchant.

If "PAResStatus” is one of the following:
“N” - Failed

“U” - Unavailable

“R” - Rejected

“C” - Challenge required (Temporary status)

Or a blank value

Or “SignatureVerification” is:
“N” - Signature verification is invalid

OR “enrolled” is:

“N” - Cardholders bank is not participating in 3D Secure
“U” - Enroliments status unavailable

“B” - Enrollment status was bypassed

The liability of the transaction will remain with the merchant.

This is not a complete guarantee of liability shift. The information presented in this document is based on published Card Associations

(Visa, Mastercard, AMEX, ProtectBuy, and JCB) Operating Rules and Regulations, and may be subject to change.

Step 12: (Server-side) Perform a Server-To-Server Payment with 3D Secure

https://verifone.cloud/docs/online-payments/api-integration/server-server-payments-3d-secure-setup-quide/server-
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Using the data from the lookup and if applicable, the step-up challenge response, you may perform a 3D Secure authenticated payment. See

the example API request below:

API Reference: https://verifone.cloud/api-catalog/verifone-ecommerce-api#tag/Ecom-Payments

Request method: POST

URL: https://cst.test-gsc.vfims.com/oidc/api/v2/transactions/card

Example API Request:

{??

? ? "currency_code": "{{currency}}"

? ? "amount": 1000, ??

? ? "nerchant_reference": "VF Test", ??

? ? "paynent_provider_contract": "{{ppc}}", ??
? ? "card_brand": "VISA", ??

? ? "public_key_alias": "{{key_alias}}",

2

? "encrypted_card":

" LSOt LS1ICRUAJTI BQRLAgTUVTUOFHRSOt LSOt DQpWZXJIzaWguG BPc GVUUEdQLpz | HYOLj EwLj KNCKNvbWALI bnQ61 Gh0dHBz G 8vb3BI bnBnc Gp

zLmDy ZwOKDQp3VDREC TI vej FNVUOr TTRTQAINRWLE UTNOUERDMUVGVThHb 3! 5a2sx MiBQS1QRZVkx Ui sveULPTWANZVUNCTky d 1Bl YWH0ZUdv RXV
0az RYYWBWHQLQ9BU2J ubrkvK1A2b G5v RUVQE COwYl RECFNZNVEI v TnJ aOWJ4RQOKT 1a0d SUk dLRDBpQUd Uek 01 ZORRRK 1BU3 Uy d HZs SKNPRLI
r RUFESzhl OUViRkt 0ZTdy U3JRRk90aj | VDQaQXNLNkc2b3RPYVI 4NG obi 9VM Ar MrQr Qnox VGVR TWZBe HBVTFRQOHpWUVJI s WAW2 Y3ZMA NQUDB
BK1gNCmhpckdUQnJ CYz Vi WD RNnhQal Rc Fl gQ0UOYONnTEFCe iz NkhFZ1J 3ZEl URXBITRORBZ2V0c 0x pc VRK YQOKTGxx Zmvt QMir UWIRUDZCe Td
NSXZTZWE3WIMBMXVGRUYxaWLRMCt ONI hBb09Z Tj M b1l NRkZPeFRkSkc5DQJDNBFZleq3{I VWUFFsVHB2VI Z4S0dNVI RmLhLdEt t Ly9k Mkl a3l

ONKI 4agOKPVZSeGM\IC| 0t LSOt RUSEI FBHUCBNRVNTQUAFL SOt LSONCg==",

? ? "threed_authentication": {??
? ??? "eci_flag": "05",??
? 2?7?72 "enrolled": "Y', ??
? ? ? ? "cavv": "AAl BBYNOEWAAACcKhAJKdQAAAAA=", ??
? ? ? ? "pares_status": "Y', ??
? ? ? ? "threeds_version": "2.2.0",??
? ? ? ? "ds_transaction_id": "4eaalOef-e5e4-4b4c- 8aef - 29439e450b60", ??
? ? ? ? "signature_verification": "Y', ?
? ? ? ? "error_desc": "Success", ??
? ?? ? "error_no": "0"?7?
??}
}??
Response:
{?
? ? "id": "3ebbaa3a-cdcd-4b0a-b23d- 9b4c0528ca62", ?
? ? "paynent_provider_contract": "difOf 6ab-1d40-44ae-bl6b-8f 09f e6f d77f", ?
? ? "anount": 1000, ?
? ? "bl ocked": false,?
? ? "nmerchant _reference": "VF Test",?
? ? "paynent_product": "CARD', ?
? ? "status": "AUTHORI ZED', ?
? ? "arn": "SI MULATORBCLDCGADGS5MSDEV46JV", ?
? ? "schenme_reference": "170320243e5baa3acdcd4b0ab23d9b4c0528ca62", ?
? ? "created_by": "7b360b69-1787-40dd- ac56-fb3b8b93f 230", ?
? ? "cvv_present": true,?
? ? "cvv_result": "4",?
? ? "stored_credential": {?},?
? ? "details": {?
? ? ? ? "auto_capture": true?
D P

}.?
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"reason_code": "00",?

"shopper _i nteraction": "ECOMVERCE', ?

"stan": "157449",?

"threed_authentication": {?

"eci _flag": "05",?

"enrolled": "Y', ?

"cavv": " AAl BBYNOEWAAACCKhAJKdQAAAAA=", ?

"pares_status": "Y', ?

"threeds_version": "2.2.0",?

"ds_transaction_id": "4eaalOef-ebe4-4b4c- 8aef-29439e450b60" ?

-~

IngiVIEN IEN IS IEN JEN ]

© = -
EVIENENIENENIENENEoROREVIES IEN NV IEN IRV ]

'ver sal _status": "NONE', ?
ditional _data": {?
"initiator_trace_id": "157449"?

"card_details": {?lia
"masked_card_nunber": "411111****1111",?
"expiry_year": 2030, ?

"expiry_nonth": 12?

S ) D) O Y

S I B B B R R B S S B R R e RS IS R

)
bal ance_anount": 07

10 ) ) 0 ) ) ) ) ) ) ) ) ) ) ) ) ) ) ) ) )

Your Server-to-server, 3D Secure Authenticated transaction is now complete.

Additional steps

Refund a transaction

Depending on your supported acquirer and according to the settlement time. A payment can be refunded fully or partially via Verifone
Central, or via the Ecommerce APl using the refund payment API call.

Notification methods

Set up notifications in Verifone Central to receive transaction events via email or webhook URL’s. Leverage notifications to receive transaction
results to different systems at the time of payment.

Advanced Payment flow with Preauthorization

To perform a preauthorization, two fields need to be specified in the payment request in Step 12:

e capture_now : false
e auth_type : “PRE_AUTH”

Once the Preauth is authorized, it can be captured for settlement, or cancelled (voided) using payment actions through Verifone Central or
the eCommerce API.

Adding Tokenization

Set up a token scope in Verifone Central to set up a “Vault” with Verifone to store tokens. Request a token by adding the “Token_preference”
object to your API request.

Adding Stored credentials

After setting up Tokenization, use the Stored Credential Framework to send MIT or CIT-approved transactions.
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