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PayPal M agnes

Overview

This tutorial guides you to the steps required to integrate PayPal Magnes code into your mobile web page after
you have activated PayPal as a payment method with Verifone. For the desktop site web page, please refer to
PayPal Fraudnet.

PayPal Magnes accesses iOS and Android data for PayPal Risk Services to perform early risk identification and
mitigation.

Magnesimplementation

Magnes is integrated within the client app. It collects device-related information required for risk management.
Magnes sends the information to PayPal Risk Services, which performs risk adjudication, thus providing a better
customer experience.

M agnes payment flow

Generate a Tracking ID / AppGuid. Refer PayPal Risk Analysisfor this.

Add required Android permissions or iOS frameworks.

The mobile app sets up Magnes.

Magnes accepts the Tracking ID passed in and sends it to the app.

Magnes collects and submits a payload of key device information along with the Tracking 1D to PayPal

Risk Services.

During transactions, the mobile app sends the transaction, along with the Tracking ID, to the merchant

server.

7. The merchant server includes the PayPal Fr audl d header with the Tracking ID as the value in the call
to the Verifone transaction API calls.

8. PayPal Risk Services utilizes the payload data to perform risk management for the transaction and reduce

friction.
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Magnes does not make payment or risk decisions, it only provides datato PayPal Risk Servicesto facilitate risk
management.

| ntegrate M agnes
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The Magnes library provides a set of APIsthat host apps can invoke to use Magnes. Y ou can integrate Magnes
into these operating systems:

Android integration

Before you begin, the following table lists prerequisite information for integrating Magnes on the Android
platform:

Prerequisite Description
OS version Usethe latest Android version, if possible

The central classfor Magnesis! i b. andr oi d. paypal . com magnessdk
Software . Magnes SDK.
configuration

This class provides single access for the host app.

Adding permissions

Before initializing the Magnes library, you must add permissions and metadata settings in the app's manifest file
so Magnes can access essential mobile data for risk assessment.

Add thefollowing in Andr oi dMani f est . XM_:

<mani f est >
<l-- follow ng perm ssions are optional -->
<uses- perm ssi on androi d: nane="andr oi d. per m ssi on. ACCESS COARSE_LOCATI ON'
/>
<uses- permn ssi on androi d: nane="andr oi d. per m ssi on. ACCESS _FI NE_LOCATI ON'
/>
<uses- perm ssi on androi d: nane="andr oi d. per m ssi on. ACCESS NETWORK_ STATE"
/>
<uses-perm ssi on androi d: nane="andr oi d. per m ssi on. ACCESS W FI _STATE" />
<uses- perm ssi on androi d: nanme="andr oi d. perm ssi on. GET_ACCOUNTS" />
<uses- perm ssi on androi d: nane="andr oi d. per m ssi on. | NTERNET" />
<uses- perm ssi on androi d: nane="andr oi d. per m ssi on. READ_PHONE_STATE" />
<l-- for reading GSF ID -->
<uses- permn ssi on
andr oi d: nanme=
"com googl e. andr oi d. provi ders. gsf. perm ssi on. READ_GSERVI CES" />
</ mani f est >

Setting up M agnes

Magnes must be set up at app startup. The set Up call is executed only once per lifecycle of a Magnes Singleton
Instance. The Setup parameters and methods listed below are optional. Y ou can set Magnes to use either a
simple or advanced setup. The advanced setup gives more customizability and the option to passin more
parameters. Most developers will opt for a simple setup. Use the parameters with which you are familiar,



otherwise build a default setup without using any parameter.

Magnes setup —simple

MagnesSet ti ngs nagnesSettings = new
MagnesSet ti ngs. Bui |l der (context). buil d();
MagnesSDK. get | nst ance() . set Up( magnesSetti ngs);

M agnes setup — advanced

magnesSetti ngs = new MagnesSetti ngs. Bui | der (@lonNul | Cont ext cont ext)
. set AppCQui d( @i ze(max = APPGUI D MAXLENGTH) String appCuid)
. set MagnesSour ce( @/hagnesSour ce. Sour ceFl ow i nt sour ceFl ow)
.setNotificationToken(String notificationToken)
. set MagnesNet wor ki ngFact ory
(MagnesNet wor ki ngFact oryl npl magnesNet wor ki ngFact oryl npl )
. enabl eNet wor kOnCal | er Thr ead( bool ean net wor kOnCal | er Thr ead)
. di sabl eRenot eConfi g(bool ean di sabl eRenpt eConfi Q)
.build();
MagnesSDK. get | nst ance() . set Up( magnesSetti ngs);

Setup parameters and methods

Parameter or Method Data Type Description

cont ext Context Android application context
Sets an application’'s globally uniq
identifier, which identifies the mer
application that sets up Magnes on
mobile device. If the merchant apr:

set AppCGui d() String not pass an AppGui d, Magnes cre
one to identify the app. If theapp i
installed or reinstalled, it receives:
AppGui d. Maximum length: 36
characters.

Integration defined sources:
MagnesSour ce. PAYPAL,
MagnesSour ce. EBAY, and

Set MagnesSour ce() IntDef Magnes Sour ce. BRAI NTREE. |
of these apply to your integration,
use MagnesSour ce. DEFAULT
not set a source.



Parameter or M ethod Data Type

di sabl eRenpt eConfi g() Boolean

enabl eNet wor kOnCal | er Thr ead() Boolean

set MagnesNet wor ki ng
MagnesNet wor ki ngFact or yl npl

Factory()

10S Swift SDK Integration

Description
Toggleto trigger aremote configu
networking call. It triggers once pe
application lifecycle. The default i
fal se.

Enable a network call on the curre
caller thread.

Note: It might throw a
Net wor kKOnMai nThr eadExce
if your caller thread isthe main th

Magnes uses this custom networki
factory instead of the Magnes defa
to trigger the networking call. Y ou
implement MagnesNet wor Ki r

MagnesNet wor ki ngFact ory

Before you begin, the following table lists prerequisite information for integrating Magnes on the iOS platform:

Prerequisite Description
OS version Using the latest iOS version is recommended
Software

configuration

Magnes SDK host app.

Designate framewor ks

Y ou can use the Magnes iOS Swift library for apps written in the Swift language

Magnes SDK is the central class for the Swift library. It provides singleton access for the

Before you initialize Magnes, you must set several frameworks as required so Magnes can access essential
mobile data for risk assessment. For example, by setting Cor eLocat i on. f r amewor k asrequired, Magnes

can access the current location of the mobile device.
Set the following frameworks as requir ed.

e Security. franmework

CFNet wor k. f r amewor k

Syst entConfi gurati on. f ranmewor k
MessageUl . f r anewor k

Cor eLocat i on. f ranewor k
Foundat i on. f r amewor k
CommonCr ypt o. f ranewor k

e U Kit.franmework

For more information about setting up frameworks as required, visit https://devel oper.apple.com.



https://developer.apple.com/

Import PPRiskM agnes.framewor k

Y ou must add the library to the application for accessing the APIsin the app. Thelibrary is contained in an
added framework. To import the Swift library, link PPRi skiMagnes. f r amewor k to the app, go to Build
Phases and select Link Binarieswith Libraries.

Set up Magnesfor Swift

Magnes must be set up at app startup. The set Up call is executed only once per lifecycle of a Magnes Singleton
Instance. The Setup Parameters below are optional. Y ou can set it up with empty string values. Use the
parameters with which you are familiar, otherwise build a default setup without using any parameter.

Theset Up cal either passes the merchant app’sapp_gui d, or Magnes creates an app_gui d to identify the
app. Anapp_gui d isaunique installation identifier of the app for a particular mobile device. If theappis
reinstalled, anew app_qgui d isgenerated.

Magnes setup Swift App to Swift SDK —simple

MagnesSDK magnesSDK = MagnesSDK. shar ed()
magnesSDK. set up()

M agnes setup Swift App to Swift SDK — advanced

I/ @bjc public func setUp(setOptional AppQuid appQuid: String = ""

Il di sabl eRenot eConfi gurati on i sDi sabl ed: Bool = fal se
}/ magnesSour ce source: MagnesSource =

Il MagnesSour ce. DEFAULT)

MagnesSDK magnesSDK = MagnesSDK. shar ed()

magnesSDK. set Up(set Opti onal AppCGui d: " YOUR- APPGUI D",
set Opt i onal APNToken: " YOUR- APP- NOTI FI CATI ON- TOKEN',
di sabl eRenot eConfiguration: false,
magnesSour ce: MagnesSour ce)

M agnes setup Objective-C App to Swift MagnesSDK

Import the exposed classes from library using the following statement:
#i nport <PPR skMagnes/ PPRi skiMagnes-Swi ft. h>

/| @bj c public func setUp(setEnvironent env: Environnment = Environnent. LIl VE,

" set Opti onal AppQui d appQui d: String = ",
Il set Opti onal APNToken apnToken: String = ""
Il di sabl eRenpt eConfi gurati on i sRenot eConfi gD| sabl ed:



Il Bool = fal se,

Il di sabl eBeacon i sBeaconDi sabl ed: Bool = fal se,
/1 magnesSour ce source: MagnesSource =

Il MagnesSour ce. DEFAULT)

MagnesSDK *magnessdk = [ MagnesSDK shared];
[ magnesSDK set UpW t hSet Envi r onent : Envi ronment LI VE
set Opt i onal AppGui d: @ YOUR- APPGUI D"
set Opt i onal APNToken: @ YOUR- APNS- TOKEN'
di sabl eRenot eConfi guration: fal se
di sabl eBeacon: f al se
magnesSour ce: MagnesSour ceDEFAULT] ;

Setup parameters and methods

Parameter Name Data Type Description
Sets an application’'s globally unique identifier, which
Identifies the merchant application that sets up Magnes
. . on the mobile device. If the merchant app does not pass
set AppQui d() String an AppQui d, Magnes creates one to identify the app. If
the app isinstalled or reinstalled, it receives a new
AppGui d. Maximum length: 36 characters.
Use an Apple Push Natification Service (APNS) token
to send natifications to the mobile device
Enables the consumer app to receive the latest Magnes
configuration settings. The default isf al se.
Integration defined sources: Magnes Sour ce. PAYPAL
, MagnesSour ce. EBAY, and MagnesSour ce
MagnesSour ce MagnesSource . BRAI NTREE. If none of these apply to your

integration, either use Magnes Sour ce. DEFAULT or
do not set a source.

Set Opt i onal APNToken String

Di sabl eRenpt eConfi gur ati on Boolean

Collect and submit the payload

When the user launches the mobile app, Magnes remains active only while the Set up, Col | ect , and
Col | ect AndSubm t methods are called. It does not passively collect datain the background.

Y ou can turn on the debugging log to ensure that Magnes is running successfully.

Magnes generates and returns anew PayPal - O i ent - Met adat a- | d, which isaunique 32-character string.
Upon collecting the core and dynamic data, Magnes causes the library to submit an asynchronous payload to
PayPal Risk Services.

Ordinarily, Magnes generates the PayPal - Cl i ent - Met adat a- | d, but you can passin avalueto be used as
the ID.

Collect data



Execute the following code snippet to trigger the library to collect the payload data.

Swift App to Swift SDK: Collect data—simple

| et magnesResul t: MagnesResult = MagnesSDK. shared().collect()

Swift App to Swift SDK: Collect data— advanced

| et magnesResul t: MagnesResult = MagnesSDK. shared().collect(cmd: String,
additional Data: [String: String])

Objective C App to Swift Library: Collect data—simple

MagnesResul t *magnesResult = [[ MagnesSDK shared] collect];

Objective C App to Swift Library: Collect data—advanced

MagnesResul t *magnesResult = [[ MagnesSDK shar ed]
col |l ect Wt hPayPal C i ent Met adat al d: " YOUR- TRACKI NG- | D"
wi t hAddi tional Data: (NSDi ctionary<NSString *,NSString *>)];

Collect and submit data

Execute the following code snippets to trigger the library to collect the payload data and send it to the PayPal
Sserver.

Swift App to Swift SDK: Collect and submit —simple

| et magnesResul t: MagnesResult = MagnesSDK. shared(). col |l ect AndSubm t ()

Swift App to Swift SDK: Collect and submit —advanced

/1 @bjc public func collect(w thPayPal dientMtadatald cmd: String,
/1 W t hAddi tional Data additional Data: [String: String])
Il -> MagnesResul t
| et magnesResul t: MagnesResult =
MagnesSDK. shared(). col | ect AndSubm t (wi t hPayPal C i ent Met adat al d:
"YOUR- TRACKI NG | D', withAdditional Data: [String: String])

From Objective C App to Swift SDK —simple

MagnesResult *magnesResult = [[ MagnesSDK shared] coll ect AndSubmt];



From Objective C App to Swift SDK —advanced

Col I ect and Submit: Advanced

/'l @bj c public func coll ect AndSubm t (w t hPayPal C i ent Metadatald cm d: String,

Il wi t hAddi tional Data additional Data: [String: String])
/1 -> MagnesResul t

/1l

MagnesResul t *magnesResult = [[ MagnesSDK shar ed]

col | ect AndSubm t Wt hPayPal C i ent Met adatal d: (NSStri ng *)
wi t hAddi ti onal Dat a: (NSDi ctionary<NSString *,NSString *>)];

Submit additional data

The merchant can include any additional wanted key-value pair datain the Magnes payload. To pass additional
data as adictionary of key-value pairs, execute the above code snippet with the following parameters.

The following table lists parameters you can pass in the payload, including additional wanted data as key-vaue
pairs.

Data

Parameter Description
Type
Y our own unique identifier for the payload. If you do not passin thisvalue,
Tracking Id String anew Tracki ng | d isgenerated per method call. Maximum length: 32
characters.

Any key-value pair in NSDi ct i onar y isinjected into the payload

wi t hAddi t i onal Dat a String submitted to the PayPal server

Get the Magnes result

In every data collection call, the Magnes Library returnsto the caller aMagnesResul t containing the latest
deviceinformation and the Tr acki ng | d:

Get the MagnesResult from Swift app to Swift SDK

/1 cached the MagnesResult from previous collect AndSubmt call.
| et magnesResul t: MagnesResult = MagnesSDK. shared(). col | ect AndSubni t ()

| et paypalcm d: String = magnesResul t. get PayPal Cl i ent Met aDat al d()
var magnesPayl oad: [String: Any] = magnesResult. getDevicel nfo()

The following table lists methods you can use in a data collection call.



Method Data Type Description

The newly generated (or passed in) Tracki ng Id
from the latest API call

A full device information payload. This payload is
get Devi cel nfo() NSDi ct i onary identica to the payload submitted to the PayPal
server.

get Paypal C i ent Met aDat al d() String

Get the M agnesResult from from Objective C app to Swift library

/'l cached the MagnesResult from previous coll ect AndSubmt call.
/'l MagnesResult *nmagnesResult = [[MagnesSDK shared] coll ect AndSubm t];

NSString* cmd = [ magnesResult get PayPal C i ent Met aDat al d] ;
NSDi cti onary* payl oadDi ct = [magnesResult get Devi cel nfo];

Method Data Type Description

The newly generated (or passed in) Tr acki ng | d from
the latest API call

A full device information payload. This payload is
identical to the payload submitted to the PayPal server.

get Paypal C i ent Met aDat al d() String

get Devi cel nfo() JSONODbject

Send the PayPal-Client-M etadata-1 D from the merchant server to PayPal

TheTr acki ng | d pairsthe Magnes payload in the context of a PayPal transaction payment, login, or consent,
or other PayPal activity.

When the merchant server makes a call to Verifone Transactions APIs, that payment call must include the most
recent Tr acki ng | d that Magnes (or the merchant app) provided. For most REST APIs, you must includein
the call header the PayPal Fr audl d header with the ID’s most recent value as that key’ s value.

IOS Objective-C SDK Integration of Magnes

Before you begin, the following table lists prerequisite information for integrating Magnes on the iOS platform:

Prerequisite Description
OSversion Using the latest iOS version is recommended

MagnesiOS Objective-C library supports apps written in Objective-C.
PPRMOCMagnesSDK isthe central interface for Objective-C library. It provides singleton
access to the host app.

Software
configuration

Designate frameworks



Before you initialize Magnes, you must set several frameworks asrequired so that Magnes can access essential
mobile data for risk assessment. For example, by setting Cor eLocat i on. f r anewor k asrequired, Magnes
can access the current location of the mobile device.

Set the following frameworks as requir ed.

Security. framework

CFNet wor k. f ranewor k

Syst enConfi gurati on. f ramewor k
MessageUl . f r amewor k

Cor eLocat i on. f ranewor k
Foundat i on. f ranewor k
CommonCr ypt o. f r anewor k

U Kit.franework

For more information about setting up frameworks as required, visit https://devel oper.apple.com.

Import thelibrary

Y ou must add the library to the application for accessing the APIsin the app. Thelibrary is containedin a
framework you can add. To import the Objective-C library, link | i bPPRi skMagnesQOC. a to the app, then go
to Build Phases and select Link Binarieswith Libraries. Import the following files from the Objective-C
library: PPRMOCMVagnes SDK. h, PPRMOCMVagnes SDKResul t . h

Set up Magnesfor Objective-C

Magnes must be set up at app startup. The set Up call is executed only once per lifecycle of a Magnes Singleton
Instance. The Setup Parameters below are optional. Y ou can set it up with empty string values.

The set Up call either passes the merchant app’sapp_gui d, or Magnes creates an app_gui d to identify the
app. Anapp_gui d isauniqueinstallation identifier of the app for a particular mobile device. If theapp is
reinstalled, anew app_gui d is generated.

Magnes setup —simple

PPRMOCMagnes SDK * PPRMOCMVagnesSDK = [ PPRMOCVagnesSDK shar ed] ;

M agnes setup — advanced

- (void)set UpOpti onal AppCGui d: (NSString *)appCGuid
wi t hOpt i onal APNToken: (NSString *)apnToken
di sabl eRenot eConfi gurati on: (Bool ean)i sDi sabl ed
f or MagnesSour ce: ( MagnesSour ceFl ow) magnesSour ce;

PPRMOCVagnes SDK * PPRMOCMagnesSDK = [ PPRMOCVagnesSDK shar ed] ;

[ _PPRMOCVagnesSDK set Opti onal AppGui d: " YOUR- APPGUI D',
wi t hOpt i onal APNToken: " YOUR- APP- NOTI FI CATI ON- TOKEN',
di sabl eRenot eConfiguration: false,
f or MagnesSour ce: MAGNES_ SOURCE_DEFAULT] ;


https://developer.apple.com/

Setup parameters and methods

Parameter Name Data Type Description

Sets an application’'s globally unique identifier, which
Identifies the merchant application that sets up Magnes
on the mobile device. If the merchant app does not pass

set Opti onal AppQui d String an AppQui d, Magnes creates one to identify the app. If
the app isinstalled or reinstalled, it receives a new
AppGui d. Maximum length: 36 characters.

Wi t hOpt i onal APNToken String Use an Apple Push Notification Service (APNS) token

to send notifications to the mobile device.

Enables the consumer app to receive the latest Magnes
configuration settings. The default isf al se.

Integration defined sources:

di sabl eRenot eConfi gur ati on Boolean

MAGNES SOURCE_PAYPAL =10,
f or MagnesSour ce MagnesSource MAGNES  SOURCE_EBAY =11,
MAGNES SOURCE_BRAI NTREE=12,

MAGNES SOURCE_DEFAULT =- 1

Collect and submit the payload

When the user launches the mobile app, Magnes remains active only while the Set up, Col | ect , and
Col | ect AndSubm t methods are called. It does not passively collect data in the background.

Y ou can turn on the debugging log to ensure that Magnes is running successfully.

Magnes generates and returnsanew Tr acki ng | d, which is aunique 32-character string. Upon collecting the
core and dynamic data, Magnes triggers the library, which transmits an asynchronous payload to PayPal Risk
Services.

Ordinarily, Magnes generatesthe Tr acki ng | d, but you can passin avalue to be used asthe ID.

Collect data from Objective-C app

Execute the following code snippets to trigger the Objective-C library to collect the payload data.

Collect data—simple

/ | PPRMOCMagnesSDK *nmagnesSDK = [ PPRMOCMVagnesSDK shar ed] ;
PPRMOCMagnesSDKResul t *magnesResult = [ magnesSDK col | ect];

Collect data — advanced



/ | PPRMOCMagnesSDK *magnesSDK = [ PPRMOCMVagnesSDK shar ed] ;

PPRMOCVagnesSDKResul t *magnesResul t =

[ mgnesSDK col | ect Wt hPayPal C i ent Met adat al d: " YOUR- TRACKI NG- | D"
wi t hAdditional Data: @}];

Collect and submit data from Objective-C app

Execute the following code snippet to trigger the library to collect the payload data and send it to the PayPal
server.

Collect and submit —simple

/ | PPRMOCMagnesSDK *nmagnesSDK = [ PPRMOCMagnesSDK shar ed] ;
PPRMOCMagnesSDKResul t *rmagnesResult = [ magnesSDK col | ect AndSubm t];

Collect and submit —advanced

/ | PPRMOCMagnesSDK *nmagnesSDK = [ PPRMOCMagnesSDK shar ed] ;
PPRMOCMagnesSDKResul t *rmagnesResul t =

[ magnes SDK

col | ect AndSubm t Wt hPayPal C i ent Met adat al d: @ YOUR- TRACKI NG- | D'
wi thAdditional Data: @}];

Specifying additional data

The merchant can include any additional wanted key-value pair data in the Magnes payload. To pass additional
data as a dictionary of key-value pairs, execute the following code snippets.

Parameter Data Description

Type
Y our own unique identifier for the payload. If you do not
String passin thisvalue, anew Tr acki ng | d isgenerated per
method call. Maximum length: 32 characters.
[String:  Any key-value pair in this dictionary isinjected into the
String]  payload submitted to the PayPal server

wi t hPaypal C i ent Met aDat al d
id

wi t hAddi ti onal Dat a dat a

Get the Magnesresult

In every data collection call, the Magnes Library returnsto the caller aMagnesResul t containing the latest
deviceinformation and the Tr acki ng | d:

Get the MagnesResult from Objective-C app



/'l cached the MagnesResult from previous coll ect AndSubmt call.
PPRMOCVagnesSDK *magnesSDK = [ PPRMOCVagnesSDK shar ed] ;
PPRMOCVagnesSDKResul t *magnesResult = [ nagnesSDK col | ect AndSubm t ] ;

NSString *payPal Cinet MetaDatald = [ magnesResult get PayPal C i ent Met aDat al d] ;
NSDi cti onary *devi celnfo = [ magnesResult get Devi cel nfo];

The following table lists methods you can use in a data collection call.

Method Data Type Description
The newly generated (or passed in) Tr acki ng | d from
the latest API call

A full device information payload. This payload is
identical to the payload submitted to the PayPal server.

get Paypal C i ent Met aDat al d() String

get Devi cel nfo() JSONODbject

Send the PayPal-Client-M etadata-I D from the merchant server to PayPal

TheTr acki ng | d pairsthe Magnes payload in the context of a PayPal transaction payment, login, or consent,
or other PayPal activity.

When the merchant server makes a call to Verifone Transactions APIs, that payment call must include the most
recent Tr acki ng | d that Magnes (or the merchant app) provided. For most REST APIs, you must includein
the call header the PayPal Fr audl d header with the ID’s most recent value as that key’ s value.

For other APIs, refer to the API documentation or integration details provided by your PayPal representative.

Data collection, usage, and privacy

Magnes collects mobile device data based on the permissions granted during the installation of the mobile app.

Data collected by Magnesis used for risk analysis and authentication. Verifone and PayPal do not share Magnes
datawith third parties for their own benefit.

Sample payloads

The following are sample payloads as an aid in interpreting the results of your Magnes app. The samples include
one payload each of Android and iOS data, listed by parameter names in a phabetical order.

Android sample payload

"android_id": "e54d2783a24c5a93",
"app_first _install _tinme": 1485391650466,
"app_gui d": "16dd2f 5f - 3496- 4953- 8021- 00b45950bdeb"

"app_id": "com paypal .android.lib.riskconponent sanpl e",
"app_l ast _update_tinme": 1486085153926,
"app_version": "1.0",

"bssid": "6c:f3:7f:b9: 1le: 90",



"bssid array": ["6c:f3:7f:b9:1le:90","6¢C:f3:7f:b9: 1le: 92"],
"cdma_network id": -1,

"cdma_systemid": -1,

"cell _id": 21181955,

"“conp_version": "3.5.7.rel ease",

“conf _url™:

"https://ww. paypal obj ects. conf webstatic/risk/dyson_config_android v3.json"

"“conf _version": "3.0",

“conn_type": "MOBILE",

"dc_id": "50fd71lcdaeb32cfc7421703646d30489",

“device_id": "352530080310824",

"devi ce_nodel ": "Pixel XL",

"devi ce_nane": "marlin",

"devi ce_uptinme": 798843490,

"ds": false,

"gsf _id": "3d6eef b279e2e84a",

"i p_addresses": ["192.0.0.4","fe80::c8ec: 37ff:fe6b: 6141%lunmy0",
"2607: fb90: a74b: 2d64: ba05: 3877: ad93: 4bdd",
"fe80:: ba05: 3877: ad93: 4bdd% nmet _dat a0",
"fe80: : 5df 9: 65ee: ffa6: 96ce % nmmet data7",
"fe80::a918: e8bd: ad79: d8cc% rmet datal"],

"ip_addrs": "192.0.0.4",

"is_emulator”: false,

"is_rooted": false,

"known_apps": ["com nmy-org. nobil e/ comny-org.nobile.activities.

“linker_id": "f76d48e7-63f8-4be9-bd4d- 08edaad4d59b3",

"l ocal e_country": "US",

"l ocal e_lang": "en",

“location": {"lat":37.3760446, "I ng":-121.9216664, "acc":19. 872,
“timestanp": 1486085186851},

"l ocati on_area_code": "14940",

"l ocation_auth_status": "unknown",
"mac_addrs": "02:00: 00: 00: 00: 00",
"networ k_operator": "310260",
"notif _token": "test notif token",
"os_type": "Android",
"os_version": "7.1.1",

"pairing_id": "1d7706blf 3ba46bdbe46832aa99852cf ",
"payl oad_type": "full"

"phone_type": "gsni,

"pni': "fe3e",

"risk_conp_session_id": "1f e8a38f-c4ad-4cbe-84bb-e340d953160b"
"roam ng": false

"serial _nunber": "HT68J0207231",
"simoperator_nane": "T-Mbile",

"simserial _nunber": "8901260533554717229",
"snms_enabl ed": true,

“source_app": O,

"source_app_version": "1.9.9",

"ssid": "PayPal Guest",

“subscriber_id": "310260535471755",

“timestanp”: 1486085312082,

"total storage_space": 26109874176,

my-org"



"tz": "-28800000",
"tz_nanme": "Pacific Standard Ti ne",
"vpn_setting": "tunO"

iOS sample payload

"app_qguid": "b286802c- de9d- 4c30- 8ech-42c2d2df e3e4",
"app_i d": "com paypal . Dyson"

"app_version": "1.0",

[1] CII : [1] 48" ,

"cloud identifier": "7027fff5-fde0-44ab-8b25- 6cb4a928de8f ",
"conp_version": "3.5.7",

“conf _url™":

"https:\/\/ww. paypal obj ects. com /webstatic\/risk\/dyson config_ ios _v4.json"

"“conf_version": "4.0",

"“conn_type": "wifi",

"dc_id": "11e7d85632c3142b07ffeeed4516629a3",

"devi ce_nodel ": "Sinulator",

"devi ce_nane": "Eddie's Papa",

"ds": false,

"emai | _configured": false,

"I p_addresses": ["::1","127.0.0.1","fe80::1","fe80::c6b3: 1ff: febd: 30c9"
, "10. 225. 90. 250", "fe80::c034: cdff:febc:13e3"],

"ip_addrs": "10.225.90. 250",

"is_emulator": true,

"is_ rooted": false,

"known_apps": ["com ny-org. nobil e/ comny-org.nobile.activities.ny-org"

"l'inker _id": "aOcef be4-b445-47d1l-a964- bd39e8c0eadd",

"l ocal _identifier": "0579al19c-f 302-4242-a481- a2f 49689a6ff",

"l ocal e_country": "US",

"l ocale_|ang": "en",

"location": {"Ing":-122.03076342,"| at":37.33123666, "ti nestanp":
1486084281488, "acc": 30},

"l ocation_auth _status": "denied",

"notif _token": "null",

"os_type": "iQS",

"os_version": "10.1",

"pairing_id": "b2d32ea3df 86477da25523d1cc19d37b"

"payl oad_type": "full"

"pin_lock |ast_tinmestanmp": null,

"pm': "338723ch",

"risk_conp_session_id": "8fb8l1l4e-2079-436a- bec9-583bffchbl08c",

"sns_enabl ed": fal se,

"source_app": 10,

"source_app_version": "1.0",

“timestanp”: 1486084490678,

"total storage_space": 499082485760,

"tz": "-28800000",



"tz_nanme": "Anmerica\/Los_Angel es",
"“vendor _identifier": "20C722AF-BDC7-4107-8C07- 5FA1875AA7F1",
"vpn_setting": "tunO"



