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Go to the documentation of this file.

1A [ Rr KKK KKK A KKK KKK A KKK AR KKK AT AR KK IR FAA KK AR I AR KR I AR KK AR I AR KK A R I AR A XK A KK 2A * Product: ADK Secure Data

Interface (SDI) 3A * Conpany: Verifone 4A * Author: GSS R&D Germany 5A * Content: Client (structure) interface -
non- EM/ part 6A ****************************************************************************l 7A #I fndef
CLIENT_SDI _I F_H_8A #define CLIENT_SDI _IF_H 9A 10A #ifndef DOXYGEN 11A #ifdef __cplusplus 12A #endif

13A #include <vector> 14A #incl ude <stri ng> 15A #include <stdint.h> 16A #i ncl ude <emv/ EW_Common_I nterface. h> //
for EMV_ADK_I NFO 17A #incl ude <sysinfo/sysinfo.h> // for property enumerations 18A #incl ude <htni/prt.h> // for
printer property enumerations 19A 20A nanespace libsdi { 21A 25A enum SDI _SWi2 26A { 27A SDI _SW.2_NONE = O,
28A SDI_SWL2_SUCCESS = 0x9000, 29A 30A SDI_SW2_TAG ERROR = 0x6200, 31A SDI_SWi2_TAG LENGTH ERRCR = 0x6300,
32A SDI_SWL2_EXEC ERROR = 0x6400, 33A SDI_SW2_ CANCELED BY_USER = 0x6405 34A° SDI_SW2_BUSY = 0x640A, 35A
SDI _SWL2_TI MEQUT_PI'N_ENTRY = 0x640C, 36A SDI_SWI2_TI MEQUT_NO MSR _DATA = 0x64F6, 37A"

SDI _SWL2_TI MEQUT_CARD REMOVAL = 0x64F7, 38A SDI _SWL2_| NTERCHAR PI'N_ENTRY = 0x64F8, 39A

SDI _SWL2_COMVAND_NOT_ALLOWED = Ox64F9, 40A SDI_SWL2_MAI N_CONNECTI ON_USED = Ox64FA, 41A

SDI _SWL2_| NVALI D_FI LE_CONTENT = 0x64FB 42A  SDI_SWL2_FI LE ACCESS _ERROR = 0x64FC, 43A SDI_SW2_LOG C ERRCR =
Ox64FD, 44A SDI _SWi2_SDI _PARAMETER ERROR = Ox64FE, 45A SDI _SWL2_LUHN_CHECK FAI LED = Ox64FF, 46A

SDI _SWL2_EXECUTI ON_ABORTED = 0x6500, 47A SDI_SWi2_ EXECUTI ON_TI MEQUT = 0x6600, 48A

SDI SV\12 VESSACE_ LENGTH ERROR = 0x6700, 49A 50A SDI _SWi2_ NO SDI _PLUG N_AVAI LABLE = 0x6800, 51A

SDI _SWL2_UNKNOAN_PLUG N_I D = 0x6801, 52A SDI_SWL2_UNKNOAN_PLUG NG I D = 0x6801, 53A

SDI _SWL2_| NVALI D_PLUG N_RESPONSE = Ox6802 54A 55A SDI_SW2_EPP_CONNECTI ON_ERROR = 0x6900, 56A 57A

SDI _SWL2_UNKNOWN_I NS_BYTE = 0x6D00, 58A SDI_SWi2_UNKNOWN_CLA BYTE = Ox6E00, 59A 60A SDI_SW2_CMAC _ERRCR =
0x6FB0, 61A SDI_SWi2_CMAC LENGTH ERROR = Ox6FB1, 62A SDI_SWI2_CMAC M SSI NG ERROR = 0x6FB2, 63A

SDI _SWL2_| ENCRYPTI ON_| ERROR = Ox6FB4, 64A SDI SV\12 ENCRYPTI O\I LENGTH ERROR = 0x6FB5, 65A

SDI _SWL2_ENCRYPTI ON_M SSI NG ERROR = 0x6FB6, 66A SDI_SWL2_DECRYPTI ON_ERROR = Ox6FB8, 67A

SDI _SWL2_DECRYPTI ON_LENGTH ERROR = 0x6FB9, 68A SDI _SWi2_DECRYPTI ON_M SSI NG ERROR = Ox6FBA, 69A 70A

SDI “SWI2_EXCESSI VE_PI N_REQUESTS = O0x6FC0, 71A SDI_SWi2_LOW BATTERY = Ox6FDO, 72A SDI_SWL2_NO DUKPT_KEYS_LOADED
= OX6FE0, 73A SDI_SWi2_UNI T_TAWPERED = 0x6FFO 74A SDI_SWL2_RECOVERY MODE = Ox6FF1, 75A 76A

SDI _SWL2_PI N_| BYPASSED = 0x9070, 77A SDI_SWi2 NO_MACTCH | FCR C‘ARD VALI DATI ON = 0x9071, 78A

SDI _SWL2_SMART_CARD_REMOVED = 0x9401, 79A SDI_SW2_SMART_CARD ERROR TRM = 0x9402, 80A

SDI _SWL2_ SMART_CARD ERROR = 0x9403, 81A sDI _SWi2_TWD CARDS = 0x9404, 82A SDI S\/\LZ_SNART_CARD_ERR_I NIT =
0x9405, 83A SDI_SWI2_SMART_CARD ERR PARAM = 0x9406, 84A SDI_SWL2_EMW_TLV_ERROR = 0x94F3, // error In TLV data
object (only in relation with EW commands) 85A 86A // There are from previous header version and kept for
backwar d conpatibility 87A SDI_SW2_ERROR = 0x6400, 88A SDI_SWL2_TI MEQUT = 0x6600, 89A SDI _SWL2_NOT_ALLONED =
0x64FD, 90A SDI _SWi2_PARAMETER_ERROR = 0x90E6 91A } 92A 100A enum SDI CLI ENT_ERROR 101A { 102A

SDI CLI ENT_ERROR NONE = 0, 103A SDI CLI ENT_ERROR_COVMUNI CATI ON = -1, 104A SDI_ cLI ENT_ERROR_CONCURRENT_USE = -2,
105A SDI CLI ENT_ERROR_CONNECT = -3, 106A ~SDI CLI ENT_ERROR _OVERFLOW = -4, 107A SDI CLI ENT_ERROR PARAM = -5, 108A
SDI CLI ENT_ ERRO? OTHER = -6, 109A SDICLI ENT_ERROR | I\D RECEI VE = -7, 110A SDI CLI ENT_ ERRO? NOT_ SUPPG?TED = —10
112A  SDI CLI ENT_ERROR_NOT_ALLOWED = -11 113A }; 1I14A 115A #define MSR _CLI ENT_ERROR OFFSET 100 116A

117A #define VALI DATI ON_CHECK_OPTI ON_RETURN_ALL_MATCHI NG RANGES 0x01 //Return al | matching card ranges. per
default only the best match is returned 118A 122A enum SDI CLI ENT_ERROR get NfcClientError(); 123A 127A enum
SDI_SW2 get NfcSW2(); 128A 129A struct Matchi ngRecord 130A{ 131A std::string json; 132A unsigned char

expi rycheck_resul t; 133A unsigned char |uhncheck_result; 134A unsigned char activationcheck result; 135A

Mat chi ngRecord(const std::string & json): json(_j son) expi rycheck_resul t (OxFF), |uhncheck result(OxFF)
activationcheck result(OxFF){} 136A }; 137A 139A enum SYSUpl oadType { 140A SYS UPLOAD_SOFTWARE_UPDATE, 141A
SYS_UPLOAD _CONFI G WHI TELI ST, 142A SYS_UPLOAD CONFI G_SENSI TI VE_TAGS, 143A SYS UPLOAD CONFI G CARD RANGES, 144A
SYS_UPLOAD | NSTALL_CP_PACKAGE = 11, 145A SYS_UPLOAD EMV_CONFI GURATI ON 146A }; 147A 148A 152A class Sdi Base
153A { 154A pr ot ected: 155A unsigned short swl2; 156A int addi ti onal Resul t Val ue; 157A  SDI CLI ENT_ERROR
clientErr; 158A void set Sdi | Swl2(enum SDI _SWL2 s) {swl2=s;} 159A 166A void setdientError(int

I'i bsdi pr ot ocol _result); 167A 168A public: 169A Sdi Base() © swl2(0), additional ResultValue(0),

clientErr(SD CLI ENT_ERROR NONE){} 170A enum SDI _SW2 get Sdi Swi2(); 171A 176A int

get Addi ti onal Resul tVal ue(){return additional ResultValue;} 177A 184A SDICLIENT_ERROR getClientError(){return
clientErr;} 185A 196A enum SDI_SWL2 recei veSV\lZ() 197A 201A v0|d clear() 202A { 203A swi2 = R ~

SDI _SwWi2 NO\IE 204A additional ResultValue = 0; 205A clientErr = SDI CLI ENT_ERROR_NONE; 206A }; 207A 211A

voi d inportResul ts(const Sdi Base& internediate) 212A { 213A swl2 = inter medi at e. swl2; 214A ~
addi tional Resul t Val ue = internedi ate. addi tional Resul tVal ue; 215A clientErr = internediate.clientErr; 216A }
217A 218A struct PluginResult 219A { 220A int32_t pluginid; 221A |nt32_t responseCode; 224A std::vector<
unsi gned char> responseData; 226A }; 227A 228A private: 229A // nmmke SdiBase non-copyabl e because sone

subcl asses hol d pointers and shoul d not be copied 230A Sdi Base(const Sdi Base&); 231A Sdi Base& oper at or =( const
Sdi Base&); 232A // since C++11 we have to avoid the nove, too 233A #if _ cpl usplus >= 201103L 234A

Sdi Base(const Sdi Base&&); 235A Sdi Base& oper at or =( Sdi Base&&) 236A #endif 237A }; 238A 239A 240A 266A class
Sdi Cnd: public Sdi Base 267A { 268A protected: 269A void* dataln; 270A void* dataCQut; 271A 272A public: 273A
Sdi Crd() ; 274A virtual ~Sdi Cmd(); 275A 293A enum SDI_SWL2 sendRecei ve(unsi gned char cla, unsigned char ins,
294A unsigned char pl = 0, unsi gned char p2 = 0, 295A unsigned maxResponseSi ze = 2048); 296A 309A int
send(unsi gned char cla, unsigned char ins, 310A unsi gned char pl = 0, unsigned char p2 = 0); 311A 320A enum
SDI _SWL2 recei ve(unsi gned maxResponseSi ze = 2048); 321A 322A // generic setters nodify #dat aln before command
execution 335A void set(const char* path, int value, unsi gned fixedLength = 0); 336A 349A void set (const
char* path, uint32_t value, unsigned fixedlLength = 0); 350A 361A void set(const char* path, const unsigned
char* data, unsigned datalLen); 362A 372A inline void set(const char* path, unsigned char byteVval ue) 373A
374A set(path, &byteValue, 1); 375A } 376A 386A void set(const char* path, const std::vector<unsigned char>&
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data); 387A 397A void set(const char* path, const std::string& value); 398A 407A void _ A
set CommandDest i nati on(bool epp, bool force = false); 408A 412A virtual void clear(); 413A 420A virtual void
clear(const char* path); 421A 425A virtual void clear Resul ts(); 426A 434A void inportResul ts(const Sdi Cnd&
intermediate); 435A 443A void inportResul ts(const unsigned char* swl2, const unsigned char* tlvData, unsigned
t1vSize); 444A 445A [/ generic getter to read from dataQut after command execution 453A bool get(const char*
path, int& value); 454A 462A bool get(const char* path, uint32_t& value); 463A 472A int get(const char*
path, unsigned char* buf fer, unsigned bufferSi ze) 473A 481A inline bool get(const char* path, unsigned char&
val ue) 482A { 483A return get(path, &val ue, 1) == 1; 484A '} 485A 493A bool get(const char* path, ~
std: :vect or<unsi gned char>& buffer); 494A 502A bool get (const char* path, std::string& value); 503A 510A ~
std::string getString(const char* path); 511A }; 512A 513A class SDI: public Sdi Base 514A { 515A public: 516A
526A  bool get Dat eTi me(unsi gned char* buffer); 527A 537A bool setDateTi ne(const unsigned char* dateTine);
538A 546A unsigned char getLanguage(); 547A 555A bool setlLanguage(unsigned char |anguageld); 556A 569A
unsi gned char get CardDat aEntryDeactivation(); 570A 583A bool setCardDataEntryDeactivation(unsigned char
val ue); 584A 594A unsigned char getCardDataEntrbede() 595A 605A bool set CardDat aEnt ryMde(unsigned char
val ue); 606A 614A bool setldleText(std::string text, bool epp = true); 615A 624A bool showVacDeskt op(bool
epp = true); 625A 636A int get Property(enum vfisysi nf o: SYSPropertyI nt p, bool epp = false); // 20 1A 00 00
637A 648A enum vfisysinfo::sysError get Property(enum vi sysinfo::SYSPropertylnt p, int& value, bool epp =
false); // 20 1A 00 00 649A 660A enum vfi sysi nf o: sysError set Property(enum vfisysinfo: SYSPropertyI nt p, int
val ue, bool epp = false); // 20 19 00 00 661A 672A std::stri ng get Property(enum vfi sysi nf o: : SYSPropertyString
p, bool epp = false); // 20 1A 00 01 673A 684A enum vfisysinfo::sysError get Property(enum
vfisysinfo:: SYSPropertyStri ng p, std::string& val ue, bool epp = fal se); 685A 696A enum vfisysinfo::sysError
set Property(enum vfisysinfo: SYSPropertyStrl ng p, const std::string& value, bool epp = false); // 20 19 00 01
697A 704A std::string getVer5| onl nfo(bool epp = fal se); 705A 712A  bool _checkFor Updat e(unsi gned char
updat eKi nd) ; 713A 720A bool wait CardRenoval (unsi gned seconds) 721A 730A int sendWait Car dRenoval (unsigned
seconds); 731A 732A // Data Interface (without crypto handl e) 733A 737A void clearDataStore(); 738A 749A
bool vcl Regi start SRED(std: : vect or <unsi gned char >& trackl, 750A  std::vect or<unsi gned char>& trackz 751A
st d::vector <unsi gned char >& track3); 752A 760A bool vel St at usRequest (std::vector<unsigned char>& vcl Status);
761A 772A  bool vcl AdvanceDDK(st d: : vect or <unsi gned char>& trackl, 773A std: : vect or <unsi gned char>& track2,
774A  std::vector <unsi gned char >& track3) 775A° 787A bool vcl Request EParms(std: :vector <unsigned char>&
eParns); 788A 799A std::string vcl GetDi agnosticData(unsigned char format = 1, 800A unsi gned char pageNunber =
0); 801A 808A int vel Get KeyDeri vati onMode() ; 809A 820A bool chO/errldel\/bssageQJery(std vect or <unsi gned
char>& trackl, 821A std::vector<unsigned char>& track2, 822A std::vector<unsi gned char>& track3) 823A 832A
bool vcl KsnRequest(std strlng& ksn); 833A 841A bool vel KmalllnRequest() 842A 853A |ibsdi::SD_SW?2
pl ugi nComnand(const unsi gned char plugin, const unsigned char cnd, 854A const std::vector<unsi gned “char >& dat a,
855A std::vector<unsigned char>& response) 856A 866A bool setManual PAN(const std: : vect or <unsi gned char>&
pan) ; 867A 877A bool set Manual PAN(const std::string& pan); 878A 892A libsdi:: SDI_SV\12
perfornval i dati onChecks(std::vect or <Mat chi ngRecord>& records, 893A const std::vector<unsigned char>&
currentDate, 894A const unsigned char options = 0, 895A const std: :vect or <unsi gned char> | IN = std::vector<
unsi gned char>()); 896A 904A |ibsdi::SDI _SW2 getValidationl nfq(std string& info); 905A 915A
i bsdi::SD _SWi2 sysUpI oadStart (const std:Tstri ng& fil enane, 916A SYSUpI oadType type, 917A bool epp = fal se);
918A 927A |IbSdI :SDI_SWL2 sysUpl oadTransfer(const std: : vect or <unsi gned char>& packet, 928A unsigned
packet no, 929A bool epp = false); 930A 942A |ibsdi: . SDI SV\12 sysUpl oadFi nal i ze(const std::vector <unsi gned
char>* nd5 = NULL, 943A const std::vector<unsigned char>* mac = NULL, 944A Dbool epp = fal se) 945A  952A  bool
sysShut down(bool epp = fal se); 953A 960A bool sysReboot (bool epp = fal se); 961A 969A bool sysSl eep(bool epp
false); 970A 978A bool sysl—fybernate(bool epp = false); 979A 985A bool |nstaIISponsorCert(const std::vector
<unsi gned char>& cert); 986A 996A bool getLastlnstallError(std::string& json, std::string& bundle,
std::string& package, bool epp = false); 997A 998A 1003A void external Button(v0| d) 1004A 1017A bool
enabl eEpp(int& status); 1018A 1031A bool disabl eEpp(int& status); 1032A 1037A bool factoryReset(); 1038A
1045A bool readCertificate(const std::string& name, std::vector<unsigned char>& certificate); 1046A 1053A
bool setUseCurrencyAbbreviation(const unsi gned char* currency, bool useAbbreviation); 1054A 1061A bool
set UseCurrencyAbbrevi ati on(unsi gned currency, bool useAbbreviation); 1062A 1072A bool nsrSwitchlLeds(int |edl,
int led2, int led3, int duration); 1073A 1080A bool nsr Set SenS|t|vty(unS| gned char |evel, bool epp = false);
1081A 1082A 1092A enum vfiprt: PrtError setPrinterProperty(enum vfiprt: PrtPropertyI nt p, int value); // 25
00 00 00 1093A 1103A enum vfi prt cPrtError setPri nterProperty(enum vfi prt :PrtPropertyString p, const
std::string& value); // 25 00 00 01 1104A 1114A enumvfiprt::PrtError get Pri nterProperty(enum
vfiprt::PrtPropertyI nt p, int&value); // 25 01 00 00 1115A 1125A enum viiprt::PrtError
getPrinterProperty(enumvfiprt::PrtPropertyString p, std::string& value); // 25 Ol 00 01 1126A 1134A enum
viiprt::PrtError printHnm (const std::string& htnl, bool I andscape = false); 1135A 1144A enum vfi prt::PrtError
printBitmap(const int width, const int height, const std::vector<unsigned char>& data); 1145A 1146A pr| vat e:
1147A bool sysPower (unsi gned char p2, bool epp); 1148A bool enabl eEpp(int& status, unsigned char p2); 1149A
1150A }; // class SDI 1151A 1152A 1171A class CardDet ection: public Sdi Cd 1172A { 1173A public: 1174A const
static unsigned char SDI_TEC CHIP = 1; // 1SO 7816 1175A const static unsigned char SDI_TEC MAGN = 2; // 1SO
7810 1176A const static unsigned char SDI TEC CTLS = 4; // 1SO 14443 1177A const static unsigned char
SDI_TEC MANU = 8; // ITU-T E 161 1178A 1183A “enum DetectionMbde { 1184A DETECTI ON MODE BLOCKI NG, 1185A
DETECTI ON_MODE_POLLI NG, 1186A DETECTI ON_MODE_CALLBACK 1187A }; 1188A 1194A void set Detecti onMbde(const enum
Det ecti onVbde node); 1195A 1201A void set TecStartOpti ons(const std::vector<unsigned char>& opts); // see
cts_StartSel ection 1202A 1208A void set TecConfi g(const std::vector<unsigned char>& opts); // see
cts_SetOptions 1209A 1215A void set Cancel Button(bool enabl e) 1216A 1222A void
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set Car dEnt ryVal ueDeat i vati on(unsi gned char b); 1223A 1229A void set Al ternativel nput Format (const char* f);
1230A 1241A void set Car dRenpval Ti neout (unsi gned timeout _ns); 1242A 1249A void set Cal | back(void

(*cb) (unsi gned char technol ogy, void* context), void* ctx); 1250A 1251A 1258A void

car dDet ect edCal | back(unsi gned char *dataln, unsigned short sizeln); 1259A 1260A 1291A int

start Sel ection(unsi gned char supportedTechnoI ogi es, unsigned seconds) 1292A 1302A enum | i bsdi::SDI _SWi2
stopSel ection(); 1303A 1341A unsigned char recei veTechnol ogy(); 1342A 1351A bool cardReadAt Epp(); 1352A
1361A unsigned char poIITechnoI ogy(); 1362A 1370A enum_|ibsdi::SDl _SW2 addTechnoI ogy(unS| gned char

technol ogy, const std::vector<unsigned char>& opts); 1371A 1378A enum | i bsdi :

renoveTechnol ogy(unsi gned char technol ogy); 1379A 1384A std::string getPan(); 1385A 139QA std::string

get Track2(); 1391A 1397A int getTrackZBl n(std::vector<unsi gned char>& data); 1398A 1403A std::string ~
get Car dhol der Narre() ; 1404A 1409A std::string getServiceCode(); 1410A 1415A std::string getTrackl(); 1416A
1425A int get Pl ugi nResponseDat a(std:: vect or<unsi gned char >& dat a); 1426A 1440A int R

get Pl ugi nResponseDat a(unsi gned i ndex, 1441A int32_t& pluginld, 1442A int32_t& pl ugi nResponseCode, 1443A
std::vector<unsi gned char>& data); 1444A  1451A bool get Pl ugi nResponseDat a(std::vector<Pl ugi nResul t >& resul ts);
1452A 1459A std::stri ng get String(unsigned CTS DATA TAG); 1460A 1476A unsi gned char get Val ue(unsi gned
CTS_DATA TAG, unsi gned char def aul t Val ue) ; 1477A° 1485A unsigned char get Val ue(unsi gned CTS DATA \ TAG,_ int n,
unsigned char defaul tVal ue); 1486A 1492A int getData(std::vector<unsigned char>& data); 1493A 1501A int

get Dat a( unsi gned CTS_DATA TAG, std::vector<unsigned char>& dqt a); 1502A 1512A int getDat a(unS| gned
CTS_DATA TAG int n, std: “vect or <unsi gned char>& data); 1513A 1522A int get Tecsel Data(std:: vector <unsi gned
char>& data); 1523A 1538A i nt start Msr Read(unsi gned tineout_sec); 1539A 1551A int rreretQ)tlons(const
std::vector<unsi gned char>& opts) 1552A 1561A int meretTrackStatus(lnt track); 1562A 1569A int

e Get Car dSpeci fi cToken(std: : vect or <unsi gned char>& token); 1570A  1571A CardDetecti on(); 1572A

~CardDet ection(); 1573A 1581A virtual void cl ear(); 1582A 1583A private: 1584A void (*call back)(un5| gned
char technol ogy, void* context); 1585A void* context; 1586A enum DetectionMbde node; 1587A }; 1588A

1592A class PED: public Sdi Cnd 1593A { 1594A public: 1598A  enum Navi gat or Mode 1599A { 1600A ~

NAVI GATOR_MODE_OFF, 1601A NAVI GATOR MODE_DOUBLE TAB, 1602A NAVI GATOR MODE TACTI LE BUTTON 1603A }; 1604A
1613A void set Ti meout (unsi gned seconds) 1614A “1622A bool set Defaul tTi meout(un5| gned seconds); 1623A 1639A
voi d set TouchCoor di nat es(const unsigned char* array, unsigned size); 1640A 1645A void set Navi gat or Mode(enum
Navi gat or Mbde node) ; 1646A 1657A void set PinDi gi_t Count M nMax(unsigned char min, unsigned char nex); 1658A
1665A void setLanguage(unsi gned char |ang); 1666A 1673A void setAmount(const unsigned char* am)unt) 1674A
1681A voi d setCurrency(const unsigned char* currency); 1682A 1690A void setApplLabel (const std::string&
appLabel ); 1691A 1692A 1719A int startPininput(); 1720A 1731A int startPinlnput(bool enabl ePi nBypass) ;
1732A 1752A bool startPinEntry(unsigned pinBypasskey = 0); 1753A 1760A bool pol | PinEntry(std::vector<

unsi gned char>& status); l761A 1767A bool stopPinEntry(); 1768A 1777A bool set PlnlnputdearKebede(booI
clearAllDigits); 1778A 1785A void setd ear KeyMode(bool clearAllDigits); 1786A 1793A void N ~
set Pi nBypassKeyAndMWbde(unsi gned char val ue); 1794A 1801A void setAutoConfirmation(bool enable); 1802A 1809A
voi d set Di al ogOptions(uint32_t options); 1810A 1817A void setlntercharTi meout(uint32_t nillis); 1818A 1827A
voi d set Header Label (const std::stri ng& Iabel) 1828A 1835A void set EchoChar (uint32_t uni code); 1836A 1855A
bool sendPi nl nput Par amet ers(bool epp = true); 1856A 1863A enum SDI_SWL2 recei veGet Pi nResul t (); 1864A 1873A
bool _get Pi nBypassKey(unsi gned char& val ue); 1874A }; 1875A 1884A class Sdi Crypt: public Sdi Base 1885A {

1886A public: 1887A° // SDI Crypto Interface 1888A Sdi Crypt(); 1889A ~Sdi Crypt(); 1890A 1899A bool
open(const char* hostNane); 1900A 1907A bool close(); 1908A 1914A bool isOpen() const; 1915A 1922A

ui nt 32_t get Crypt oHandl e(); 1923A 1935A bool encrypt(const std:: vector <unsi gned char>& data, 1936A

st d::vector<unsigned char>& encrypted); 1937A 1949A bool decrypt(const st d::vector<unsi gned char>& encrypted,
1950A std::vector<unsigned char>& decrypted); 1951A 1963A bool sign(const std: : vect or <unsi gned char>& data,
1964A std: vect0r<un5|gned char>& signature); 1965A 1977A bool verify(const std: :vect or<unsi gned char>& dat a,
1978A const std::vect or <unsi gned char>& S|gnature) 1979A 1994A bool updateKey(unS| gned char keyType, const
std::vect or <unsi gned char>& keyData, 1995A std::vector<unsigned char>* proprietaryData = NULL, 1996A const
unsi gned char AS2805 = 0, 1997A std::vect or<un5| gned char>* KCV = NULL); 1998A 2010A bool

set KeySet | d(ui nt 32_t Kksi d ui nt 32_t nksid = 0, bool asAttribute = false); 2011A 2020A bool

get Encrypt edPi n(unsi gned char pi nBl ockFormat, 2021A std::vector<unsigned char>& pi nBl ock, 2022A bool
request Zer oPi nBl ock = fal se); 2023A 2029A std::stri ng get Keyl nventory(); 2030A 2039A bool

get KeyDat a(unsi gned char keyType, std: “vect or <unsi gned char>& keyData unsi gned char kekFlag = 0); 2040A 2047A
std::string getStatus(); 2048A 2058A std::string get Status(std::string hostName); 2059A 2060A 2067A static
std::string getVersions(int& additional Resul t); 2068A 2079A voi d setlnitial Vector(const std::vector<unsigned
char >& iv) 2080A { 2081A initialVector = iv; 2082A } 2083A 2089A void getlnitial Vect or(std vect or <unsi gned
char>& iv) const 2090A { 2091A iv = initialVector; 2092A } 2093A 2094A 2100A void ~ ~
get KeySeri al Nunber (st d: : vect or <unsi gned char>& ksn) const 2101A { 2102A ksn = keySeri al Nunber; 2103A } 2104A
2108A struct Pl acehol der 2109A { 2110A std::vector<unsigned char> tagList; 2111A std::vector<unsigned char>
applicationData; 2112A std: . vect or <unsi gned char > dataOptions; 2113A }; 2114A 2129A  bool get EncDat a( const
Pl acehol der & descri ptor, 2130A std: : vect or <unsi gned char>& encrypted, 2131A bool useStoredData = fal se, 2132A
bool incrementKSN = fal se); 2133A 2149A  bool get EncMsgDat a(const std :vect or <unsi gned char>& rressageTerrpI ate,
2150A const std::vector<Pl acehol der>& pl acehol der, 2151A std: vector<un5|gned char>& encrypted, 2152A bool
useStoredData = fal se, 2153A bool increnmentKSN = fal se); 2154A 2170A bool get MsgSi gnature(const std::vector<
unsi gned char>& r'ressag(gTenpl ate, 2171A const std::vector<Pl acehol der>& pl acehol der, 2172A std::vector<unsi gned
char>& signature, 2173A bool useStoredData = fal se, 2174A bool incrementKSN = fal se) 2175A 2183A bool

get EncTr xDat a( const std: : vector<unsi gned | ong> tags, std::vector<unsigned char>& data); 2184A 2191A bool

set EncTr xDat a( const std::vector<unsi gned char> data); 2192A 2198A bool endEncTrxData(); 2199A 2200A private:
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2201A unsigned char cryptoHandl e[4]; 2202A std::vect or<unsi gned char> initial Vector; 2203A std::vector<

unsi gned char> keySeri al Nunber; 2204A uint32_t keySetId 2205A uint32_t master KeySetId 2206A }; 2207A

2217A cl ass Manual Entry: public Sdi Cmd 2218A { 2219A public: 2220A Manual Entry(); 2221A ~Manual Entry(); 2222A
2229A void setLanguage(unsi gned char |anguage); 2230A 2231A 2238A int setTi | meout (unsi gned seconds); 2239A
2253A int setCvvEntryDeactivation(unsi gned char cvVENtry); 2254A 2255A 2264A int

set Car dDat aEnt r yMode(unsi gned char node); 2265A 2266A 2273A int setCvvlnputString(const std::stri ng R

& nput String); 2274A 2290A int setTouchCoor di nat es(const unsigned char* array, unsigned size); 2291A 2301A
int setM m nunDi gi ts(unsigned char minimunDigits); 2302A 2311A int setDoubl eConfirmati onl\/bde(unsi gned char
mode) ; 2312A 2333A int start(); 2334A 2351A int recei veResuIt(std string& obfuscat edPAN, std::vector< N
unsi gned char>& token); 2352A 2361A int getPl | ugi nResponseDat a(std: : vect or <unsi gned char>& data); 2362A 2376A
int get Pl ugi nResponseDat a(unsi gned i ndex, 2377A int32_t& pl ugi nl d, 2378A i nt 32 _t & pl ugi nResponseCode, 2379A
std: :vector<unsi gned char>& data); 2380A 2387A bool getPl ugi nResponseDat a( st d: : vect or <Pl ugi nResul t >& resul ts);
2388A }; 2389A 2435A class Dial | 0g: public Sdi Cnd 2436A { 2437A public: 2438A 2445A 2451A const static int

DI ALOG SUCCESS = 0; 2452A 2458A const static int DI ALOG CANCEL_PRESSED = - 1; 2459A 2465A const static int

DI ALOG TI MEOUT = -3; 2466A 2473A const static int DI ALOG SYS ABORT = -8; 2474A 2480A const static int

DI ALOG CLI ENT_ERROR = -14; 2481A 2487A const static int DIALOG SDI_SW2 = -15; 2488A 2493A const static int
Di ALCXB NO ASYNC DIALOG = 1; 2494A 2499A const st atic int DI ALCIB | N PROGRESS = 2; 2500A 2502A 2509A const
static unsigned DLG DisplayOnly = 0x00000000; 2510A const static unsi gned DLG_ cancel Key = 0x00000002; 2511A
const static unsigned DLG O ear Key 0x00000004 2512A const static unsigned DLG EnterKey = 0x00000008 2513A
const static unsigned DLG NoLEDs 0x00000010; 2514A const static unsigned DLG CtlsLogo = 0x00000020; 2515A
const static unsigned DLG Questi onLogo = 0x00000040 2516A const static unsi gned DLG War ni nglogo = 0x00000080;
2517A const static unsigned DLG > ErrorLogo = 0x00000100; 2518A const static unsigned DLG > SuccessLogo =
0x00000200; 2519A const static unsigned DLG WaitLogo = 0x00000400; 2520A const static unsigned DLG Async =
0x00000800; 2521A const static unsigned DLG > St oreAsyncResul t = 0x00001000; 2522A const static unsigned

DLG Hi deSof t Keys = 0x00002000; 2523A const static unsigned DLG TextAlignLeft = 0x00004000; 2524A const static
unsigned DLG Text Al i gnRi ght = 0x00008000; 2525A const static unsigned DLG_ TextAI ignTop = 0x00010000; 2526A
const static unsigned DLG Text Ali gnButton = 0x00020000; 2527A const static unsigned DLG NoHeader 0x00040000;
2528A const static unsigned DLG O ear OnReturn = 0x00100000; 2529A const static unsi gned DLG . Abort(mCardRem)ve
= 0x00200000; 2530A const static unsigned DLG >_| gnor eExt Abor t 0x00400000 2532A 2539A const static unsigned
MENU NoOpts = 0x00000000; 2540A const static unsi gned MENU_ NoLEDs = 0x00000002; 2541A const static unsigned
MENU_Cl ear OnReturn = 0x00000004 2542A const static unsigned MENU_ Abor t OnCar dRenpve= 0x00000008 2543A const
static unsigned MENU_ I gnor eExt Abort = 0x00000010; 2544A const static unsigned MENU NoHeader = 0x00000020;
2546A 2550A enum REQUEST_CARD_ NUDE 2551A { 2552A REQUEST_CARD_STANDARD = 0, 2553A REQJEST CARD_ FALLBACK =
1, 2554A REQUEST CARD RETRY = 2 2555A }; 2556A 2565A bool cl ear Screen(bool epp = true); 2566A 2590A int
dISp| ay(const std::string& text, bool epp = true); 2591A 2615A int securel nput (bool epp = true); 2616A 2648A
int menu(bool epp = true); 2649A 2667A int requestCard(unS| gned char technol ogy, 2668A enum REQUEST_ CARD_MODE
mode = REQUEST CARD STANDARD, 2669A bool epp = true); 2670A 2677A bool idl eScreen(bool epp = true); 2678A
2694A int captureSignature(std::vector<unsigned char>& signature, std::string& format, 2695A bool epp = true);
2696A 2703A static void showLedArea(bool show); 2704A 2726A int htri Di al | og( const std: :string& fnane, bool
epp = true); 2727A 2739A int getAsyncResuIt(booI epp = true); 2740A 2744A static void abort(); 2745A 2754A
voi d set Tenpl at e(unsi gned char id); 2755A 2764A void set | nput Tenpl at e(un5| gned char id); 2765A 2775A void
set Language(unsi gned char | anguage); 2776A 2788A void addDat a(const std::string& nane, const std::string&

val ug); 2789A 2800A void setTi rreout(l nt seconds); 2801A 2814A void set th| ons(unsi gned options); 2815A
2825A void set Enter KeylLabel (const std::string& |abel); 2826A 2836A void setd ear KeyLabel (const std::string&
| abel ); 2837A 2847A void set Cancel KeyLabeI (const std::string& Iabel) 2848A 2858A void set UpKeyLabeI (const
std::string& | abel); 2859A 2868A void set DownKeyLabel (const std::string& | abel ); 2869A 2878A void

set Header (const std:: string& text); 2879A 2888A void set Beep(bool active = true) 2889A 2899A void
addAction(const std::string& key, const std::string& action); 2900A 2909A void setMaski ngChar act er(char c);
2910A 2919A void setAlternativel nput Format(const char* f); 2920A 2929A void set Amobunt (const unsi gned char*
amount); 2930A 2941A void setCurrency(const unsigned char* currency); 2942A 2953A void R

set Transact i onType(unsi gned char tanype) 2954A 2963A void set MenuText (const std::string& text); 2964A
2973A void _addMenul ten(const std::string& item; 2974A 2985A void setPreSel ect ed(un5| gned char |tenNunber)
2986A 3001A void setAdm nManu(unS| gned char adminMenu); 3002A 3011A unsi gned char get Sel ected(); 3012A
3022A std: .string get(const std::string& nane); 3023A 3036A std::vector<std::string> _get I nput Fi el dNanes() ;
3037A 3038A private: 3039A int startDial og(unsi gned char |nstruct|on bool epp) 3040A }; 3041A 3042A '} //
namespace sdi 3043A 3044A #ifndef DOXYGEN 3045A #endif // C++ 3046A #endif 3047A #endif /* CLIENT SDI _IF H */
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