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ADK-SDI-Client Programmers Guide

Audience

The SDI Server compat client libsdiclient is for existing projects migrating from direct ADK use to SDI server approach.

Organization

This guide relies on the ADK-SDI Programmers Guide. For the EMV part see ADK-EMV Contact Programmers Guide and ADK-EMV Contactless

Programmers Guide. Other details can be found in ADK-TEC Programmers Guide, ADK-MSR Programmers Guide and ADK-NFC Programmers
Guide.

Introduction

libsdiclient provides an APl based approach for interfacing the SDI server. It was designed to reuse the EMV-ADK API, its client libraries,
libEMV_CT client and libEMV_CTLS_Client for serialisation. The EMV-ADK client libraries call the shared EMV link libraries that are configured
to use SDI mode via libsdiprotocol.

Non-EMV-ADK extensions have been added using the same infrastructure since the SDI server was not able to handle multiple connections at
time of design. The original library name was libsdiemvclient which is still available but deprecated. With the extension the new name was
introduced: libsdiclient.

For more sample code please refer to EMV Test App from which most examples in this document originate from. You can find its source in
VDE sample (ADK full package) in directory doc/vdedemo/EmvTestApp.

Getting Started

Dependencies

libsdiclient depends on

o libTLV_Util
« libEMV_CT Client
« libEMV_CTLS_Client

The static clients call the EMV-ADK link libraries which results in more dependencies to these shared libraries

e libEMV_CT_Link

e libEMV_CTLS_Link

o libTLV_Util

o libsdiprotocol

o libipc

o libipctls

¢ liblog (Android: libvfilog)

# Makefil e exanpl e based on ADK make rul es# Should be added to applications or libraries using |ibsdiclient and
i bsdi protocol LIBS += -Isdiclient -lEW_CT_Cient -1EW_CTLS CientLIBS += -1sdiprotocol -1EW_CT_Link -
| EW_CTLS Link -ITLV_Wil
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Header files of libsdiclient are located in import/<platform>/include/sdiclient. Therefore they are included this way:

#i nclude <sdiclient/sdi_emv.h> // for mgration of EW-ADK APl #i ncl ude <sdiclient/sdi_data.h> // provides
SDI _f et chTxnTags#i ncl ude <sdiclient/sdi _if.h>// SDI client interface for non-EW// #define
SDI _NFC_NAMESPACE_ONLY uncomment if applicabl e#i ncl ude <sdiclient/sdi_nfc.h>// conpatiblity to NFC Interface.h

EMV-API

By including sdi_emv.h EMV-ADK API functions are available as SDI counterpart. Their prefix changes from EMV_ to SDI_, e.g.
EMV_SetTermData becomes SDI_SetTermData. There are some differences to note:

e On responses with transaction results the SDI Server will hold back card holder sensitive data unless the card's PAN appears to be
whitelisted. SDI_CT_ContinueOffline() and SDI_CT ContinueOnline() have an additional ouput parameter of type
EMV_SDI_CT_TRANSRES_STRUCT containing SDI Server added obfuscated data. The same applies to SDI_CTLS ContinueOffline() and
SDI_CTLS ContinueOnline() with EMV_SDI_CTLS_TRANSRES_STRUCT.

e SDI fetchTxnTags() replaces both, EMV_CT fetchTxnTags() and EMV_CTLS fetchTxnTags(). The SDI server will switch to appropriate
technology and apply its sensitive data filters.

e SDI_CT SmartISO() and SDI_CTLS SmartlSO() as well as SDI_CT SER _SmartlSO() and SDI_CTLS SER SmartlSO() are blocked by SDI
server and can't be used. For custom direct chip card communication an SDI plugin should be used.

Excerpt from EMV TestApp supporting both, direct ADK and SDI compat client:

EMV_ADK_| NFO CTLS fetchTxnTags(unsi gned | ong options, unsigned | ong* requestedTags, unsigned short

noOf Request edTags, unsigned char* tlvBuffer, unsigned short bufferlLength, unsigned short* tlvDataLength ){ if
(Sdi Mode) return SDI _fetchTxnTags(options, requestedTags, noOf RequestedTags, tlvBuffer, bufferLength,
tlvDataLength); else return EW_CTLS fetchTxnTags(options, requestedTags, noOf RequestedTags, tlvBuffer,

buf ferLength, tlvDatalLength);} EWM_ADK | NFO CTLS EndTransaction(unsi gned | ong options){ if(Sdi Mode) return
SDI _CTLS_EndTr ansacti on(options); else return EMW_CTLS_EndTransacti on(options);}

SDI-API

Other SDI-API is provided by sdi_if.h. Most SDI commands, especially those with fewer parameters are provided by libsdi::SDI. In most cases
the functions just return a success flag and in case of failure libsdi::SdiBase::getSdiSw12(), libsdi::SdiBase::getAdditionalResultValue() and
libsdi::SdiBase::getClientError() can be called for fine-grained error handling. More complex command invocation is performed by instantiation
of other libsdi::SdiBase subclasses and calling their setters for providing the input data, then starting command execution and finally invoking
getters for accessing the result data from the SDI server response. These are

o libsdi::CardDetection for Technology Selection (SDI class 23)

e libsdi::SdiCrypt for cryptographic and some data interface functions (SDI classes 70 and 29)
o libsdi::ManualEntry for manual card data input (SDI command 21-02)

o libsdi::PED for PIN input functions (SDI class 22)

o libsdi::Dialog for display control of External PIN pad (SDI class 24)

e libsdi::SdiCmd Generic command for command and tags not (yet) supported by this library

Example:
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l'i bsdi:: Sdi Crypt crypt;crypt.open("nyProvider");crypt.setlnitialVector(nylntialVector);crypt.encrypt(nylnputData
, nyCi pherData);crypt.close();

In general libsdiclient does not provide deprecated SDI commands. If other commands are missing because not yet provided
here, the SDI SendReceive() method from libsdiprotocol can be directly called but the input data has to be set up by your
application and the output data has to be parsed. There is a generic class libsdi::SdiCmd supporting convenient getters and
setters for TLV based SDI commands.

NFC-API

The header file sdi_nfc.h has a compiler switch SDI_NFC_NAMESPACE_ONLY that deactivates the NFC-ADK complient function aliases for the
case of name conflicts. In case of client side error or negative SDI response the return value will be EMB_APP_COMM_ERROR or
VAS_COMM_ERR. In this case the negative SDI SW12 value or the client side error can be read with libsdi::getNfcSW12() and
libsdi::getNfcClientError().

VOS3 API

For compatibility reasons these (VOS2-)interfaces are provided on VOS3. Parts of this functionality require VOS3-CARDS plugin.

If the plugin is installed SDI is no more P2PE domain.

o ADK-EMV (ADK-EMV Contact Programmers Guide, ADK-EMV Contactless Programmers Guide)

o ADK-TEC (ADK-TEC Programmers Guide)

o ADK-MSR (ADK-MSR Programmers Guide)

o ADK-NFC (ADK-NFC Programmers Guide)

o libsdi::SDI::setManualPAN() replaces ADK-SEC secPutTransactionData() for the use case that PAN from manual input is required for
1ISO-0 PIN block.

Connection Handling

The connection to the SDI Server is implicitly established when required and will not be closed unless libsdiprotocol's SDI_Disconnect() is
called. The default destination is 127.0.0.1::12000 but other IP addresses or connection types can be configured with SDI_Protocollnit()
before a connection is set-up or SDI_Disconnect() can be used to apply a configuration change.

Example 1 - Simple TCP/IP connection:
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/1 {"server":{"host":"127.0.0.1","port":12000}}vfiipc::JSOoject server, config;server("host") =
"127.0.0.1";server("port") = 12000; config("server") = server;return SDl _Protocollnit(0, config.dunmp().c_str());

Example 2 - TLS connection:

/Il {"server":{"ca":["CA_1.pent,"CA 2. pent],"host":"vfi-termnal", "port":12000}}vfiipc::JSChject server,
config;server("host") = "vfi-termnal";server("port") = 12000;server("ca")[0] = "CA 1.peni;server("ca")[1l] =
"CA 2. peni;config("server") = server;return SDI_Protocollnit(0, config.dunmp().c_str());

Example 3 - Unix Domain Socket connection:

Il {"server":{"socket":"/tnp/sdi.socket"}}vfiipc::JSObject server, config;server("socket") =
"/tnp/sdi.socket"config("server") = server;return SDI _Protocol Init(0, config.dunp().c_str());

Example 4 - Serial connection:

Il {"server":{"serial":"/dev/ttyACM"}}vfiipc::JSObject server, config;server("serial") =
"/dev/ttyACMD" config("server") = server;return SDI _Protocol Init(0, config.dunp().c_str());

Sample Code
Card Detection

The card detection demo code starts all three SDI card detection modes for illustrating the differences.

bool startCardDetection(libsdi:: CardDetection& cardDetection, unsigned char tech, int variant){

|'i bsdi:: CardDetection::DetectionMbde npode = |ibsdi:: CardDetection:: DETECTI ON_ MODE_BLOCKI NG, if (variant ==
SDI _BLOCKI NG) { nmode = |ibsdi:: CardDetection:: DETECTI ON_MODE_BLOCKI NG

SDI _Set Dat aAvai | abl eCal | back(sdi Dat aAvai | abl eCal | back, NULL); } else if (variant == SDI_POLLING { node =

i bsdi:: CardDet ection:: DETECTI ON MODE_POLLING } else if (variant == SDI _CALLBACK) { node =

i bsdi:: CardDet ection:: DETECTI ON_MODE_CALLBACK; cardDet ection. set Cal | back(sdi Car dDet ecti onCal | back, NULL); }
cardDet ecti on. set Det ecti onMbde(node); std::vector<unsigned char> ucOptions(16, 0); ucOptions[4] =
EMV_CT_TRY_PPS| EW_CT_DETECT_WRONG ATR; cardDetection. set TecStartOpti ons(ucOptions); return

cardDet ection.startSel ection(tech, 30 == 0);}

Chip Card Processing

After card detection results in CTS_CHIP (contact chip card detected) the card should be powered and in this example the PSE is read. As
written above card communications is blocked by SDI server but the EMV TestApp has a plugin that sends a Select PSE command for
command id SDI_PLUGIN_SELECT PSE.
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unsi gned char atr[40];unsigned | ong atrLen;unsigned char status = isSdi Mbde()
EW_CT_DETECT_WRONG _ATR, atr,

&atrlLen); if
APP_TRACE_HEX(atr,
APP_TRACE_HEX( cnd,

(swl2 == |ibsdi:: SDI _SWL2_SUCCESS) ({
VBTLVI ni t (& oot ,
pxBTLVFi ndTag( & oot ,
rapdu->uSi ze) ;

(status

atrlLen,

? SDI_CT_Snart Reset (EW_CT_TRY_PPS
&atrlen); : EMW_CT_SnartReset (EW_CT_TRY_PPS | EW_CT_DETECT_WRONG ATR, atr,
EMV_ADK_SMART_STATUS_OK) { unsi gned short rspLen; unsigned char rsp[261];

"ATR: \n"); unsigned char cnd[] = "\x00\xA4\ x04\ x00\ xOE" " 1PAY. SYS. DDFO1";

sizeof cnmd, "CMVD: "); if (isSdiMde()) { std::vector<unsigned char> inQut; l|ibsdi::SD sdi;
l'i bsdi::SDI_SW2 swl2 = sdi . pl ugi nConmand(SDI _PLUG N_| D_EMVTESTAPP, SDI _PLUG N _SELECT_PSE, inQut, inCut); if
if (inQut.size() > 2) { struct BTLVNode root; struct BTLVNode* rapdu;
NULL); if (iBTLVInport(&oot, inQut.data() + 2, inQut.size() - 2, NULL, NULL) == 0 && (rapdu =
"FO/DFO1")) !'= NULL) { if (rapdu->uSize > sizeof rsp) { APP_TRACE("R-APDU too long: ",
status EMV_ADK_SMART_STATUS_OVERFLOW } el se { rspLen = (unsigned short) rapdu->uSize;
rapdu- >pucDat a, rapdu->uSize); } } vBTLVCl ear(&oot); } } else { APP_TRACE("SDI plugin result: 9%94x"

mencpy(rsp,
swi2);

status = (swl2 & OxFF00)
status = EM_CT_Snart| SO0,
"CT_Snmartl SO returns %d",

0x9000 ? (unsigned char) swl2 : EW_ADK SVART_STATUS EXCHG ERR; } } else {

SDI command mapping table

CLA

20

20

20

20

20

20

20

INS

00

01

02

02

03

04

05

(unsi gned short) sizeof cnd, cnd, & spLen, rsp, sizeof rsp); } APP_TRACE(
status);}

P1 P2 SDI name libsdiclient API

00 00 Sync/Turn On deprecated

00 00 Turn Off deprecated

00 00 Sys Abort (with SDI_SendSysAbort()

response)

00 01 Sys Abort (without not available

response)

00 00 Sys Get Config not available,
instead use
libsdi::SDI::getPrope
rty()

00 00 Sys Get Status libsdi::SDI::getDateT
ime(),
libsdi::SDI::getLangu
age(),
libsdi::SDI::getCardD
ataEntryDeactivatio
nQ,
libsdi::SDI::getCardD
ataEntryMode()

00 00 Sys Selftest deprecated
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20 09 00 00 Sys Set Status libsdi::SDI::setDateTi
me(),
libsdi::SDI::setLangu
age(),
libsdi::SDI::setCardD
ataEntryDeactivatio
n(),
libsdi::SDI::setCardD
ataEntryMode()
20 10 00 00 Sys Get KSN not available
20 11 00 00 Sys Auth not available
20 13 00 00 Set Idle Text libsdi::SDI::setldleTe
xt()
20 14 00 00 Software Upload libsdi::SDI::sysUploa
Start dStart()
20 15 00 00 Software Upload libsdi::SDI::sysUploa
Transfer dTransfer()
20 16 00 00 Software Upload libsdi::SDI::sysUploa
Finalize dFinalize()
20 17 00 00 Shutdown libsdi::SDI::sysShutd
own()
20 17 00 01 Reboot libsdi::SDI::sysReboo
t)
20 17 00 02 Sleep libsdi::SDI::sysSleep(
)
20 17 00 03 Hibernate libsdi::SDI::sysHyber
nate()
20 18 00 00 Show MAC Desktop libsdi::SDI::showMac
Desktop()
20 19 00 00 Set Property libsdi::SDI::setProper
(Integer) ty(vfisysinfo::SYSPro

pertylint, int, bool)
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20 19 00 01 Set Property (String)  libsdi::SDI::setProper
ty(vfisysinfo::SYSPro
pertyString, const
std::string &, bool)

20 1A 00 00 Get Property libsdi::SDI::getPrope

(Integer) rty(vfisysinfo::SYSPr

opertylnt, bool)
libsdi::SDI::getPrope
rty(vfisysinfo::SYSPr
opertylnt, int&, bool)

20 1A 00 01 Get Property (String) = libsdi::SDI::getPrope
rty(vfisysinfo::SYSPr
opertyString, bool)
libsdi::SDI::getPrope
rty(vfisysinfo::SYSPr
opertyString,
std::string&, bool)

20 18 00 00 Install Sponsor Cert libsdi::SDI::installSpo
nsorCert()

20 1C 00 00 Get SDI version info libsdi::SDI::getVersio
ninfo()

20 1D 00 00 Check For Update libsdi::SDI::checkFor
Update()

20 1E 00 00 Get last install error libsdi::SDI::getLastIn
stallError()

20 20 00 00 External Button libsdi::SDI::externalB
utton()

20 21 00 00 Enable EPP libsdi::SDI::enableEp
p()

20 21 00 01 Disable EPP libsdi::SDI::disableEp
p()

20 22 00 00 Factory Reset libsdi::SDI::factoryRe
set()

20 23 00 00 Read Keystore libsdi::SDI::readCerti

Certificate

ficate()
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20 24 00 00 Force Currency libsdi::SDI::setUseCu
Abbreviation rrencyAbbreviation()

21 00 00 00 MSR Enable deprecated

21 01 00 00 MSR Read libsdi::CardDetection
:startMsrRead()

21 02 00 00 MSR Card Data Entry ' libsdi::ManualEntry::
start()

21 03 00 00 MSR Set Options libsdi::CardDetection
::msrSetOptions()

21 04 00 00 MSR Switch LEDs libsdi::SDI::msrSwitc
hLeds()

21 05 00 00 MSR Set Sensitivity libsdi::SDI::msrSetSe
nsitivty()

22 00 00 00 PED Enable not available

22 00 00 01 PED Disable not available

22 01 00 00 PED Get PIN libsdi::PED::startPinl
nput()

22 02 00 00 PED Set PIN Timeout libsdi::PED::setDefau
ItTimeout()

22 03 00 00 PED start PIN entry libsdi::PED::startPinE
ntry()

22 04 00 00 PED poll PIN entry libsdi::PED::pollPinEn
try()

22 05 00 00 PED stop PIN entry libsdi::PED::stopPinE
ntry()

22 06 00 00 PED Set PIN Input libsdi::PED::sendPinl

Parameter nputParameters()
23 00 00 00 Card Detect Enable not available
23 01 00 NN Card Detection libsdi::CardDetection

::startSelection()
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23 02 00 00 Wait Card Removal libsdi::SDI::waitCard
Removall()
libsdi::SDI::sendWait
CardRemoval()
23 03 00 00 Start Card Detection ' libsdi::CardDetection
:startSelection()
23 04 00 00 Poll Card Detection libsdi::CardDetection
::pollTechnology()
23 05 00 00 Stop Card Detection ' libsdi::CardDetection
::stopSelection()
23 06 00 00 Add Technology libsdi::CardDetection
::addTechnology()
23 07 00 00 Remove Technology ' libsdi::CardDetection
::removeTechnology
0]
23 08 00 00 Provide Callback implicit call
Response
24 00 00 00 Display Enable deprecated
24 01 00 00 Display Text deprecated
24 02 00 00 Display Text with deprecated
Confirmation
24 03 00 00 Handle Display libsdi::Dialog::displa
y()
24 04 00 00 Handle Secure Input = libsdi::Dialog::secure
Input()
24 05 00 00 Handle Menu libsdi::Dialog::menu(
)
24 06 00 00 Handle Card libsdi::Dialog::reque
Request Display stCard()
24 07 00 00 Display Idle Screen libsdi::Dialog::idleScr

een()
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24 08 00 00 Handle Signature libsdi::Dialog::captur
Capture eSignature()
24 09 00 00 Activate LEDs libsdi::Dialog::showL
edArea()
24 0A 00 00 Handle HTML Dialog ' libsdi::Dialog::htmIDi
alog()
24 0B 00 00 Get Async Display libsdi::Dialog::getAs
Result yncResult()
25 00 00 00 Set Printer Property libsdi::SDI::setPrinter
(Integer) Property(vfiprt::PrtPr
opertyint, int)
25 00 00 01 Set Printer Property libsdi::SDI::setPrinter
(String) Property(vfiprt::PrtPr
opertyString, const
std::string&)
25 01 00 00 Get Printer Property libsdi::SDI::getPrinte
(Integer) rProperty(vfiprt::PrtP
ropertylnt, int&)
25 01 00 01 Get Printer Property libsdi::SDI::getPrinte
(String) rProperty(vfiprt::PrtP
ropertyString,
std::string&)
25 02 00 00 Print HTML libsdi::SDI::printHtml
0]
25 04 00 00 Print Bitmap libsdi::SDI::printBitm
ap()
26 00 Plugin Interface libsdi::SDI::pluginCo
mmand()
28 00 00 00 VCL Registart SRED libsdi::SDI::vclRegist
Request artSRED()
28 01 00 00 VCL Status Request libsdi::SDI::vclStatus

Request()
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stEParms()
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Query yDerivationMode()
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quest()
28 0A 00 00 VCL KMAILIN libsdi::SDI::vclKmaili
Request nRequest()
29 00 00 00 getEncData libsdi::SdiCrypt::getE
ncData()
29 01 00 00 getEncMsgData libsdi::SdiCrypt::getE
ncMsgData()
29 02 00 00 fetchTrxTags SDI _fetchTxnTags()
29 03 00 00 clearDataStore libsdi::SDI::clearData
Store()
29 04 00 00 getMsgSignature libsdi::SdiCrypt::get
MsgSignature()
29 05 00 00 performValidationCh  libsdi::SDI::performV
ecks alidationChecks()
29 06 00 00 getValidationInfo libsdi::SDI::getValida
tionInfo()
29 07 00 00 getEncTrxData libsdi::SdiCrypt::getE
ncTrxData()
29 08 00 00 setEncTrxData libsdi::SdiCrypt::setE

ncTrxData()
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29 09 00 00 endEncTrxData libsdi::SdiCrypt::end
EncTrxData()
29 0A 00 00 getEmvinfo not available, use
EMV API
31 00 00 00 NFC Ping libsdi::NFC _Ping(),
NFC Ping()
31 01 00 00 NFC Pass Through libsdi::NFC PT Open
Open (), NFC _PT Open()
31 02 00 00 NFC Pass Through libsdi::NFC PT Close
Close (), NFC PT Close()
31 03 00 00 NFC Pass Through libsdi::NFC PT Field
Field On Oon(),
NFC PT FieldOn()
31 04 00 00 NFC Pass Through libsdi::NFC PT Field
Field Off Off(),
NFC PT FieldOff()
31 05 00 00 NFC Pass Through libsdi::NFC PT Pollin
Field Polling g(), NFC _PT Polling()
31 07 00 00 NFC Pass Through libsdi::NFC PT Activ
Card Activation ation(),
NFC PT Activation()
31 08 00 00 NFC Pass Through blocked:
RxTx libsdi::NFC PT TxRx(
), NFC_PT TxRx()
31 09 00 00 NFC Pass Through libsdi::NFC PT Ftech
Ftech Baud Baud(),
NFC PT FtechBaud()
31 0A 00 00 NFC Mifare libsdi::NFC Mifare A
Authenticate uthenticate(),
NFC Mifare Authenti
cate()
31 0B 00 00 NFC Mifare Read libsdi::NFC Mifare R

ead(),
NFC Mifare Read()
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31 0oC 00 00 NFC Mifare Write libsdi::NFC Mifare W
rite(),
NFC Mifare Write()
31 oD 00 00 NFC Mifare libsdi::NFC Mifare In
Increment crement(),
NFC Mifare Increme
nt()
31 OE 00 00 NFC Mifare libsdi::NFC Mifare D
Decrement ecrement(),
NFC Mifare Decrem
ent()
31 OF 00 00 NFC Felica Exchange @ libsdi::NFC Felica Ex
change(),
NFC Felica Exchang
e()
31 10 00 00 NFC Client Init libsdi::NFC Client_Ini
t(), NFC Client_Init()
31 11 00 00 NFC Get Version libsdi::NFC Get Vers
ion(),
NFC Get Version()
31 13 00 00 NFC Pass Through libsdi::NFC PT Pollin
Field Polling Full gFull(),
NFC PT PollingFull()
31 14 00 00 NFC Felica Polling libsdi::NFC Felica Po
lling(),
NFC Felica_Polling()
31 15 00 00 NFC Mifare libsdi::NFC Mifare In
Increment Only crement_Only(),
NFC Mifare Increme
nt Only()
31 16 00 00 NFC Mifare libsdi::NFC Mifare D
Decrement Only ecrement Only(),
NFC Mifare Decrem
ent Only()
31 17 00 00 NFC Mifare Transfer libsdi::NFC Mifare Tr

ansfer(),
NFC Mifare Transfer
Q0
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NFC Mifare Restore

libsdi::NFC Mifare R

NFC APDU Exchange

VAS Terminal Config

estore(),
NFC Mifare Restore(
)
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libsdi::NFC_APDU_Ex
change(),

NFC APDU Exchang
e()

libsdi::NFC Terminal

VAS Terminal Read

Config(),
NFC Terminal Confi

90

libsdi::NFC_TERMINA

Config

VAS Read Config

L ReadConfig(),
NFC TERMINAL Rea

dConfig()

libsdi::NFC_VAS Rea

VAS Activate

VAS Cancel

VAS Update Config

dConfig(),
NFC VAS ReadConfi

90

libsdi::NFC VAS Acti
vate(),
NFC VAS Activate()

not available,
libsdi::NFC VAS Can
cel,

NFC VAS Cancel()

libsdi::NFC_VAS Upd

VAS Cancel Config

ateConfig(),
NFC VAS UpdateCo

nfig()

libsdi::NFC VAS Can

celConfig(),
NFC VAS CancelCon

figO
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32 07 00 00 VAS Preload libsdi::NFC VAS PreL
oad(),
NFC VAS PreLoad()
32 08 00 00 VAS Cancel Preload libsdi::NFC VAS Can
celPreLoad(),
NFC VAS CancelPre
Load()
32 09 00 00 VAS Decrypt libsdi::NFC VAS Dec
ryptq),
NFC VAS Decrypt()
39 00 00 00 EMV _CT Init Frame SDI_CT Init Framew
werk ork()
39 00 00 01 EMV CT Exit Frame SDI CT Exit Framew
werk ork()
39 01 00 00 EMV CT SetTermDat @ SDI CT SetTermDat
a a()
39 01 00 01 EMV CT GetTermDa @ SDI CT GetTermDat
ta a()
39 02 00 00 EMV_CT SetAppliDat = SDI CT SetAppliData
a Q0
39 02 00 01 EMV CT GetAppliDat = SDI CT GetAppliDat
a a()
39 03 00 00 EMV _CT StoreCAPKe ' SDI_CT StoreCAPKey
y 0
39 03 00 01 EMV CT ReadCAPKe @ SDI CT ReadCAPKey
ys sQ)
EMV_CT_GetCAPKeyl @ SDI CT GetCAPKeyl
nfo nfo()
39 04 00 00 EMV _CT ApplyConfig = SDI_CT ApplyConfig
uration uration()
39 05 00 00 EMV_CT FRAMEWOR @ SDI CTLS FRAMEWO

K_GetVersion

EMV_CT_CLIENT_Get
Version

RK GetVersion()

SDI_CT CLIENT GetV
ersion()
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39 06 00 00 EMV_CT MapVirtualT = SDI CT MapVirtualT
erminal erminal()

39 10 00 00 EMV _CT StartTransa @ SDI_CT StartTransac
ction tion()

39 11 00 00 EMV _CT ContinueOff = SDI_CT ContinueOffli
line ne()

39 12 00 00 EMV CT ContinueOn SDI CT ContinueOnli
line ne()

39 13 00 00 EMV_CT _updateTxnT @ SDI CT updateTxnT
ags ags()

39 14 00 00 EMV_CT fetchTxnTa @ blocked, use
ags SDI_fetchTxnTags()

39 15 00 00 EMV_CT _EndTransac = SDI CT_EndTransacti
tion on(),

libsdi::SDI::clearData
Store()

39 16 00 00 EMV CT GetCandida SDI _CT GetCandidat
teData eData()

39 17 00 00 EMV_CT_CheckSupp @ SDI CT CheckSuppo
ortedAID rtedAID()

39 18 00 00 EMV_CT fetchTxnDO = not available
L

40 00 00 00 EMV_CTLS Init Fram = SDI CTLS Init Frame
ewerk work()

40 00 00 01 EMV CTLS Exit Fra SDI_CTLS Exit Fram
mewerk ework()
EMV_CTLS Exit Fra SDI_CTLS Exit Fram
mewerk extended ework extended()

40 01 00 00 EMV _CTLS SetTerm SDI_CTLS SetTermD
Data ata()

40 01 00 01 EMV _CTLS GetTerm SDI_CTLS GetTermD

Data

ata()
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40 02 00 00 EMV CTLS SetAppli SDI CTLS SetAppliD
DataSchemeSpecific = ataSchemeSpecific()

40 02 00 01 EMV _CTLS GetAppli SDI_CTLS GetAppliD
DataSchemeSpecific = ataSchemeSpecific()

40 03 00 00 EMV_CTLS StoreCAP = SDI CTLS StoreCAPK
Key ey()

40 03 00 01 EMV CTLS ReadCAP @ SDI CTLS ReadCAPK
Keys eys()
EMV_CTLS_GetCAPK SDI CTLS GetCAPKe
eyInfo yInfo()

40 04 00 00 EMV_CTLS ApplyCon @ SDI CTLS ApplyConf
figuration iguration()

40 05 00 00 EMV_CTLS_FRAMEW = SDI CTLS FRAMEWO
ORK_GetVersion RK GetVersion()

- - - - EMV_CTLS_CLIENT_G = SDI _CTLS CLIENT G
etVersion etVersion()

40 06 00 00 EMV_CTLS MapVirtu = SDI CTLS MapVirtua
alTerminal ITerminal()

40 10 00 00 EMV CTLS SetupTra @ SDI CTLS SetupTran
nsaction saction()

40 11 00 00 EMV_CTLS Continue = SDI CTLS ContinueO
Offline ffline()
EMV CTLS Continue = SDI CTLS ContinueO
OfflineExt fflineExt()

40 12 00 00 EMV _CTLS Continue = SDI _CTLS ContinueO
Online nline()

40 14 00 00 EMV_CTLS fetchTxn = blocked, use
Tags SDI _fetchTxnTags()

40 15 00 00 EMV_CTLS_EndTrans @ SDI CTLS EndTransa
action ction(),

libsdi::SDI::clearData
Store()
40 16 00 00 EMV CTLS GetCandi SDI CTLS GetCandid

dateData

ateData()
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40 18 00 00 EMV_CTLS fetchTxn = not available
DOL

40 20 00 00 EMV CTLS Break SDI_CTLS Break()

41 00 00 00 Smart Card Enable not available

41 01 00 00 EMV _CT SmartDetec SDI CT SmartDetect
t 0

41 02 00 00 EMV _CT SmartReset = SDI CT SmartReset(

)

41 03 00 00 EMV_CT SmartlSO blocked

41 04 00 00 EMV_CT SmartPowe SDI_CT SmartPower
roff Off()

41 05 00 00 EMV CT Send PIN O SDI CT Send PIN Of
ffline fline()

41 09 00 00 EMV CT LED SDI CT _LED()

42 02 00 00 EMV CTLS SmartRes = SDI CTLS SmartRes
et et()

42 03 00 00 EMV CTLS SmartlSO ' blocked

42 04 00 00 EMV_CTLS SmartPo SDI_CTLS SmartPow
werOff erOff()

42 0A 00 00 EMV CTLS CardRem @ SDI CTLS CardRemo
oval val()

43 03 00 00 EMV CTLS LED SDI CTLS LED()

43 04 00 00 EMV CTLS LED Set SDI CTLS LED SetM
Mode ode()

70 00 00 00 Crypto Open libsdi::SdiCrypt::ope

n()
70 01l 00 00 Crypto Close libsdi::SdiCrypt::clos

eQ)
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70 02 00 00 Crypto Encrypt libsdi::SdiCrypt::encr
ypt()

70 03 00 00 Crypto Decrypt libsdi::SdiCrypt::decr
ypt()

70 04 00 00 Crypto Sign libsdi::SdiCrypt::sign
0]

70 05 00 00 Crypto Verify libsdi::SdiCrypt::verif
y()

70 06 00 00 Crypto Updatekey libsdi::SdiCrypt::upd
ateKey()

70 07 00 00 Crypto Set Key Set libsdi::SdiCrypt::setK
eySetld()

70 08 00 00 Crypto Get libsdi::SdiCrypt::getE

encrypted Pin ncryptedPin()
70 09 00 00 Crypto Get Key libsdi::SdiCrypt::getK
Inventory eylnventory()

70 0A 00 00 Crypto Get Key Data = libsdi::SdiCrypt::getK
eyData()

70 0B 00 00 Crypto Get Status libsdi::SdiCrypt::getS
tatus()

70 0C 00 00 Crypto Get Versions libsdi::SdiCrypt::get
Versions()

72 00 00 00 Read Certificate not available

72 01 00 00 RSA Private Key not available

Callback Functions

Calculate

Callbacks sent by SDI Server do not end a running command, instead the client API has to wait for the response. Meanwhile some types
callback require a response which blocks the command execution. Therefore libsdiprotocol and libsdiclient support setting callback functions
that are called by separate threads. This chapter lists up the SDI callbacks, the way a callback function can be registered and in which
context it is invoked.

The Data Available callback is no SDI Server callback but sent once the SDI Server response is available on a command sent out by
SDI Send(). It is listed here for completeness.
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SW1

91

91

9F

9B

9E

9E

9E

9E

For callback types that do not expect a response the output parameter sizeOut of SDI_CALLBACK TYPE has to be set to zero by

the callback function.

SW2

01

01

01

01

02

03

04

SDI reference

EMV Callback (contact)

CTLS Query Callback

Status Callbacks

Control Callback

Notify Callback

Card Detected Callback

CTLS Query Callback

Card Removal Callback

Registration

SDI_CT Init Framework()

Context

SDI_CT StartTransaction(

SDI _CTLS Init Framework

) and
SDI_CT ContinueOffline()
in callback mode

libsdi::CardDetection::sta

Q0

SDI_SetSdiCallback()

rtSelection() with
DETECTION MODE BLOC
KING

libsdi::PED::startPinIinput(

SDI_SetSdiCallback()

)
libsdi::ManualEntry::start
0

libsdi::SDI::performValida

SDI _CTLS Init Framework

tionChecks()

libsdi::CardDetection::sta

Q0

libsdi::CardDetection::set

rtSelection() and out of
transaction, e.g. LED
blinking

libsdi::CardDetection::sta

Callback()

SDI_CTLS Init Framework

rtSelection() with
DETECTION MODE CALL
BACK

libsdi::CardDetection::sta

Q0

SDI SetSdiCallback()

rtSelection() other than
DETECTION_MODE BLOC
KING

hybrid card reader only:

libsdi::CardDetection::sta
rtSelection() (MSR only),

libsdi::CardDetection::sta
rtMsrRead()
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9D Navigator Callbacks SDI SetSdiCallback() libsdi::PED::startPinIinput(

)
libsdi::ManualEntry::start
[0}

SW1 SW2 Data Available SDI SetDataAvailableCall | libsdi::PED::startPinlnput(

back() ),
libsdi::ManualEntry::start
0,
libsdi::CardDetection::sta
rtSelection() with
DETECTION _MODE BLOC
KING
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