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ADK-SDI-Client Programmers Guide

Audience

The SDI Server compat client libsdiclient isfor existing projects migrating from direct ADK useto SDI server
approach.

Organization
This guide relies on the ADK-SDI Programmers Guide. For the EMV part see ADK-EMV Contact Programmers

Guide and ADK-EMV Contactless Programmers Guide. Other details can be found in ADK-TEC Programmers
Guide, ADK-MSR Programmers Guide and ADK-NFC Programmers Guide.

| ntr oduction

libsdiclient provides an API based approach for interfacing the SDI server. It was designed to reuse the EMV -
ADK API, itsclient libraries, IbEMV_CT _client and libEMV_CTLS _Client for serialisation. The EMV-ADK
client libraries call the shared EMV link libraries that are configured to use SDI mode via libsdiprotocol.

Non-EMV-ADK extensions have been added using the same infrastructure since the SDI server was not able to
handle multiple connections at time of design. The original library name was libsdiemvclient which is still
available but deprecated. With the extension the new name was introduced: libsdiclient.

For more sample code please refer to EMV Test App from which most examples in this document originate
from. You can find its source in VDE sample (ADK full package) in directory doc/vdedemo/EmvTestApp.

Getting Started

Dependencies

libsdiclient depends on

o libTLV_Util
e libEMV_CT Client
e libEMV_CTLS Client

The static clients call the EMV-ADK link libraries which results in more dependencies to these shared libraries
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Programming

Header files of libsdiclient are located in import/<platform>/include/sdiclient. Therefore they are included this
way:

#include <sdiclient/sdi_env.h>// for mgration of EW-ADK API #i ncl ude <
sdiclient/sdi _data.h> // provides SDI _fetchTxnTags#i ncl ude <sdiclient/
sdi _if.h>

[l SDI client interface for non-EW// #define SDI _NFC NAMESPACE ONLY uncomment |
<sdiclient/sdi _nfc.h>// conpatiblity to NFC Interface.h

EMV-API

By including sdi_emv.h EMV-ADK API functions are available as SDI counterpart. Their prefix changes from
EMV_to SDI_, eg. EMV_SetTermData becomes SDI_SetTermData. There are some differences to note:

¢ On responses with transaction results the SDI Server will hold back card holder sensitive data unless the
card's PAN appears to be whitelisted. SDI_CT_ContinueOffling() and SDI_CT_ContinueOnling() have an
additional ouput parameter of type EMV_SDI_CT_TRANSRES STRUCT containing SDI Server added
obfuscated data. The same appliesto SDI_CTLS ContinueOffling() and SDI_CTLS ContinueOnline()
with EMV_SDI_CTLS TRANSRES STRUCT.

e SDI fetchTxnTags() replaces both, EMV _CT fetchTxnTags() and EMV_CTLS fetchTxnTags(). The
SDI server will switch to appropriate technology and apply its sensitive data filters.

e SDI CT _SmartlSO() and SDI_CTLS SmartlSO() aswell asSDI_CT_SER Smart|SO() and
SDI_CTLS SER Smartl SO() are blocked by SDI server and can't be used. For custom direct chip card
communication an SDI plugin should be used.

Excerpt from EMV TestApp supporting both, direct ADK and SDI compat client:

EMV_ADK | NFO CTLS fetchTxnTags(unsi gned | ong options, unsigned | ong* requestedTa
i f(Sdi Mode) return

SDI _fetchTxnTags(options, requestedTags, noOf RequestedTags, tlvBuffer, bufferLel
el se return

EMV_CTLS fetchTxnTags(options, requestedTags, noO RequestedTags, tlvBuffer, buf1
i f(Sdi Mode) return SDI _CTLS EndTransacti on(options); else return
EMV_CTLS EndTransacti on(options);}

SDI-API
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Other SDI-API isprovided by sdi_if.h. Most SDI commands, especially those with fewer parameters are
provided by libsdi::SDI. In most cases the functions just return a success flag and in case of failure
libsdi::SdiBase::getSdiSw12(), libsdi:: SdiBase::getAdditional ResultValue() and

libsdi:: SdiBase::getClientError() can be called for fine-grained error handling. More complex command
invocation is performed by instantiation of other libsdi::SdiBase subclasses and calling their setters for providing
the input data, then starting command execution and finally invoking getters for accessing the result data from
the SDI server response. These are

o libsdi::CardDetection for Technology Selection (SDI class 23)

libsdi::SdiCrypt for cryptographic and some data interface functions (SDI classes 70 and 29)
libsdi::Manua Entry for manual card datainput (SDI command 21-02)

libsdi::PED for PIN input functions (SDI class 22)

libsdi::Dialog for display control of External PIN pad (SDI class 24)

libsdi:: SdiCmd Generic command for command and tags not (yet) supported by this library

Example:

l'ibsdi::Sdi Crypt crypt;crypt.open("nyProvider");crypt.setlnitial Vector(
nmyl ntial Vector); crypt.encrypt (nyl nput Data, nyGCi pherData);crypt.close();

In general libsdiclient does not provide deprecated SDI commands. If other commands are missing
because not yet provided here, the SDI_SendReceive() method from libsdiprotocol can be directly called
but the input data has to be set up by your application and the output data hasto be parsed. Thereisa
generic class libsdi::SdiCmd supporting convenient getters and settersfor TLV based SDI commands.

NFC-API

The header file sdi_nfc.h has a compiler switch SDI_NFC_NAMESPACE_ONLY that deactivates the NFC-
ADK complient function aliases for the case of name conflicts. In case of client side error or negative SDI
response the return value will be EMB_APP_COMM_ERROR or VAS COMM_ERR. In this case the negative
SDI SW12 value or the client side error can be read with libsdi::getNfcSW12() and libsdi::getNfcClientError().

VOS3 API

For compatibility reasons these (VOS2-)interfaces are provided on VOS3. Parts of this functionality require
VOS3-CARDS plugin.

If the plugin isinstalled SDI is no more P2PE domain.

e ADK-EMV (ADK-EMV Contact Programmers Guide, ADK-EMV Contactless Programmers Guide)

e ADK-TEC (ADK-TEC Programmers Guide)

e ADK-MSR (ADK-MSR Programmers Guide)

o ADK-NFC (ADK-NFC Programmers Guide)

e libsdi::SDI::setManua PAN() replaces ADK-SEC secPutTransactionData() for the use case that PAN from
manual input isrequired for ISO-0 PIN block.
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Connection Handling

The connection to the SDI Server isimplicitly established when required and will not be closed unless
libsdiprotocol's SDI _Disconnect() is called. The default destination is 127.0.0.1::12000 but other 1P addresses or
connection types can be configured with SDI_ProtocolInit() before a connection is set-up or SDI_Disconnect()
can be used to apply a configuration change.

Example 1 - Simple TCP/IP connection:

/Il {"server":{"host":"127.0.0.1","port":12000}}vfiipc::JSObject server, config; s
Example 2 - TLS connection:

Il {"server":{"ca":["CA 1. pent,"CA 2. penf],"host":"vfi-termnal", "port": 12000} } vi
Example 3 - Unix Domain Socket connection:

Il {"server":{"socket":"/tnp/sdi.socket"}}vfiipc::JISObject server, config;server|

Example 4 - Seria connection:

[l {"server":{"serial":"/dev/ttyACM)"}}vfiipc::JSChject server, config;server("st
Sample Code
Card Detection

The card detection demo code starts all three SDI card detection modes for illustrating the differences.

bool startCardDetection(libsdi:: CardDetection& cardDetection, unsigned char tech
i f

(variant == SDI _BLOCKI NG { node = |ibsdi:: CardDetection:: DETECTI ON_M
NULL) ; } else if

(variant == SDI _POLLI NG { node = |ibsdi:: CardDetection:: DETECTI ON_MJ
else if

(variant == SDI _CALLBACK) { node = |ibsdi:: CardDetection:: DETECTI ON_M
NULL
); } cardDet ecti on. set Det ecti onMbde( node) ; std::vector<unsigned char> |
16, 0); ucOptions[4
] = EW_CT_TRY_PPS| EW_CT_DETECT_WRONG ATR; cardDet ection. set TecStart Qpti ons(
return cardDetection.startSel ection(tech, 30 == 0);}

Chip Card Processing

After card detection resultsin CTS_CHIP (contact chip card detected) the card should be powered and in this
example the PSE is read. Aswritten above card communications is blocked by SDI server but the EMV TestApp
has a plugin that sends a Select PSE command for command id SDI_PLUGIN_SELECT PSE.

unsi gned char atr[40
];unsigned | ong atrLen;unsigned char status = isSdi Mode() ? SDI _CT_Smart Reset |
i f

(status == EMV_ADK SMART_STATUS CX) { unsi gned short rsplLen; unsi gned char
261] ; APP_TRACE HEX(atr, atrLen, "ATR \n"); unsi gned char cmd[] =


sdiprotocol_8h#a665e7f44cf329b0222d9ee8b624fc32c
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"\ x00\ xA4\ x04\ x00\ xOE" " 1PAY. SYS. DDFO1"; APP_TRACE_HEX(cnd, sizeof cnd,
"CMVMD: "), i f

(1 sSdi Mode()) { std::vector<unsigned char> inCQut; l'ibsdi::SD
if (swl2 == libsdi::SD _SW2_ SUCCESS) { i f
(inQut.size() > 2
) { struct BTLVNode root; struct BTLVNo«
NULL) ; if (iBTLVInport(&oot, inCQut.data() + 2
, inQut.size() - 2, NULL, NULL) ==
&& (rapdu = pxBTLVFi ndTag( & oot, "FO/DFO1")) != NULL
i f
(rapdu->uSi ze > sizeof rsp) { APP_TRA
"R-APDU too | ong: "
, rapdu->uSi ze); status = EW_ADK SMART_ STATUS OVERFLOW
el se
{ rspLen = (unsigned short) rapdu->uSi
el se { APP_TRACE("SDI plugin result: %94x"
, Swl2); status = (swl2 & OxFFO0) == 0x9000
? (unsigned char) swl2 : EMW_ADK SMART_STATUS EXCHG ERR, } }
el se { status = EW_CT _Snart| SQ( 0
, (unsigned short) sizeof cnd, cnd, & spLen, rsp, sizeof rsp); } APP_TRACE

"CT_Smartl SO returns %", status);}

SDI command mapping table

CLAINSP1 P2 SDI name libsdiclient API

20 00 0000 Sync/TurnOn deprecated

20 01 0000 TurnOff deprecated

20 02 0000 SysAbort (with response) SDI SendSysAbort()

20 02 0001 SysAbort (without response) not available

20 03 0000 SysGetConfig not available, instead use libsdi::SDI::getProperty()
libsdi::SDI::getDateTime(), libsdi::SDI::getl anguage(),

20 04 0000 SysGet Status libsdi::SDI::getCardDataEntryDeactivation(),
libsdi::SDI::getCardDataEntryM ode()

20 05 0000 Sys Selftest deprecated

20 08 0000 SysRegister Logging Callback libsdi::SDI::sysRegisterL oggingCallback()
libsdi::SDI::setDateTime(), libsdi::SDI::setlanguage(),

20 09 0000 SysSet Status libsdi::SDI::setCardDataEntryDeactivation(),
libsdi::SDI::setCardDataEntryMode()

20 10 0000 SysGet KSN not available

20 11 0000 SysAuth not available

20 13 0000 SetldleText libsdi::SDI::setldleText()

20 14 0000 Software Upload Start libsdi::SDI::sysUploadStart()

20 15 0000 Software Upload Transfer libsdi::SDI::sysUploadTransfer()

20 16 0000 Software Upload Finalize libsdi::SDI::sysUpl oadFinalize()

20 17 0000 Shutdown libsdi::SDI::sysShutdown()

20 17 0001 Reboot libsdi::SDI::sysReboot()

20 17 0002 Seep libsdi::SDI::sysSleep()

20 17 00 03 Hibernate libsdi::SDI::sysHybernate()
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Show MAC Desktop

Set Property (Integer)

Set Property (String)

Get Property (Integer)

Get Property (String)

Install Sponsor Cert

Get SDI versioninfo

Check For Update

Get last install error

External Button

Enable EPP

Disable EPP

Factory Reset

Read Keystore Certificate
Force Currency Abbreviation

MSR Enable

MSR Read

MSR Card Data Entry
MSR Set Options
MSR Switch LEDs
MSR Set Sensitivity

PED Enable

PED Disable

PED Get PIN

PED Set PIN Timeout

PED start PIN entry

PED poll PIN entry

PED stop PIN entry

PED Set PIN Input Parameter

Card Detect Enable

00 NN Card Detection

libsdi::SDI::showMacDesktop()
libsdi::SDI::setProperty(vfisysinfo::SY SPropertyInt, int,
bool

libsdi::SDI::setProperty(vfisysinfo::SY SProperty String,
const std::string &, boal)
libsdi::SDI::getProperty(vfisysinfo::SY SPropertyint,
bool

libsdi::SDI::getProperty(vfisysinfo::SY SPropertyint,
int&, bool)

libsdi::SDI::getProperty(vfisysinfo::SY SProperty String,
bool

libsdi::SDI::getProperty(vfisysinfo::SY SProperty String,
std::string&, bool)

libsdi::SDI::install SponsorCert()
libsdi::SDI::getVersioninfo()
libsdi::SDI::checkForUpdate()
libsdi::SDI::getL astlnstallError()
libsdi::SDI::external Button()
libsdi::SDI::enableEpp()
libsdi::SDI::disableEpp()
libsdi::SDI::factoryReset()
libsdi::SDI::readCertificate()
libsdi::SDI::setUseCurrencyAbbreviation()
deprecated
libsdi::CardDetection::startM srRead()
libsdi::Manual Entry::start()

libsdi:: CardDetection::msr SetOptions()
libsdi::SDI::msrSwitchL eds()
libsdi::SDI::msrSetSensitivty()

not available

not available
libsdi::PED::startPinlnput()
libsdi::PED::setDefault Timeout()
libsdi::PED::startPinEntry()
libsdi::PED::pollPinEntry()
libsdi::PED::stopPinEntry()
libsdi::PED::sendPinl nputParameters()
not available
libsdi::CardDetection::startSel ection()
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Wait Card Remova

Start Card Detection

Poll Card Detection

Stop Card Detection
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Provide Callback Response

Display Enable
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Handle Secure I nput

Handle Menu

Handle Card Request Display
Display Idle Screen

Handle Signature Capture
Activate LEDs

Handle HTML Diaog

Get Async Display Result

Set Printer Property (Integer)

Set Printer Property (String)

Get Printer Property (Integer)

Get Printer Property (String)

Print HTML

Print Bitmap
Plugin Interface

VCL Registart SRED Request
VCL Status Request

VCL Advance DDK

VCL Reguest eParms

VCL Reguest Diag Query
VCL Reguest Derive Query
VCL Override Message Query
VCL _KSN_ Reguest

VCL KMAILIN Request

libsdi::

SDI:

waitCardRemoval()

libsdi::

SDI:

:sendWaitCardRemoval()

libsdi::

CardDetection::startSelection()

libsdi::

CardDetection::poll Technology()

libsdi::

CardDetection::stopSel ection()

libsdi::

CardDetection::addTechnology()

libsdi::

CardDetection::removeT echnology()

implicit call
deprecated
deprecated
deprecated
libsdi::

Dialog::display()

libsdi::

Dial og::securel nput()

libsdi::

Dialog::menu()

libsdi::

Dialog::requestCard()

libsdi::

Dialog::idleScreen()

libsdi::

Dialog::captureSignature()

libsdi::

Dialog::showL edArea()

libsdi::

Diaog::htmlDialog()

libsdi::

Dialog::getAsyncResult()

libsdi::

SDI:

:setPrinterProperty (vfiprt::PrtPropertyint,

int

libsdi::

SDI:

-setPrinterProperty(viiprt::PrtProperty String,

const std::string& )

libsdi::SDI::getPrinterProperty (vfiprt::PrtPropertylint,

int&)

libsdi::SDI::getPrinterProperty(vfiprt::PrtProperty String,

std::string&)

libsdi::

SDI::

printHtml ()

libsdi::

SDI::

printBitmap()

libsdi::

SDI:

:pluginCommand()

libsdi::

SDI:

:vclRegistartSRED()

libsdi::

SDI:

:vcl StatusRequest()

libsdi::

SDI:

:vclAdvanceDDK()

libsdi::

SDI:

:vclRequestEParms()

libsdi::

SDI:

:vclGetDiagnosticData()

libsdi::

SDI:

:vclGetK eyDerivationM ode()

libsdi::

SDI:

:vclOverrideM essageQuery()

libsdi::

SDI:

:vclK snRequest()

libsdi::

SDI:

:vclKmailinRequest()
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getEncData
getEncM sgData

fetchTrxTags

clearDataStore

getM sgSignature
performValidationChecks
getValidationlnfo
getEncTrxData

setEncTrxData

endEncTrxData

getEmvinfo

NFC Ping

NFC Pass Through Open

NFC Pass Through Close

NFC Pass Through Field On
NFC Pass Through Field Off
NFC Pass Through Field Polling
NFC Pass Through Card Activation
NFC Pass Through RXTx

NFC Pass Through Ftech Baud

NFC Mifare Authenticate

NFC Mifare Read
NFC Mifare Write

NFC Mifare Increment

NFC Mifare Decrement

NFC Felica Exchange

NFC Client Init
NFC Get Version

NFC Pass Through Field Polling Full

libsdi::SdiCrypt::getEncData()

libsdi::SdiCrypt::getEncM sgData()

SDI_fetchTxnTags()

libsdi::SDI::clearDataStore()

libsdi::SdiCrypt::getM sgSignature()

libsdi::SDI::performV alidationChecks()

libsdi::SDI::getValidationlnfo()

libsdi::SdiCrypt::getEncTrxData()

libsdi::SdiCrypt::setEncTrxData()

libsdi::SdiCrypt::endEncTrxData()

not available, use EMV API
libsdi::NFC Ping(), NFC Ping()

libsdi::NFC PT Open(), NFC PT Open()

libsdi::NFC_PT_Close(), NFC PT_Close()

libsdi::NFC_PT_FieldOn(), NFC_PT_FieldOn()

libsdi::NFC_PT_FieldOff(), NFC_PT_FieldOff()

libsdi::NFC_PT_Polling(), NFC_PT_Polling()

libsdi::NFC_PT_Activation(), NFC_PT_Activation()

blocked:libsdi::NFC PT_TxRx(), NFC_PT_TxRx()
libsdi::NFC PT_FtechBaud(), NFC PT_FtechBaud()

libsdi::NFC Mifare Authenticate(),

NFC Mifare Authenticate()

libsdi::NFC_Mifare Read(), NFC Mifare Read()

libsdi::NFC Mifare Write(), NFC_Mifare Write()

libsdi::NFC Mifare Increment(),

NFC Mifare Increment()

libsdi::NFC Mifare Decrement(),

NFC Mifare Decrement()

libsdi::NFC Felica Exchange(),

NFC Felica Exchange()

libsdi::NFC_Client_Init(), NFC Client_Init()

libsdi::NFC Get Version(), NFC Get Version()

NFC Felica Polling

NFC Mifare Increment Only

NFC Mifare Decrement Only

NFC Mifare Transfer
NFC Mifare Restore

NFC APDU Exchange

libsdi::NFC PT PollingFull(), NFC PT PollingFull()

libsdi::NFC_Felica Polling(), NFC_Felica_Polling()

libsdi::NFC Mifare Increment Only(),

NFC_Mifare_Increment_Only()

libsdi::NFC Mifare Decrement Only(),

NFC Mifare Decrement Only()

libsdi::NFC_Mifare Transfer(), NFC_Mifare Transfer()

libsdi::NFC Mifare Restore(), NFC Mifare Restore()

blocked, libsdi::NFC APDU Exchange(),
NFC APDU Exchange()
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NFC Target Mode
NFC Create NDEF

VAS Terminal Config

VAS Terminal Read Config

VAS Read Config

VAS Activate
VAS Cancel

VAS Update Config

VAS Cancel Config

VAS Preload
VAS Cancel Preload

VAS Decrypt

EMV_CT Init_Framewerk
EMV_CT Exit Framewerk
EMV_CT SetTermData
EMV _CT GetTermData
EMV _CT SetAppliData
EMV_CT GetAppliData
EMV_CT StoreCAPKey
EMV CT ReadCAPKeys
EMV_CT_GetCAPKeyInfo

EMV_CT _ApplyConfiguration

EMV_CT_FRAMEWORK_GetVersion

EMV_CT _CLIENT GetVersion
EMV_CT_MapVirtua Terminal
EMV CT StartTransaction
EMV CT ContinueOffline
EMV CT ContinueOnline
EMV_CT_updateTxnTags
EMV_CT _fetchTxnTags

EMV_CT_EndTransaction

EMV_CT_GetCandidateData
EMV_CT_CheckSupportedAID

libsdi::NFC_PT_PollingABF(), NFC_PT_PollingABF()

libsdi::NFC Target Action(), NFC_Target Action()

libsdi::NFC_Create Ndef(), NFC_Create Ndef()

libsdi::NFC Termina Config(),

NFC Termina_Config()

libsdi::NFC_TERMINAL _ReadConfig(),

NFC_TERMINAL_ReadConfig()

libsdi::NFC_VAS ReadConfig(),

NFC_VAS ReadConfig()

libsdi::NFC_VAS Activate(), NFC_VAS Activate()

not available,libsdi::NFC VAS Cancdl,
NFC VAS Cancdl()

libsdi::NFC VAS UpdateConfig(),

NFC VAS UpdateConfig()

libsdi::NFC VAS CancelConfig(),

NFC VAS CancelConfig()

libsdi::NFC_VAS Preload(), NFC_VAS Prel oad()

libsdi::NFC VAS CancelPreload(),

NFC VAS CancelPreload()

libsdi::NFC_VAS Decrypt(), NFC_VAS Decrypt()

SDI_CT _Init_Framework()

SDI_CT_Exit Framework()

SDI_CT_SetTermData()

SDI_CT_GetTermData()

SDI_CT_SetAppliData()

SDI_CT_GetAppliData()

SDI_CT_StoreCAPKey()

SDI_CT_ReadCAPKeys()

SDI_CT_GetCAPKeylInfo()

SDI_CT_ApplyConfiguration()

SDI_CTLS FRAMEWORK_GetVersion()

SDI_CT CLIENT GetVersion()

SDI CT MapVirtua Terminal()

SDI CT StartTransaction()

SDI CT ContinueOffling()

SDI CT ContinueOnling()

SDI CT updateTxnTags()

blocked, use SDI fetchTxnTags()
SDI CT EndTransaction(),

libsdi::SDI::clearDataStore()

SDI_CT_GetCandidateData()

SDI CT CheckSupportedAID()



pg_sdi_users_guide#subsubsec_sdi_nfc_pt_field_polling_abf
namespacelibsdi#a8b003269c143a988d97bc3a4bbdcb4bc
sdi__nfc_8h#a36d0c3b9cce840b0a280e2d8a6d26980
pg_sdi_users_guide#subsubsec_sdi_nfc_target_action
namespacelibsdi#a32d24455d4ca2c9e36f1c5529030721b
sdi__nfc_8h#aa716c736d7f2ae962747692a7358c379
pg_sdi_users_guide#subsubsec_sdi_nfc_create_ndef
namespacelibsdi#a2b9bd876b7e008c9bb9329c65acf6d55
sdi__nfc_8h#aea8c4058231ea767d592ea485b942426
pg_sdi_users_guide#subsubsec_sdi_vas_terminal_config
namespacelibsdi#a3b0973ce25d6c02fcd568cd2c7cc8a76
titusstubs_8cpp#ad0a349a0904d698fea9fffa004cb3eb3
pg_sdi_users_guide#subsubsec_sdi_vas_terminal_read_config
namespacelibsdi#a55382d02bcabcb88a34fa55bc671a87d
titusstubs_8cpp#a2de5511cecb17b6859116720c33b48bf
pg_sdi_users_guide#subsubsec_sdi_vas_read_config
namespacelibsdi#adf9ad7a8bd41321326437e43912f5142
titusstubs_8cpp#af8f463010a4c8584d2973b9df3c88c52
pg_sdi_users_guide#subsubsec_sdi_vas_activate
namespacelibsdi#a9bbdb328e88858f94fdf1044e570c104
titusstubs_8cpp#a1f0e681b88497ef9e25abde4ed3b5b3b
namespacelibsdi#a1dd2e9ef4621db0030ee9018f2ff5169
titusstubs_8cpp#a03691ec1f524ef86c995066b25185e80
pg_sdi_users_guide#subsubsec_sdi_vas_update_config
namespacelibsdi#ab54ae674653c3a11b093fa18cb181f96
titusstubs_8cpp#a8816583d91da702a6c7e2143ed68f7d9
pg_sdi_users_guide#subsubsec_sdi_vas_cancel_config
namespacelibsdi#a5569bbf869f3660c48940654b06b17a6
titusstubs_8cpp#a7ea699bbeb85daabaf52bb2d94d7dc61
pg_sdi_users_guide#subsubsec_sdi_vas_preload
namespacelibsdi#a1462bff8b73099bdb78609ecf374ce30
titusstubs_8cpp#a8ee28a30cc5757bdd4d9ac413fe7ef17
pg_sdi_users_guide#subsubsec_sdi_vas_cancel_preload
namespacelibsdi#a1de872f3d1cecf8d7b266773910bfe4b
titusstubs_8cpp#a46e68ef15da8c20bc91ddef1b814859c
pg_sdi_users_guide#subsubsec_sdi_vas_decrypt
namespacelibsdi#afe16916defaa30dac8f7df05e097e92e
titusstubs_8cpp#a19053197bd7fd0894d55827e7becec0a
pg_sdi_users_guide#subsec_sdi_emv_system_interface
sdiclient_2client_2sdi__emv_8h#a01a41b8c21f17bab420a71c88a9bcad7
pg_sdi_users_guide#subsec_sdi_emv_system_interface
sdiclient_2client_2sdi__emv_8h#aacb84d76cf1cb9968aee2c952bd931c8
pg_sdi_users_guide#subsec_sdi_emv_system_interface
sdiclient_2client_2sdi__emv_8h#adeae7a144a729b82e93ff92abd463fd6
pg_sdi_users_guide#subsec_sdi_emv_system_interface
sdiclient_2client_2sdi__emv_8h#aa02e34b3ec12329f41c03f6ff6d28424
pg_sdi_users_guide#subsec_sdi_emv_system_interface
sdiclient_2client_2sdi__emv_8h#a566f5011af25eeaa9ddb4a34dd893c58
pg_sdi_users_guide#subsec_sdi_emv_system_interface
sdiclient_2client_2sdi__emv_8h#a23c10ab76e436e6b4e895f622a6107fe
pg_sdi_users_guide#subsec_sdi_emv_system_interface
sdiclient_2client_2sdi__emv_8h#ae4efad90d867c2fe4086b4ccbe4d986f
pg_sdi_users_guide#subsec_sdi_emv_system_interface
sdiclient_2client_2sdi__emv_8h#adcc88c7d18377af00d029786d695e68d
sdiclient_2client_2sdi__emv_8h#aefca28186d400736b0f33a4768b685fe
pg_sdi_users_guide#subsec_sdi_emv_system_interface
sdiclient_2client_2sdi__emv_8h#ad814ebfe5ca88dc0768c71f5223fde29
sdiclient_2client_2sdi__emv_8h#a3f04822f7cf7255d501d6705b9b10c4d
sdiclient_2client_2sdi__emv_8h#adb81a3d31f7a88cf6a9768c4ba1fc062
sdiclient_2client_2sdi__emv_8h#a24decafe63c8f3f793f3cb1778411156
pg_sdi_users_guide#subsec_sdi_emv_transaction_interface
sdiclient_2client_2sdi__emv_8h#a478841176a5e0ba2f91485b6c96f9258
pg_sdi_users_guide#subsec_sdi_emv_transaction_interface
sdiclient_2client_2sdi__emv_8h#a3c717f500d88355431c389b9278ee2d2
pg_sdi_users_guide#subsec_sdi_emv_transaction_interface
sdiclient_2client_2sdi__emv_8h#a9916bb98ecefc1525293662b1f635d7e
sdiclient_2client_2sdi__emv_8h#ad9d70b7cdd6e4ad3a1a8e84764d9f52a
sdi__data_8h#aa0964da27a7a19aaae21a423f330af83
sdiclient_2client_2sdi__emv_8h#a56ba63dac87a3c55e5434e25a81eb0b7
classlibsdi_1_1_s_d_i#a74ac1725f8aa985ddea24cc6755b5f85
pg_sdi_users_guide#subsec_sdi_emv_transaction_interface
sdiclient_2client_2sdi__emv_8h#aace8b5361882d055e739c2ef972b9b92
sdiclient_2client_2sdi__emv_8h#a560fa3ca8d377ab8f7263e3188ceed5f

&8 & 68888 & &8 8

EERER 8588 &8 8§88 &8 &§8°

HOD
[

B B D
N NN

3 &6

~
o

18
00

00

01
01
02
02
03

03

05

06
10

11

12
14

15

16
18
20

00
01
02
03

05
09

02
03

0A
03

00
01

00 00
00 00

00 01

00 00
00 01
00 00
00 01
00 00

00 01

00 00
00 00

00 00
00 00

00 00

00 00
00 00

00 00

00 00
00 00
00 00

00 00
00 00
00 00
00 00
00 00
00 00
00 00

00 00
00 00
00 00
00 00

00 00
00 00

00 00
00 00

EMV_CT_fetchTxnDOL
EMV CTLS Init Framewerk

not available
SDI_CTLS Init Framework()

EMV CTLS Exit Framewerk SDI CTLS Exit Framework()
EMV CTLS Exit Framewerk extended SDI CTLS Exit Framework extended()
EMV_CTLS SetTermData SDI_CTLS SetTermData()

EMV
EMV

CTLS GetTermData

SDI_CTLS GetTermData()

CTLS SetAppliDataSchemeSpecific SDI

CTLS SetAppliDataSchemeSpecific()

EMV

CTLS GetAppliDataSchemeSpecific SDI

CTLS GetAppliDataSchemeSpecific()

EMV CTLS StoreCAPKey
EMV_CTLS ReadCAPKeys
EMV_CTLS GetCAPKeylInfo
EMV_CTLS ApplyConfiguration
EMV_CTLS FRAMEWORK _GetVersion
EMV_CTLS CLIENT_ GetVersion
EMV_CTLS MapVirtua Terminal
EMV CTLS SetupTransaction
EMV_CTLS ContinueOffline
EMV CTLS ContinueOfflineExt
EMV CTLS ContinueOnline
EMV_CTLS fetchTxnTags

EMV_CTLS EndTransaction

EMV CTLS GetCandidateData
EMV_CTLS fetchTxnDOL
EMV CTLS Break

Smart Card Enable

EMV CT SmartDetect
EMV CT SmartReset

EMV CT SmartlSO
EMV_CT_ SmartPowerOff
EMV CT Send PIN Offline
EMV CT LED

EMV CTLS SmartReset
EMV CTLS SmartlSO
EMV CTLS SmartPowerOff
EMV CTLS CardRemovad

EMV_CTLS LED
EMV_CTLS LED_SetMode

Crypto Open
Crypto Close

SDI CTLS StoreCAPKey()

SDI_CTLS ReadCAPKeys()

SDI CTLS GetCAPKeylInfo()

SDI_CTLS ApplyConfiguration()

SDI_CTLS FRAMEWORK _GetVersion()

SDI_CTLS CLIENT_GetVersion()

SDI CTLS MapVirtua Terminal()

SDI CTLS SetupTransaction()

SDI CTLS ContinueOffling()

SDI CTLS ContinueOfflineExt()

SDI_CTLS ContinueOnling()

blocked, use SDI fetchTxnTags()
SDI CTLS EndTransaction(),

libsdi::SDI::clearDataStore()

SDI CTLS GetCandidateData()

not available
SDI CTLS Break()

not available
SDI CT SmartDetect()

SDI CT SmartReset()

blocked
SDI_CT_SmartPowerOff()

SDI_CT_Send PIN_Offling()

SDI_CT_LED()

SDI CTLS SmartReset()

blocked
SDI CTLS SmartPowerOff()

SDI CTLS CardRemoval()

SDI_CTLS LED()

SDI CTLS LED SetMode()

libsdi::SdiCrypt::open()

libsdi::SdiCrypt::close()
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70 02 0000 CryptoEncrypt libsdi::SdiCrypt:.encrypt()

70 03 0000 CryptoDecrypt libsdi::SdiCrypt:.decrypt()

70 04 0000 CryptoSign libsdi::SdiCrypt::sign()

70 05 0000 Crypto Verify libsdi::SdiCrypt::verify()

70 06 0000 CryptoUpdatekey libsdi::SdiCrypt::updateK ey()

70 07 0000 Crypto Set Key Set libsdi::SdiCrypt::setKeySetld()

70 08 0000 Crypto Get encrypted Pin libsdi::SdiCrypt::getEncryptedPin()
70 09 0000 CryptoGetKey Inventory libsdi::SdiCrypt::getK eyl nventory()
70 OA 0000 CryptoGet Key Data libsdi::SdiCrypt:.getK eyData()

70 OB 0000 Crypto Get Status libsdi::SdiCrypt::getStatus()

70 O0OC 0000 Crypto GetVersions libsdi::SdiCrypt::getVersions()

72 00 0000 Read Certificate not available

72 01 0000 RSA Private Key Calculate not available

Callback Functions

Callbacks sent by SDI Server do not end a running command, instead the client APl hasto wait for the response.
Meanwhile some types callback require a response which blocks the command execution. Therefore
libsdiprotocol and libsdiclient support setting callback functions that are called by separate threads. This chapter
lists up the SDI callbacks, the way a callback function can be registered and in which context it is invoked.

The Data Available callback isno SDI Server callback but sent once the SDI Server responseis available on a
command sent out by SDI_Send(). It is listed here for completeness.

For callback types that do not expect a response the output parameter sizeOut of SDI CALLBACK _TYPE
has to be set to zero by the callback function.

SW1Sw?2 SDI Registration Context
reference
EMV SDI CT StartTransaction() and
91 01 Calback  SDI_CT_Init_Framework() SDI_CT_ContinueOffline() in callback mode
(contact)
CTLS libsdi::CardDetection: startSelection() with
91 01 Query SDI CTLS Init Framework() DETECTION MODE BLOCKING
Callback
VR1
98 01 Logging libsdi::SDI::sysRegisterL oggingCallback() VR1 seria connection
Callback
Status . libsdi::PED::startPinlnput(),
oF Callbacks SDI_SetSdi Callback() libsdi::Manua Entry::start()
9B 01 g;rl‘gik SDI SetSdiCallback() libsdi::SDI::performV alidationChecks()
Notify . libsdi::CardDetection::startSel ection() and
9 01 Callback SDI_CTLS Init_Framework() out of transaction, e.g. LED blinking
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Card

OF 02 Detected libsdiz:CardDetection::setCallback() libsai:: CardDetection: :startSdlection() with

DETECTION_MODE_CALLBACK

Callback
CTLS libsdi:: CardDetection: startSelection() other
9 03 Query ~ SDI CTLS Init Framework() than DETECTION_MODE_BLOCKING
Callback
Card hybrid card reader only:
9E 04 Removal SDI_SetSdiCallback() libsdi::CardDetection::startSelection() (MSR
Callback only), libsdi::CardDetection::startM srRead()
Navigator . libsdi::PED::startPinlnput(),
9D Callbacks S21-S&tSdicallback() libsdi::Manual Entry::start()
libsdi::PED::startPinlnput(),
Data : libsdi::Manua Entry::start(),
SW1SW2 ) vailaple SD!-SetDataAvailableCallback() libsdi-:CardDetection: startSelection() with

DETECTION_MODE BLOCKING
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