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Payment Operations

This section describes basic payment operations the POS Cloud provides:

o Payment

Refund

Abort

Transaction Status
Reversal/Void

Prerequisites

Before making a payment operation/transaction with the POS Cloud API, ensure you have a Verifone Central
Account set up and a proper APl Key.

OpenAPI specification file is available for download on POS Cloud API reference page.

Health Check

Before proceeding with performing any payment operation we suggest running a health check to ensure
everything is set up and works properly.

To initiate the Health Check make arequest to the API endpoint, specifying:

GET method

URL - https:.//cst2.test-gsc.vims.com/oi dc/customer-service/healthcheck
Authorization —No Auth

Headers:
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o Content-Type — application/json
o X-terminal-simulator —true
o Authorization —"user-uid:api" key pair encoded in base64. See the Obtaining APl Keys guide for
more information.
e Body — Leave empty.

The example result below indicates that the Health Check was successful.

"status": "OK"

Payment

To initiate a Payment transaction make a request to the API endpoint, specifying:

POST method
URL - https.//cst2.test-gsc.vfims.com/oidc/poscl oud/nexo/payment
Authorization — No Auth
Headers:
o Content-Type — application/json
o X-terminal-simulator —true
o Authorization —"user-uid:api" key pair encoded in base64. See the Obtaining API Keys guide for
more information.
Body > Raw — See the request example below.

"MessageHeader " :
"Messaged ass": " SERVI CE",
"MessageCat egory": "PAYMENT",
"MessageType": "REQUEST",
“ServicelD': "1234",
"SalelD': "1992",
"POID': "Zane CMVp"
¥,
"Paynment Request ": {
"Sal eDat a": {
“Qperatorl D': "440010051",
" Sal eTransacti onl D":
"Transactionl D': "112233",
“Ti meStanp": "2020-04-20T14: 43: 59+05: 30"

" Cust oner O der Req": [
"string"
1,
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"Sal eToAcquirerData": "tender=MOTO'
}

Payment Tr ansacti on": {
"Amount sReq": {
“Currency": "GBP",
"Request edAmount *: "3000",
"Ti pAmount ": "4"

}
},
"Paynment Data": {

"Payment Type": " NORVAL",
"SplitPaynment Fl ag": true

Required parameters:

e MessageHeader —Message header of the Sale to POI protocol message, It conveys Information related
to the Sale to POI protocol management.
o Messaged ass —string

Enum " SERVI CE", " DEVI CE", " EVENT" Inform the receiver of the class of message to alow: -
Switching of the messages before their processing - Direction of the message (Sale to POI or POI to
Sale) - Flow inside the message belongs to

o MessageCat egor y — string (MessageCategory)

Enum " ABORT" " ADM N" BALANCEI NQUI RY" " BATCH' " CARDACQUI SI TI ON'
" CARDREADERAPDU" " CARDREADERI NI T" " CARDREADERPOVNEROFF" " DI AGNCSI S
" DI SPLAY" " ENABLESERVI CE" " EVENT" " GETTOTALS" "1 NPUT" " | NPUTUPDATE"
"LOG N' "LOGOUT" " LOYALTY" " PAYMENT" "PI N' " PRI NT" " RECONCI LI ATl ON"
"REVERSAL" " SOUND" " STOREDVALUE" " TRANSACTI ONSTATUS" " TRANSM T" Allow
the recognition by the receiver of the message of itstype. In aReversal, identify the type of
transaction to reverse (PaymentRequest or LoyaltyRequest) In a TransactionStatus, identify the last
transaction message.

o MessageType —string

Enum " REQUEST" , " RESPONSE" , " NOTI FI CATI ON" Type of message of the Sale to POI
protocol

o Servi cel D- string (Servicel D) Identification of a message pair, which processes a transaction

o Sal el D—string (SalelD) Identification of a Sale System or a Sale Terminal for the Sale to POI
protocol

o PA | D-string (POIID) Identification of a POl System or a POl Terminal for the Saleto POI
protocol

e Paynent request —Content of the Payment Regquest message.

o Sal eDat a —object (SaleData) Data associated to the Sale System, with a particular value during
the processing of the payment by the POI, including the cards acquisition.

o Paynent Transact i on



= Anpunt sReq — object (AmountsReq) Amounts requested by the Sale System for the
payment and loyalty transaction, containing: The currency which is the same for all these
amounts The requested amount to pay The cash back part of the requested amount for a
payment with cash back The already amount paid for the Sale transaction. Thisis a split
payment, where the Sale Items (the basket) if present is not split. Thetip part of the requested
amount for a payment with tip
= Currency —string (Currency Code)
s Enum Three-letter 1ISO 4217 alphabetical currency code. e.g. " USD" . Vaues
correspond to SO 4217. See the Obtaining API Keys guide for more information.

Check the POS Cloud API reference for more details on required parameters.

The example result below indicates that the payment was successful.

"MessageHeader " :
"Messaged ass": " SERVI CE",
"MessageCat egory": " PAYMENT",
"MessageType": "RESPONSE",
"Servicel D': "1234",
"SalelD': "1992",
"POID': "Zane CMVp"

}

Paynment Response": {
"Response": {
"Resul t": " SUCCESS",
"ErrorCondition": null,

"Addi ti onal Response": "Transaction Success”
}
" Sal eDat a":
"OperatorlD': null,
"Sal eTransactionl D': {
"Transactionl D': "112233",
"Ti meStanp": "2020-04-20T09: 13: 592"
" Sal eRef erencel D': nul | ,
"Sal eTerm nal Data": nul |,
"Customer OrderReq": null,
"Sal eToPA Data": nul |,
" Sal eToAcqui rerData": null
},
"PA Data": {
"PA Transactionl D': {
"Transactionl D': "112233",
"Ti meStanp": "2021-07-14T10: 46: 48. 346623Z"
},
"PA ReconciliationlD': null
}

"Payment Resul t": {

"Payment Type": " NORVAL",

"Payment | nst runment Dat a":
"Paynment | nstrunment Type": " CARD",
"“ProtectedCardData": null,
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"CardDat a": {
"Payment Brand”: "Visa",
"MaskedPAN': "**x*xn
"Paynment Account Ref": nul |,
"EntryMbde": " CONTACTLESS",
" Car dCount ryCode": nul I,
"ProtectedCardbData": null,
"SensitiveCardData": ({
"PAN': null,
" CardSegNunmb": nul |,
"ExpiryDate": null,
"TrackData": nul

},
“Al | owedPr oduct Code": nul
}

1

" Anmount sResp": {
"Currency": null,
" Aut hori zedAmount ": " 3000",
"Tot al Rebat esAmount”: nul |,
"Tot al FeesAnmount": nul |,
"CashBackAnmount": nul |,
"Ti pAnount " " 4"

},
"Mer chant Overri deFl ag": null,
"Capt uredSi gnature": null,
"ProtectedSi gnature": null
"OnlineFlag": true,
" Aut henti cati onMet hod": nul |,
"ValidityDate": null,
"Payment Acqui rerData": {
"AcquirerID': null,
"Merchant1 D': "04380001",
"AcquirerPO I D': "20020722",
"Acqui rerTransactionl D': {
"Transactionl D': "789DE",
“Ti meStanp": "2021-07-14T10: 46: 48. 3466232Z"
" Appr oval Code": null,
"Host Reconci liationlD': nul
}

b _

"Payment Recei pt": {
"Docurment Qual i fier": "SALERECEI PT",
“IntegratedPrintFlag": null,
"Requi redSi gnat ureFl ag": nul I,
"Qut put Content": {

"“Qut put Format ": " TEXT",
"Qut put Text": [{

"Text":
" POSLi nk Testing\r#\r# PAT & PAB\r # Bangal ore\r#\r;
C A A A A o A A A A A A o A A A A o M AP AP A oY
\r#\ r #Aut h code: 1234\ r#\ r #
C O ST S A o S S A A S A A o M A N A A S M ST S A oY
\r#\r# Thank You JSKB\r#\r# PCSLi nk Testing\r#\r#



\r#\r #Aut h code: 1234\ r#\ r #
R L L L L L L L L L L L L L L L L L L L L L L L L L L L L L LIl

\r#\r# Thank You JSKB\r#\r# POSLi nk Testing\r#\r#

"CharacterSet": null,
"Font": null,

"Start Colum": null,
"Color": null,
"CharacterWdth": null,
"CharacterHei ght": null,
"CharacterStyle": null,
"Alignnment": null,
"EndCf Li neFl ag”: nul |

.
" Qut put XHTM.": nul |

Refund

To initiate a Refund transaction make a request to the APl endpoint, specifying:

e POST method
URL - https:.//cst2.test-gsc.vfims.com/oidc/poscl oud/nexo/payment
Authorization — No Auth
Headers:
o Content-Type — application/jason
o Xx-terminal-simulator —true
o Authorization —"user-uid:api" key pair encoded in base64. See the Obtaining API Keys guide for
more information.
Body > Raw — See the request example below.

"MessageHeader": {
"Messaged ass": " SERVI CE",
"MessageCat egory": " PAYMENT",
"MessageType": "REQUEST",
"ServicelD': "1234",
"Sal el D': "1992",
"POID': "Zane CMVb"
1,
"Paynment Request ": {
"Sal eDat a":
“"Qperatorl D': "440010051",
"Sal eTransactionl D':
"Transactionl D': "112233",
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"Ti meStanp": "2020-04-20T14: 43: 59+05: 30"
}

Cust oner Or der Req": [
"string"

],
"Sal eToAcquirerData": "tender=MOTO'

}

"Paynment Transaction": {

"Amount sReq": {
“Currency": "GBP",
"Request edAnount ": "40. 00",
"Ti pAmount": "4"

}
},
"Paynment Data": {

"Payment Type": " REFUND',
"SplitPaynment Fl ag": fal se

}

Required parameters:

e MessageHeader —Message header of the Sale to POI protocol message, It conveys Information related
to the Sale to POI protocol management.
o Messaged ass —string

Enum " SERVI CE", " DEVI CE", " EVENT" Inform the receiver of the class of message to alow: -
Switching of the messages before their processing - Direction of the message (Sale to POI or POI to
Sale) - Flow inside the message belongs to

o MessageCat egor y —string (MessageCategory)

Enum " ABORT" " ADM N" BALANCEI NQUI RY" " BATCH" " CARDACQUI SI TI ON
" CARDREADERAPDU" " CARDREADERI NI T" " CARDREADERPOVNEROFF" " DI AGNCSI S
" DI SPLAY" " ENABLESERVI CE" " EVENT" " GETTOTALS" "1 NPUT" " | NPUTUPDATE"
"LOG N' " LOGOUT" " LOYALTY" " PAYMENT" "PI N' " PRI NT" " RECONCI LI ATl ON"
"REVERSAL" " SOUND" " STOREDVALUE" " TRANSACTI ONSTATUS" " TRANSM T" Allow
the recognition by the receiver of the message of itstype. In aReversal, identify the type of
transaction to reverse (PaymentRequest or LoyaltyRequest) In a TransactionStatus, identify the last
transaction message.

o MessageType —string

Enum " REQUEST" , " RESPONSE" , " NOTI FI CATI ON" Type of message of the Sale to POI
protocol

o Servi cel D- string (Servicel D) Identification of a message pair, which processes a transaction

o Sal el D—string (SalelD) Identification of a Sale System or a Sale Terminal for the Sale to POI
protocol

o PA | D-string (POIID) Identification of a POl System or a POl Terminal for the Sale to POI
protocol

e Paynent request — Content of the Payment Regquest message.



o Sal eDat a — object (SaleData) Data associated to the Sale System, with a particular value during
the processing of the payment by the POI, including the cards acquisition.
o Paynment Tr ansacti on
= Anount sReq — object (AmountsReq) Amounts requested by the Sale System for the
payment and loyalty transaction, containing: The currency which is the same for all these
amounts The requested amount to pay The cash back part of the requested amount for a
payment with cash back The already amount paid for the Sale transaction. Thisis a split
payment, where the Sale Items (the basket) if present is not split. Thetip part of the requested
amount for a payment with tip
m Cur r ency —string (Currency Code)
= Enum Three-letter 1SO 4217 alphabetical currency code. e.g. " USD" . Values
correspond to SO 4217. See the Obtaining API Keys guide for more information.

Check the POS Cloud API reference for more details on required parameters.

The example response below indicates that the refund was successful:

"MessageHeader " :
"Messaged ass": " SERVI CE",
"“MessageCat egory": " PAYMENT",
"MessageType": "RESPONSE",
"Servicel D': "1234",
"SalelD': "1992",
"POID': "Zane CMVo"

}

Paynment Response": {
"Response": {
"Resul t": " SUCCESS",
"ErrorCondition": null,
" Addi ti onal Response": "Transaction Success”
},
" Sal eDat a":
"OperatorID': null,
"Sal eTransactionl D': {
"Transactionl D': "112233",
"Ti meStanp": "2020-04-20T09: 13: 592"

"Sal eRef erencel D': nul |,
"Sal eTerm nal Data": nul |,
"Customer OrderReq": null,
"Sal eToPA Data": null,

" Sal eToAcqui rerData": null

},
"PA Data": {
"PA Transactionl D': {
"Transactionl D': "112233",
"Ti meStanp": "2021-07-19T10: 54: 17.7411127"

}

iDO Reconciliationl D': null

b
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"Payment Resul t": {
" Paynent Type": "REFUND',
"Payment | nst runment Dat a":
"Paynment | nstrunment Type": " CARD",
“ProtectedCardbData": null,
"CardDat a": {
"Paynment Brand”: "Visa",
"MaskedPAN'; "**x*xm
"Payment Account Ref": nul |,
"EntryMode": " CONTACTLESS",
" Car dCount ryCode": nul I,
"ProtectedCardData": null,
"SensitiveCardData": {
"PAN': null,
" Car dSegNunb”: nul I,
"ExpiryDate": null,
"TrackData": nul
}

" | owedPr oduct Code": nul

}

}
" Amount sResp”: {
"Currency": null,
" Aut hori zedAnount ": "40",
" Tot al Rebat esAmount": nul |,
"Tot al FeesAnount": nul |,
"CashBackAmount": nul |,
"Ti pAnmount": "4"
},
“Mer chant Overri deFl ag": null,
" Capt uredSi gnature": null,
"ProtectedSi gnature": null
"Onl i neFl ag": true,
" Aut henti cati onMet hod": nul |,
"ValidityDate": null,
"Paynment Acqui rerData": {
“AcquirerID': null,
“Merchant1 D': "04380001",
"AcquirerPO 1 D': "20020722",
"Acqui rerTransactionl D': {
"Transactionl D': "789DE",
"Ti meStanp": "2021-07-19T10: 54: 17.7411122Z"
}
" Appr oval Code": nul |,
"Host Reconci liationlD': nul
}
b, _
"Payment Recei pt": {
"Docunent Qual i fier": "SALERECEI PT",
"I ntegratedPrintFlag": null,
"Requi redSi gnat ureFl ag": nul I,
"Qut put Content": {
"Qut put Format ": " TEXT",
"Qut put Text": [{
"Text":
" POSLink Testing\r#\ r# PAT & PAB\r# Bangal ore\r#\r;



22222227222222222222222222222222222222222

\r#\ r#Aut h code: 1234\ r#\r #
P??7????????2?22????22°°7?°27?2°°2°7°7°77

\r#\r# Thank You JSKB\r#\r# POSLi nk Testing\r#\r#
C A T A A o S A A A A S A A o M A N A A o M ST S A oY

\r#\ r #Aut h code: 1234\ r#\ r #

C O Sl Sl A o N S S A o A A i S A o A o M S A A o M ST S A oY

\r#\r# Thank You JSKB\r#\r# POSLi nk Testing\r#\r#

"CharacterSet": null,
"Font": null,

"Start Col um": null,
"Color": null,
"CharacterWdth": null,
"CharacterHei ght": null,
"CharacterStyle": null,
"Alignment": null,
"EndOf Li neFl ag”: nul |

.
"Qut put XHTM.": nul |

Abort

Toinitiate an Abort transaction make arequest to the API endpoint, specifying:

POST method
URL - https:.//cst2.test-gsc.vfims.com/oidc/poscl oud/nexo/abort
Authorization — No Auth
Headers:
o Content-Type — application/json
o X-terminal-simulator —true
o Authorization —"user-uid:api" key pair encoded in base64. See the Obtaining APl Keys guide for
more information.
Body > Raw — See the request example below.

"MessageHeader": {
"Messaged ass": " SERVI CE",
"MessageCat egory": "ABORT",
"MessageType": "REQUEST",
"ServicelD': "1234",
"Sal el D': "1992",
"POID': "Zane C\Mp"
}
"Abort Request": {
"messageRef erence": {
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"“messageCat egory": "ABORT",
"servicelD': "string",
"devicelD': "string",
"salelD': "string",
"poiid': "string"

}
"abort Reason": "WongPI N'
"di splayQutput”: {
"responseRequi redFl ag": true,
“m ni mrunDi spl ayTi me": O,
“devi ce": "CASH ERDI SPLAY",
"infoQualify": "STATUS",
"out put Content":
" Qut put Format ": " MESSAGEREF",
"Qut put Text": {
"Text": "string",
"CharacterSet": O,
"Font": "string",
"Start Colum": O,
“Color": "WH TE",
“CharacterWdth": "SI NGLEW DTH"
" Char act er Hei ght": "SI NGLEHEI GHT",
"CharacterStyle": "NORVAL",
“Alignnent": "LEFT",
"EndOf Li neFl ag": true

" Qut put XHTM.": "string",

"Qut put Bar code": {
"bar codeType": "EAN8",
"bar codeVal ue": "string",
"qrcodeBi naryVal ue": "string",
"qrcodeErrorCorrection”: "string"

}

nuEntry": {

"menuEntryTag": " SELECTABLE",

"out put Format ": " MESSAGEREF",

"def aul t Sel ect edFl ag": true,

"predefinedContent™: {
"referencel D': "string",
"l anguage": "string"

}

}
"out put Text": {

"Text": "string",
“CharacterSet": 0,

"Font": "string",

"Start Colum”: O,

"Color": "WH TE",
"CharacterWdth": "SI NGLEW DTH"
" Char act er Hei ght": "SI NGLEHEI GHT",
"CharacterStyle": "NORVAL",
"Alignnment": "LEFT",
"EndCf Li neFl ag": true

}
"out put XHTM.": "string"



}

"out put Si gnature": "string"

Required parameters:

e MessageHeader —Message header of the Sale to POI protocol message, It conveys Information related
to the Sale to POI protocol management.

(e]

Messaged ass —string

Enum " SERVI CE", " DEVI CE", " EVENT" Inform the receiver of the class of message to alow: -
Switching of the messages before their processing - Direction of the message (Sale to POI or POI to
Sale) - Flow inside the message belongs to

MessageCat egor y — string (MessageCategory)

Enum " ABORT" " ADM N" BALANCEI NQUI RY" " BATCH" " CARDACQUI SI TI ON

" CARDREADERAPDU" " CARDREADERI NI T" " CARDREADERPONEROFF" " DI AGNCSI S*

" DI SPLAY" " ENABLESERVI CE" " EVENT" " GETTOTALS" "1 NPUT" " | NPUTUPDATE"
"LOG N' "LOGOUT" " LOYALTY" " PAYMENT" " PI N' " PRI NT" " RECONCI LI ATI ON"
"REVERSAL" " SOUND" " STOREDVALUE" " TRANSACTI ONSTATUS" " TRANSM T" Allow
the recognition by the receiver of the message of itstype. In aReversal, identify the type of
transaction to reverse (PaymentRequest or LoyaltyRequest) In a TransactionStatus, identify the last
transaction message. Allow the recognition by the receiver of the message of itstype. In a Reversal,
identify the type of transaction to reverse (PaymentRequest or LoyaltyRequest) In a
TransactionStatus, identify the last transaction message.

MessageType —string

Enum " REQUEST" , " RESPONSE" , " NOTI FI CATI ON" Type of message of the Sale to POI
protocol

o Servi cel D- string (Servicel D) Identification of a message pair, which processes a transaction

(0]

Sal el D—string (SalelD) Identification of a Sale System or a Sale Terminal for the Sale to POI
protocol

PO | D—string (POIID) Identification of a POl System or a POl Terminal for the Sale to POI
protocol

e Abort request —object (AbortRequest)

(0]
(0]

(e}

MessageRef er ence — object (MessageReference)
Abor t Reason - string.

It conveys Information requested for identification of the message request carrying the transaction to
abort. A message to display on the CustomerError Device could be sent by the Sale System
(DisplayOutput) Ammount sReq — object (AmountsReq) Amounts requested by the Sale System for
the payment and loyalty transaction, containing: The currency which isthe same for all these
amounts The requested amount to pay The cash back part of the requested amount for a payment
with cash back The aready amount paid for the Sale transaction. Thisis a split payment, where the
Sale Items (the basket) if present is not split. Thetip part of the requested amount for a payment
with tip

Di spl ayQut put — object (DisplayOutput)



Check the POS Cloud API reference for more details on required parameters.

Note! A successful Abort request returns aresponse with a200 OK HTTP status code and no body.

“status": "OK"

Transaction Status

To initiate a Last Transaction make arequest to the APl endpoint, specifying:

POST method
URL - https:.//cst2.test-gsc.viims.com/oidc/poscl oud/nexo/transacti onstatus
Authorization — No Auth
Headers:
o Content-Type — application/json
o Xx-terminal-simulator —true
o Authorization —"user-uid:api" key pair encoded in base64. See the Obtaining APl Keys guide for
more information.
e Body > Raw — See the request example below.

Note! For the "POIID" parameter use one of the following values. "Zane CM5" or "Devarg P400".

"MessageHeader": {
"Messaged ass": " SERVI CE",
"MessageCat egory": " TRANSACTI ONSTATUS",
"MessageType": "REQUEST",
"ServicelD': "1234",
"SalelD': "1992",
"PAOI1D': "Devaraj P400"
}
"Transacti onSt at usRequest ": {
"MessageRef erence": {
"messageCat egory": " TRANSACTI ONSTATUS",
"servicelD': "string",
"devicelD': "string",
"salelD': "string",
"poiid": "string"
}
"Recei pt ReprintFl ag": true,
"Docunent Qual i fier": "SALERECEI PT"

}
Required parameters:
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e MessageHeader —Message header of the Sale to POI protocol message, It conveys Information related
to the Sale to POI protocol management.
o Messaged ass —string.

Enum " SERVI CE", " DEVI CE", " EVENT" Inform the receiver of the class of messageto allow: -
Switching of the messages before their processing - Direction of the message (Sale to POI or POI to
Sale) - Flow inside the message belongs to.

o MessageCat egor y —string (MessageCategory).

Enum " ABORT" " ADM N" BALANCEI NQUI RY" " BATCH" " CARDACQUI SI TI ON
" CARDREADERAPDU" " CARDREADERI NI T" " CARDREADERPONEROFF" " DI AGNCSI S*
" DI SPLAY" " ENABLESERVI CE" " EVENT" " GETTOTALS" "1 NPUT" " | NPUTUPDATE"
"LOG N' "LOGOUT" " LOYALTY" " PAYMENT" " PI N' " PRI NT" " RECONCI LI ATI ON"
" REVERSAL" " SOUND" " STOREDVALUE" " TRANSACTI ONSTATUS" " TRANSM T" Allow
the recognition by the receiver of the message of itstype. In a Reversal, identify the type of
transaction to reverse (PaymentRequest or LoyaltyRequest) In a TransactionStatus, identify the last
transaction message.

o MessageType —string.

Enum " REQUEST" , " RESPONSE" , " NOTI FI CATI ON" Type of message of the Sale to POI
protocol.

o Servi cel D- string (Servicel D) Identification of a message pair, which processes a transaction.

o Sal el D—string (SalelD) Identification of a Sale System or a Sale Terminal for the Sale to POI
protocol.

o PA | D-string (POIID) Identification of a POl System or a POl Terminal for the Sale to POI
protocol.

e Transact i onSt at usRequest —object (TransactionStatusRequest)

o MessageRef er ence —object (MessageReference)

o Recei pt Repri nt Fl ag - boolean (ReceiptReprintFlag). Allow to reprint areceipt with a
TransactionStatus message.

o Docunent Qual i fi er —string (DocumentQualifier).

Enum " SALERECEI PT" , " CASH ERRECEI PT", " CUSTOMERRECEI PT" ," DOCUMENT" ,
" VOUCHER' , " JOURNAL" . Qualification of the document to print to the Cashier or the Customer

Check the POS Cloud API reference for more details on required parameters.

The example result below indicates that the last transaction was successful.

"MessageHeader " :
"Messaged ass": " SERVI CE",
"MessageCat egory": " TRANSACTI ONSTATUS",
"MessageType": "RESPONSE",
"ServicelD': "1234",
"SalelD': "1992",
"PO I D': "Devaraj P400"
}

"Transacti onSt at usResponse”: {
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"Response": {
"Resul t": " SUCCESS",
"ErrorCondition": null,
" Addi ti onal Response": "Transaction Success”

}

MessageRef erence”: nul |,
" Repeat edMessageResponse”: {
"MessageHeader": {
"Messaged ass": " SERVI CE"
"MessageCat egory": " TRANSACTI ONSTATUS"
"MessageType": " RESPONSE",
"ServicelD': "1234",
"SalelD': "1992",
"PO I D': "Devaraj P400"
}
" Repeat edResponseMessageBody": {
" Paynment Response”: {
"Response": {
"Result": null,
"ErrorCondition": null,
" Addi t i onal Response"”: nul

}

al eData": nul |,
"PA Data": {
"PA Transactionl D': {
"Transactionl D': "789DE",
"TimeStanp": "2021-07-15T08:47:08.842979Z2"

"bClReconciliationID': nul

}

Payment Resul t": {
" Paynment Type": nul |,
"Payment | nstrument Dat a":
“Payment | nstrunment Type": " CARD",
"ProtectedCardData": null,
"CardDat a": {
"Payment Brand": "Visa",
"MaskedPAN': "**x*xn
"Payment Account Ref": nul |,
"EntryMode": " CONTACTLESS",
" CardCount ryCode": null,
"ProtectedCardData": null,
"SensitiveCardData": {
"PAN': null,
"Car dSegNunb": nul I,
"ExpiryDate": null,
"“TrackData": nul

},
“Al | onedPr oduct Code": nul
}

¥

" Amount sResp”: null,

“Mer chant Overri deFl ag": null,
" Capt uredSi gnature": null,
"ProtectedSi gnature": null



"OnlineFl ag": nul

“Val i di t yDat e":

"Aut henti cati onMet hod":
nul |,

nul |,

"Paynment Acqui rerData": {

"“AcquirerlD":
“Merchant| D":

nul |,
nul |,
"AcquirerPO | D":

nul |,

"Acqui rerTransactionl D': {

"Transactionl D':
"Ti meSt anp”:

" Appr oval Code"
"Host Reconciliationl D':

}
}, _
"Paynment Recei pt": {

"Docunent Qualifier":
"I ntegratedPrintFlag":
"Requi r edSi gnat ur eFl ag":
"Qut put Content": {

"Qut put For mat " :

[{
PAT & PAB\r#

"Qut put Text":
"Text":

" POSLink Testing\r#\ r#
PPPPVPPVPPPPPPV2V222222222222222722

\r#\r #Aut h code:
e L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L L)

\r#\ r #Aut h code:
L L L L L L L L L L L L L L L L L L L L L L L L L L L L LIl

\r#\r# Thank You JSKB\r#\r#

"Char acter Set":
nul |,

"Start Col um":
nul |,
"CharacterwWdth":
" Char act er Hei ght ":
"CharacterStyle":
“Alignment":
"EndOf Li neFl ag”:

"Font":

"Col or":

.
"Qut put XHTM." :

}

"Rever sal Response”: nul

" 789DE",
"2021-07-15T08: 47: 08. 842979Z"

: nul |,

nul |

" SALERECEI PT",
nul |,
nul |,

" TEXT",

Bangal ore\r#\r;
1234\ r#\r #
POSLi nk Testing\r#\r#
1234\ r#\ r #
POSLi nk Testing\r#\r#
nul |,
nul |,
nul |,
nul |,
nul |,
nul |,

nul |

nul |



Reversal/Void

This operation initiates atransaction reversal. A cancel request allows to abort an in-progress payment. Once the
cancel request is received before a payment is Approved, the payment is cancelled.

To make avoid request to the API endpoint, specify the following:

POST method
URL - https:.//cst2.test-gsc.vfims.com/oidc/poscloud/nexo/reversal
Authorization — No Auth
Headers:
o Content-Type — application/json
o X-terminal-simulator —true
o Authorization —"user-uid:api" key pair encoded in base64. See the Obtaining APl Keys guide for
more information.
e Body > Raw — See the request example below.

Note! For the "POIID" parameter use one of the following values: "Zane CM5" or "Devarg] P400".

"MessageHeader": {
“poiid": "string",
"Messaged ass": " SERVI CE",
"MessageCat egory": "REVERSAL",
"MessageType": "REQUEST",
"Servicel D': "23211",
"Sal el D': "Reversal POS",
"PO I D': "Devaraj P400"

"Rever sal Request": {
"Sal eDat a": {
"OperatorID': "string",
"Sal eTransactionl D":
"Transactionl D': "4321431431",
"Ti meStanp": "2021-02-25T07:42: 12. 580Z"

" Sal eRef erencel D': "string",

"Sal eTerm nal Data": {},

"Customer OrderReq": [
"string"

1.
"Sal eToPA Dat a":
VTPV ANV A\ oAV "denmp_host AV VAT BV T NNV 204667\0 N NV dV AV Tt 36.

"Sal eToAcquirerData": "string"

b
"o

gi nal PO Transaction": {
"poiid": "string",
"SalelD': "string",
"POID': "string",
"PA Transactionl D': {
“Transactionl D': "210319074008",


https://cst2.test-gsc.vfims.com/oidc/poscloud/nexo/reversal
https://verifone.cloud/docs/online-payments/api-authentication#encoding-api-key

"Ti meStanmp": "2021-02-25T07:42:12.580Z"
}

"Rever sal Reason": " CUSTCANCEL",
"CustomerOrder”: {
"CustomerOrderI D': "string",
"StartDate": "2021-02-25T07:42:12.580Z",
" For ecast edAnmount ": " 34. 00",
"OpenOrder State": true,
"Currency": "string",
"Addi tional I nformation": "string"

}
Required parameters:

e MessageHeader —Message header of the Sale to POI protocol message, It conveys Information related
to the Sale to POI protocol management.
o Messaged ass —string

Enum " SERVI CE", " DEVI CE", " EVENT" Inform the receiver of the class of message to alow: -
Switching of the messages before their processing - Direction of the message (Sale to POI or POI to
Sale) - Flow inside the message belongs to

o MessageCat egor y —string (MessageCategory)

Enum " ABORT" " ADM N" BALANCEI NQUI RY" " BATCH" " CARDACQUI SI TI ON
" CARDREADERAPDU" " CARDREADERI NI T* " CARDREADERPOVNEROFF" " DI AGNCSI S*
"Dl SPLAY" "ENABLESERVI CE" " EVENT" " GETTOTALS" "1 NPUT" " | NPUTUPDATE"
"LOG N' " LOGOUT" " LOYALTY" " PAYMENT" " PI N' " PRI NT" " RECONCI LI ATI ON*
" REVERSAL" " SOUND" " STOREDVALUE" " TRANSACTI ONSTATUS" " TRANSM T" Allow
the recognition by the receiver of the message of itstype. In aReversal, identify the type of
transaction to reverse (PaymentRequest or LoyaltyRequest) In a TransactionStatus, identify the last
transaction message.

o MessageType —string

Enum " REQUEST" , " RESPONSE" , " NOTI FI CATI ON" Type of message of the Sale to POI
protocol

o Servi cel D- string (Servicel D) Identification of a message pair, which processes a transaction

o Sal el D—string (SalelD) Identification of a Sale System or a Sale Terminal for the Sale to POI
protocol

o PA | D-string (POIID) Identification of a POl System or a POl Terminal for the Sale to POI
protocol

e Rever sal Request —object (ReversalRequest)
o Original PO Transact i on - Identification of a previous POI transaction
o Rever sal Reason —string (ReversalReason. Reason of the payment or loyalty reversal

Enum " CUSTCANCEL" , " MERCHANTCANCEL" , " MALFUNCTI ON' " UNABLE2COM_P" .

Check the POS Cloud API reference for more details on required parameters.



https://verifone.cloud/api-catalog/pos-cloud-service-api-reference#operation/processReversal

The example result below indicates that the payment was successful.

"MessageHeader": {
"Messaged ass": " SERVI CE"
"“MessageCat egory": "REVERSAL",
"MessageType": "RESPONSE",
"Servicel D': "23211",
"Sal el D': "Reversal POS",
"PO I D': "Devaraj P400"
}
"Rever sal Response": {
"Response":
"Resul t": " SUCCESS",
"ErrorCondition": null,
" Addi ti onal Response": "Transaction Success”

}

i gi nal PO Transaction": {
"SalelD': null,
"POID": null
"PA Transactionl D': {
"Transactionl D': null,
"Ti meStanp": "2021-07-16T06: 53: 06. 9550462Z"
}
},
"PO Dat a":
"PA Transactionl D': {
"Transactionl D': null,
"Ti meStanp”: "2021-07-16T06: 53: 06. 9550462Z"

"PA ReconciliationlD': nul
T,
"Rever sedAnount”: "0",
"CustomerOrder”: {

"CustonerOrderI D': nul |,

"StartDate": null,

"For ecast edAmount ": 0.0,

"OpenOrder State": true,

"Currency": null,

"Addi tional I nformati on": nul

}

Payment Recei pt": {
"Docunent Qual i fier": "SALERECEI PT",
"I ntegratedPrintFlag": null,
"Requi redSi gnat ureFl ag": nul I,
"Qut put Content": {
"Qut put Format": " TEXT",
"Qut put Text": [{
"Text":

" POSLi nk Testing\r#\r# PAT & PAB\r # Bangal ore\r#\r;
e L L L L L L P L L L b L L b L L L b L b b o bt}

\r#\ r #Aut h code: 1234\ r#\ r #
DDDDDDDDVIVIVIIVIVIVIDIVIVIDIVIVIVIVIIIIVIVIIIIIIIIIIID

\r#\r# Thank You JSKB\r#\r# POSLi nk Testing\r#\ r#
PPPPVPPVPVPPPPV2222222222222222227227



\r#\r #Aut h code: 1234\ r#\ r #
R L L L L L L L L L L L L L L L L L L L L L L L L L L L L L LIl

\r#\r# Thank You JSKB\r#\r# POSLi nk Testing\r#\r#

"CharacterSet": null,
"Font": null,

"Start Colum": null,
"Color": null,
"CharacterWdth": null,
"CharacterHei ght": null,
"CharacterStyle": null,
"Alignnment": null,
"EndCf Li neFl ag”: nul |

.
" Qut put XHTM.": nul |

Back to Getting Started page.

Link to the next page.


https://verifone.cloud/docs/in-store-payments/getting-started-0

