verifone

Protocol Specifications

This section describes the details of the protocol specifications which need to be sent to Verifone SCA by POS.

Protocol

e MESSAGE FORMAT

Administration

e REGISTER

e REGISTER ENCRYPTION
¢ UNREGISTER

e UNREGISTERALL

e TESTMAC

e START SESSION

e FINISH SESSION

e SET DATE AND TIME
e GET COUNTER

* LANE CLOSED

e APPLY UPDATES

Secondary Port Transactions

o CANCEL

o CONFIRMATION
e GET SAF STATUS
« REBOOT

e STATUS

o UPDATE QUERY
o UPDATE STATUS

Retail and Restaurant

e CARD VALIDATION
e« AUTHORIZE

o« CAPTURE

o CREDIT

 VOID

Restaurant and Bar Only

« ADD TIP

« CLOSE TAB
« DELETE TAB
« OPEN TAB

e RESET TIP
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https://verifone.cloudprotocol_spec/message_format
https://verifone.cloudprotocol_spec/administration/register
https://verifone.cloudprotocol_spec/administration/register_enc
https://verifone.cloudprotocol_spec/administration/unregister
https://verifone.cloudprotocol_spec/administration/unregister_all
https://verifone.cloudprotocol_spec/administration/test_mac
https://verifone.cloudprotocol_spec/administration/start_session
https://verifone.cloudprotocol_spec/administration/finish_session
https://verifone.cloudprotocol_spec/administration/set_date_time
https://verifone.cloudprotocol_spec/administration/get_counter
https://verifone.cloudprotocol_spec/administration/lane_closed
https://verifone.cloudprotocol_spec/administration/apply_updates
https://verifone.cloudprotocol_spec/secondary_port/cancel
https://verifone.cloudprotocol_spec/secondary_port/confirmation
https://verifone.cloudprotocol_spec/secondary_port/get_saf_status
https://verifone.cloudprotocol_spec/secondary_port/reboot
https://verifone.cloudprotocol_spec/secondary_port/status
https://verifone.cloudprotocol_spec/secondary_port/update_query
https://verifone.cloudprotocol_spec/secondary_port/update_status
https://verifone.cloudprotocol_spec/retail_restaurant/card_validation
https://verifone.cloudprotocol_spec/retail_restaurant/authorize
https://verifone.cloudprotocol_spec/retail_restaurant/capture
https://verifone.cloudprotocol_spec/retail_restaurant/credit
https://verifone.cloudprotocol_spec/retail_restaurant/void
https://verifone.cloudprotocol_spec/restaurant_bar/add_tip
https://verifone.cloudprotocol_spec/restaurant_bar/close_tab
https://verifone.cloudprotocol_spec/restaurant_bar/delete_tab
https://verifone.cloudprotocol_spec/restaurant_bar/open_tab
https://verifone.cloudprotocol_spec/restaurant_bar/reset_tip
https://verifone.cloud/docs/sca-functional-specification/protocol_spec
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SAF

* SAF REMOVE
e SAF QUERY
e SAF EDIT

Gift Card Transaction

o ACTIVATE

« ADD VALUE

o BALANCE INQUIRY
e BLOCK ACTIVATE

e CLOSE/CASH OUT
o DEACTIVATE

o REACTIVATE

EBT Transaction

o« BALANCE INQUIRY

Receipt Data

e Sale - EMV CTLS

e Sale - EMV Contact

e Sale - MSR

e Sale - EMV Contact with Signature
e Sale - MSR with Signature

e Sale - Manual Entry

e Sale - Debit - EMV Contact

e Sale - Decline (MSR)

e Sale - Decline (EMV)

e Sale - Completion

e Refund - EMV Contact

e Refund - MSR

e Refund - Decline (EMV)

e Void - Sale

e Void - Refund

e Receipt Sample: Gift - Activate
o Gift - Activation (Declined)

o Gift - Add Value (Declined)

e Gift - Balance Inquiry (Manual)
o Gift - Balance Inquiry (MSR)

¢ Gift - Sale (MSR)
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https://verifone.cloudprotocol_spec/saf_remove
https://verifone.cloudprotocol_spec/saf_query
https://verifone.cloudprotocol_spec/saf_edit
https://verifone.cloudprotocol_spec/gift_card/activate
https://verifone.cloudprotocol_spec/gift_card/add_value
https://verifone.cloudprotocol_spec/gift_card/balance_inquiry
https://verifone.cloudprotocol_spec/gift_card/block_activate
https://verifone.cloudprotocol_spec/gift_card/close_cashout
https://verifone.cloudprotocol_spec/gift_card/deactivate
https://verifone.cloudprotocol_spec/gift_card/reactivate
https://verifone.cloudprotocol_spec/ebt/ebt_balance_inquiry
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_emv_ctls
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_emv_ct
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_msr
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_emv_ct_sign
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_msr_sign
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_manual_entry
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_debit_emv_ct
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_decline_msr
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_decline_emv
https://verifone.cloudprotocol_spec/receipt/receipt_sample_sale_completn
https://verifone.cloudprotocol_spec/receipt/receipt_sample_refund_emv_ct
https://verifone.cloudprotocol_spec/receipt/receipt_sample_refund_msr
https://verifone.cloudprotocol_spec/receipt/receipt_sample_refund_decline_emv
https://verifone.cloudprotocol_spec/receipt/receipt_sample_void_sale
https://verifone.cloudprotocol_spec/receipt/receipt_sample_void_refund
https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_activate
https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_activatn_decline
https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_addval_decline
https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_balance_manual
https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_balance_msr
https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_sale_msr
https://verifone.cloud/docs/sca-functional-specification/protocol_spec

verifone

¢ Gift - Sale (Manual)

o Gift - Refund (MSR)

e Gift - Refund (Manual)

¢ Gift - Void

e EBT - Sale (Cash Benefit)
e EBT - Sale (Food Stamps)
e EBT - Balance Inquiry

Schedule Settlement
e SETTLE
Token Query
o TOKEN QUERY
Line Item Display

» ADD

o LINE ITEM _END
« OVERRIDE

e REMOVEALL

e REMOVE

e SHOW

Device Transactions

o CANCEL DISPLAY LEFT PANEL
e CHARITY DONATION

e CHECK BOX

e CUSTOMER BUTTONS
e CUSTOMER QUESTION
e SURVEY5

e SURVEY10

e SURVEY

e GET DEVICENAME

e DISPLAY IMAGE

e DISPLAY LEFTPANEL

e DISPLAY MESSAGE

e DISPLAY QRCODE

» EMAIL

e GET CARD DATA

e LOYALTY
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https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_sale_manual
https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_refund_msr
https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_refund_manual
https://verifone.cloudprotocol_spec/receipt/receipt_sample_gift_void
https://verifone.cloudprotocol_spec/receipt/receipt_sample_ebt_sale_cash
https://verifone.cloudprotocol_spec/receipt/receipt_sample_ebt_sale_food
https://verifone.cloudprotocol_spec/receipt/receipt_sample_ebt_balance
https://verifone.cloudprotocol_spec/settlement/settlement
https://verifone.cloudprotocol_spec/token/token_query
https://verifone.cloudprotocol_spec/line_item_display/add_merchandise
https://verifone.cloudprotocol_spec/line_item_display/line_item_end
https://verifone.cloudprotocol_spec/line_item_display/override
https://verifone.cloudprotocol_spec/line_item_display/remove_all
https://verifone.cloudprotocol_spec/line_item_display/remove
https://verifone.cloudprotocol_spec/line_item_display/show
https://verifone.cloudprotocol_spec/device_transaction/cancel_display_left_panel
https://verifone.cloudprotocol_spec/device_transaction/charity_donatn
https://verifone.cloudprotocol_spec/device_transaction/checkbox
https://verifone.cloudprotocol_spec/device_transaction/cust_buttons
https://verifone.cloudprotocol_spec/device_transaction/cust_question
https://verifone.cloudprotocol_spec/device_transaction/cust_survey_5
https://verifone.cloudprotocol_spec/device_transaction/cust_survey_10
https://verifone.cloudprotocol_spec/device_transaction/cust_survey
https://verifone.cloudprotocol_spec/device_transaction/device_name_query
https://verifone.cloudprotocol_spec/device_transaction/display_image
https://verifone.cloudprotocol_spec/device_transaction/display_left_panel
https://verifone.cloudprotocol_spec/device_transaction/display_message
https://verifone.cloudprotocol_spec/device_transaction/display_qrcode
https://verifone.cloudprotocol_spec/device_transaction/email_capture
https://verifone.cloudprotocol_spec/device_transaction/get_card_data
https://verifone.cloudprotocol_spec/device_transaction/loyalty_capture
https://verifone.cloud/docs/sca-functional-specification/protocol_spec
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e GET PARM

e GET PAYMENT TYPES
« CREDIT_APP

« VERSION

e SET DEVICENAME

e SET PARM

* SIGNATURE

¢ SIGNATURE EX

Barcode

¢ CONFIGURE BARCODE

e SET SYMBOLOGY

e TEST BARCODE

¢ SCAN BARCODE (Single Scan)
¢ BARCODE START (Multi-Scan)
¢ BARCODE STOP (Multi-Scan)
o DISABLE ALL SYMBOLOGY

Reports

e DAILY SUMMARY/PRE-SETTLEMENT
e DUPLICATE CHECK

e LAST TRANSACTION

e SETTLE ERROR

e SETTLEMENT SUMMARY

e TRANSACTION SEARCH
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https://verifone.cloudprotocol_spec/device_transaction/parameters_query
https://verifone.cloudprotocol_spec/device_transaction/payment_types_query
https://verifone.cloudprotocol_spec/device_transaction/quick_credit_application
https://verifone.cloudprotocol_spec/device_transaction/retrieve_version
https://verifone.cloudprotocol_spec/device_transaction/set_device_name
https://verifone.cloudprotocol_spec/device_transaction/set_parameters
https://verifone.cloudprotocol_spec/device_transaction/signature_capture
https://verifone.cloudprotocol_spec/device_transaction/signature_capture_expanded
https://verifone.cloudprotocol_spec/barcode/configure_barcode
https://verifone.cloudprotocol_spec/barcode/set_symbology
https://verifone.cloudprotocol_spec/barcode/test_barcode
https://verifone.cloudprotocol_spec/barcode/scan_barcode
https://verifone.cloudprotocol_spec/barcode/barcode_start
https://verifone.cloudprotocol_spec/barcode/barcode_stop
https://verifone.cloudprotocol_spec/barcode/disable_all_symbology
https://verifone.cloudprotocol_spec/reports/dailysummary_presettlement
https://verifone.cloudprotocol_spec/reports/duplicate_check
https://verifone.cloudprotocol_spec/reports/last_transaction
https://verifone.cloudprotocol_spec/reports/settle_error
https://verifone.cloudprotocol_spec/reports/settlement_summary
https://verifone.cloudprotocol_spec/reports/transaction_search
https://verifone.cloud/docs/sca-functional-specification/protocol_spec

