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REGISTER_ENCRYPTION

This command is used when full packet encryption is to be implemented.
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Field Rule Type Minimum Maximum

Static

FUNCTION_TY PE Required Value N/A N/A
. Static
COMMAND Required Value N/A N/A
Base64
KEY Required  Encoded
Data
REG VER Conditional List 1 2
Example

Following is an example of request packet

<TRANSACTI ON\>

<FUNCTI ON_TYPE>SECURI TY</ FUNCTI ON_TYPE>
<COMVAND>REG STER ENCRYPTI ON</ COVIVAND>
<KEY> ... </ KEY>

<REG VER>2</ REG VER>

</ TRANSACTI ON>

Response Packet

Field Type Value
RESPONSE_TEXT Character Registered

Value(s)

SECURITY

REGISTER_ENCRYPTION

Possible values:

e 1-SHA1 with
PKCS padding

e 2-SHA2 with
OAEP padding

e Empty - Uses
SHA1 with
PKCS padding
(by default)

Description

Processor response text.

Description

Type of
function.

Command
name

RSA 2048-bit
public key pair
signed by a
(possibly) self-
signed
certificate. This
isused to
decrypt the
MAC_KEY
returned in the
response. This
valueis Base64
encoded.

If REG_VERIs
not sent, then it
will be treated
asREG VER
1.



Field Type
RESULT Character

RESULT_CODE Numeric

TERMINATION_STATUS Character

Base64
TERMINAL_KEY Encoded

Data
MAC_LABEL Character
ENTRY_CODE Character

Example

Value

Valid values; OK or
ERROR

Valid values:

-1
59001
59020
59040
59051

SUCCESS or
FAILURE

Encrypted AES-128
with Public Key

P_<Random String>

Vaue entered by
user

Following is an example of response packet

<RESPONSE>

<RESPONSE_TEXT>Regi st er ed</ RESPONSE_TEXT>

<RESULT>CK</ RESULT>

<RESULT _CODE>- 1</ RESULT CODE>
<TERM NATI ON_STATUS>SUCCESS</ TERM NAT| ON_STATUS>
<TERM NAL_KEY> ... </ TERM NAL_KEY>
<MAC_LABEL>aBC124</ MAC_LABEL>

<ENTRY_CODE>..</ ENTRY CODE>

</ RESPONSE>

Note

The COUNTER resets to 0 with each REGISTER command.

Description

This indicates the Result details.

This indicates the result code. Refer to
Result/Error Codes for details.

This indicates the transaction termination status.
Thisisthe overall status of the transaction
irrespective of approved or declined. Like, if the
output is generated then the status is SUCCESS
and if no output is generated then the status will
be FAILURE.

Thisisthe terminal key used to encrypt and
decrypt the transaction data. It will appear as
Base64 data. The decoded, decrypted
TERMINAL_KEY isto be used asthe MAC Key
when encryption is enabled.

Value to be stored by POS
Appears as a Base64 encoded, encrypted value

representing 8-character code sent in response for
POS to validate.
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Samplefor Register Encryption 1.0:

SCI_REQUEST

<TRANSACTI O\>

<FUNCTI ON_TYPE>SECURI TY</ FUNCTI ON_TYPE>

<COMVAND>REQ STER ENCRYPTI ON</ COVIVAND>

<REG VER>1</ REG VER>

<KEY>

M | Bl j ANBgkghki GOWOBAQEFAACCA@BAM | BCgKCAQEASNMBCNGUBdI j vsOLi 5S349¢c1S1pLin7t QVmQ
</ KEY>

</ TRANSACTI ON>

SCI_RESPONSE

<RESPONSE>

<RESPONSE_TEXT>Regi st ered P_YI 1SVE</ RESPONSE_TEXT>

<RESULT>OK</ RESULT>

<RESULT_ CODE>- 1</ RESULT _CODE>

<TERM NATI ON_STATUS>SUCCESS</ TERM NATI ON_STATUS>

<MAC_LABEL>P_YI 1SWE</ MAC LABEL>

<ENTRY_CODE>

UuSM +Rs/ f ELRH23YO7R4r / U3OTul153A+2z OSA/ NE203WL9+aP/ aAyoYTaeF| 4K6yNQDYSZuQAASHRO
</ ENTRY_CODE>

<TERM NAL_KEY>

U7GsM v3Gd3ZIl b2j 0/ 0/ 9CTdi Br KRIRCdoysl | uTQ@250hGADEM YD954BD7v 8r 5WQUc OMYf V+v9GN)I Y
</ TERM NAL_KEY>

</ RESPONSE>

Explanation:

Private key in base 64
: M| EpAl BAAKCAQEAs4gXJt 6df XNi 6L3UmGZ0ed phl Zdgf VpQROXyyGULpZ2i | 7cl | AXOLxH1L68'
/1 2/ yPVOMeAH2y pNpt | b2Qr 2041 dxDu4nGVHk 7CVp8COMKXpl j Y+RaFqk TYM+rhPi wDPLod D31 Khi / ZBc

Private key in base 64 length : 1592

Public key in base 64

: M Bl j ANBgkghki GOWOBAQEFAACCABAM | BCgKCAQEAs4gXJt 6df XNi 6L3UnGZ0ed phl Zdgf VpQ
112/ yPVOMe AH+2ypNpt | b2Qr 2041 dxDu4nGVvHk 7CVp8COWKxpl j Y+RaFgk TYM+hPi wDPLodD3I Khi / ZB

Public key in base 64 length : 392
Register Request

<TRANSACTI ON>
<FUNCTI ON_TYPE>SECURI TY</ FUNCTI ON_TYPE>
<COMVAND>REG STER_ENCRYPTI ON</ COMVAND>  <KEY>



M | Bl j ANBgkghki GOWOBAQEFAACCAGBAM | BCgKCAQEAS 4gXJt 6df XNi 6L3UNGZ0eG phl Zdgf VpQROX)
</ KEY>
</ TRANSACTI ON>

Register Response:

<RESPONSE>

<RESPONSE_TEXT>Regi st ered P_KD1S7Y</ RESPONSE_TEXT>

<RESULT>OK</ RESULT>

<RESULT CODE>- 1</ RESULT _CODE>

<TERM NATI ON_STATUS>SUCCESS</ TERM NATI ON_STATUS>

<MAC LABEL>P KD1S7Y</ MAC LABEL> <ENTRY_CODE>

r kr 8DDwWPy hW5f f dAUs 9AG20LCo8Dt KnxezVVODPi gwBJ8BLo0j Qei xBpZAoj 1DwJoJ4j Y28T5kK3uel MBKt
</ ENTRY_ CODE>

<TERM NAL_KEY>

| 5hEg80188g1KBQLOI OSxt PQ bvCenM CWhDhz68QuZZCpm 08BHVI +y VUXYCOG Qe/ HgYVaC+nCt / Ub:
</ TERM NAL_KEY>

</ RESPONSE>

encrypt edMacKey : | 5hEg80188g1KBQLOI Osxt PQt bvCenM CvhDhz68QuZZCpni 08BHVI +y VUXYCO
The Requested entry code was: FAAE4612

The Returned entry code was: FAAE4612

The Entry Codes match.

decoded macKey in base64 : JKGtpFJEbWWWNeZt G ae/ Q==

Samplefor Register Encryption 2.0:

SCI_REQUEST

<TRANSACTI O\>

<FUNCTI ON_TYPE>SECURI TY</ FUNCTI ON_TYPE>

<COMVAND>REQ STER ENCRYPTI ON</ COVIVAND>

<REG VER>2</ REG VER>

<KEY>

M | Bl j ANBgkghki GOWOBAQEFAACCA@BAM | BCgKCAQEAs0Z8Coi ZI / @BTg71Br WBg5Ay 140QyL5r 6/ zx:
</ KEY>

</ TRANSACTI ON>

SCI_RESPONSE

<RESPONSE>

<RESPONSE_TEXT>Regi st ered P_VS2NXH</ RESPONSE_TEXT>

<RESULT>OK</ RESULT>

<RESULT_ CODE>- 1</ RESULT_CODE>

<TERM NATI ON_STATUS>SUCCESS</ TERM NATI ON_STATUS>

<MAC_LABEL>P_VS2NXH</ MAC LABEL>

<ENTRY_CODE>

i sl fyQagacj 51 AA7i xeRSINWLW2| eWW SF4I z7] +Ryu9VAt ugl Zr nl cuBt UbJx16Lj +TWDA/ j u5r xL/ C
</ ENTRY_CODE> <TERM NAL_KEY>

BVchapglW AnWrD31uPl Br nk NdRI CLi AD+4QVA0ALI 16KKNyHi / VI EXaZf | XbZ17ysCi zr baPr KwR/ OE:



</ TERM NAL_KEY>
</ RESPONSE>



