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|ncremental Auth - V1

This API is used to initiate payment requests specifying the following details:

Request Details Values
Method POST
URL https://{ ENVIRONM ENT}/oidc/poscl oud/nexo/payment

https://verifone.cloud/docs/in-store-payments/integrati on-set-terminal #step-
3 003a 00a0setting-up-basi c-auth-in-postman

Authorization

Headers:

Content-Type
application/json
X-terminal-
simulator true

x-site-entity-id  Entity ID of child to be passed in case parent token is used while calling this API.

"user-uid:api" key pair encoded in base64. See the Obtaining APl Keys guide for more
information.

Authorization
Body > Raw See the request example below.

Check the POS Cloud API reference for more details on the required parameters.

Required parameters Description
MessageHeader Object
MessageHeader . MessageCd ass " SERVI CE"
MessageHeader . MessageCat egory " PAYMENT"
M essageHeader.MessageType "REQUEST"
M essageHeader.Servicel D String
MessageHeader.Salel D String
M essageHeader.POIID String
PaymentRequest Object

PaymentRequest.SaleData Object


/docs/in-person-payments/pos-cloud-integration/payment-operations/incremental-auth-v1
https://verifone.cloud/docs/in-store-payments/integration-set-terminal#step-3__003a__00a0setting-up-basic-auth-in-postman  
https://verifone.cloud/docs/in-store-payments/integration-set-terminal#step-3__003a__00a0setting-up-basic-auth-in-postman  
https://verifone.cloud/docs/online-payments/api-authentication#encoding-api-key
https://verifone.cloud/api-catalog/pos-cloud-service-api-reference#operation/processPayment

Required parameters Description

PaymentRequest. Transactionl D String
PaymentRequest. TimeStamp String
PaymentRequest. PaymentTransaction Object
PaymentRequest. AmountsReq Object
PaymentRequest.Currency String
{

"MessageHeader " :

"Messaged ass": " SERVI CE",
"MessageCat egory": " PAYMENT",
"MessageType": "REQUEST",
"ServicelD': "1234",
"SalelD': "1992",
"PAID': "GSC B"
}
"Paynment Request ": {
"Sal eDat a": {
"Sal eTransactionl D': {
"Transactionl D': "121212",
“Ti meStanp": "2020-04-20T14: 43: 59+05: 30"

},
"Sal eToPA Dat a":

VTN IAT673348\ " N M ANTMA Y N PV VT CREDE T NN oA 123400 N\t

}

Paynent Transaction": {
" Amount sReq" :
"Currency": "SEK",
"Request edAmount ": " 20",
"Ti pAnount": " 0"
}
}
"Paynment Dat a":
"Paynment Type": " UPDATERESERVATI ON'

}
Based on the response from the terminal, the POS Cloud will send back the response.

{
"MessageHeader " :

"Messaged ass": " SERVI CE",
"MessageCat egory": " PAYMENT",
"“MessageType": " RESPONSE",
"ServicelD': "1234",
"Sal el D': "1992",
"POID': "GSC B"

}

iDayrrent Response": {
"Response": {

:\ " APPROVE!



"Result": " SUCCESS",
"ErrorCondition": null,
" Addi ti onal Response": nul |

"Sal eDat a": {
"OperatorlD': null,
"Sal eTransactionl D":
"Transactionl D': "121212",
“Ti meStanp": "2020-04-20T14: 43: 59+05: 30"

}

okenRequest edType": nul |,
"Sal eRef erencel D': nul |,
"VF_Tokeni zati onParaneters": null,
"Sal eTerm nal Data": nul |,
"Customer OrderReq": null,
" Sal eToPA Dat a":

Vet e73348\ Nt N M N PV VT CREDE TV VTN V123400, N r s\ APPROVE

"Sal eToAcquirerData": null,
"VF_Sal eNote": null,
"VF_PartnerI D': null,
"VF_Custonerl D': null,
"VF_L2Data": null

1
"PA Data": {
"PA Transactionl D':
"Transactionl D': "673348",
“Ti meStanp": "2025-08-22T05: 08: 332"

}

PO Reconci liationlD': nul
}
"Payment Resul t": {
"Paynment Type": nul |,
"Paynment | nstrunent Dat a": {
"Payment | nstrunment Type": " CARD",
"Paynent Account Ref erence”: null,
"VF_Tokens": null,
“ProtectedCardData": null,
"CardDat a": {
"BankUser Data": "M
"Payment Brand": "MasterCard",
"MaskedPAN': "541333******(0200",
"Payment Account Ref": nul |,
"EntryMode": null,
" Car dCount ryCode": nul I,
“ProtectedCardData": null,
" SensitiveCardDat a"
"PAN': "541333******(0200",
" CardSegNunmb": nul |,
"ExpiryDate": null,
"TrackData": nul

¥

" Al'l onedPr oduct Code": nul |,

" Payment Token": {
"TokenRequest edType": " TRANSACTI ON',
"TokenVal ue": null,
"Expi ryDat eTi me": nul |



}
"VF_Car dhol der Nane": nul |,
"VF_EnvTags": null

¥,

"VF_Fl eetCard": {
"VF_Departnment Nuni: null,
"VF DriverNunm: null,
"VF_Enpl oyeeNunt': nul I,
"VF_Fl eetDatal": null,
"VF_Fl eet Data2": nul |,
"VF_Huboneter": null,
"VF_JobNuni': null,
"VF_Mai nt enancel d": nul |,
"VF_Cdoneter”: null,
"VF _License": null,
"VF_Pur chaseDat aSeq": nul |
"VF_ReferHours": null,
"VF_Ref Numi': nul I,
"VF_RestrictedProducts": null,
"VF_TrailerNunt: null,
“VF_TripNum': null,
"VF_Uni t Num': nul I,
"VF_Userld": null,
"VF_Vehicleld': nul

}

"VF_Account Type": "CRED T",

"Cust omer Token": nul I,

" vf_AlternativePaynentData": null,

"CheckData": {
“TrackData": null,
"Bankl D': null,
" Account Nunber”: nul I,
"CheckNunber": null,
"CheckCar dNunmber": nul |,
"Country": null,
"TypeCode": nul

}

}
" Amount sResp”: {
“Currency": "SEK",
"Aut hori zedAnount ": " 20",
"Tot al Rebat esAnount”: nul |,
"Tot al FeesAmount": nul I,
" CashBackAmount": "0",
“Ti pAnount": "0",
"VF_FsaAut hori zedAmount": "0.0",
“VF_Di f f Anmount Due": "0.0",
"VF_Ret urnCheckFee": 0.0
},
"Mer chant Overri deFl ag": null,
"Capt uredSi gnature": {
"RawSi ghature": null,
"Si gnaturel mage": {
"I mageFormat": nul |,
"l mageData": null,
"1 mageRef erence”: nul



}

"ProtectedSi gnature": null
"Onl i neFl ag": true,

"Aut henti cati onMet hod": |
" NONE"

1,

"ValidityDate": null,

"Payment Acqui rerData": {
"AcquirerID': null,
"Merchant I D': "372417363887",
"AcquirerPO I D': "1303027",
"AcquirerTransactionl D': {

“Transactionl D': "659294",

"Ti meStanp": "2025-08-22T05: 08: 332"

}

" Approval Code": "888586",

"Host Reconciliationl D': null,
"VF_Acqui r er ResponseCode": nul |,

"VF_Acqui r er ResponseMessage”: "I ncrenental

"VF_Paynent Host Dat a": {
" Appr oval Code": null,
"Acqui rerTransactionl D': {
"Transactionl D': null,
"Ti meStanp”: nul
}
}

},
"Loyal tyResul t": {
"VF_Pronotionlnfo": {
"VF_Fi nType": null,
"VF_Vari abl eApr": fal se,
"VF_Vari abl eAprAfter”: false,
"VF_Apr": null,
"VF_AprAfter": null,
"VF_Duration": null,
"VF_Description": nul
}
b, _
"Payment Recei pt": {
“Docunent Qual i fier": "SALERECEI PT",
"I ntegratedPrintFlag": null,
"Requi redSi gnat ureFl ag": nul I,
"Qut put Content": {
"Qut put Format ": " TEXT",
"PredefinedContent”: null,
"Qut put Text": |

"Text":
Pizza Hut Denp QA Lab \n

"CharacterSet": null,
"Font": null,

"Start Row': null,
"Start Col um": null,
"Color": null,
"CharacterWdth": null,

Dedi cat ed
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"CharacterHeight": null,
"CharacterStyle": null,
"Alignment": null,
"EndO Li neFl ag": nul |

}

" Qut put XHTM.": nul |,
" Qut put Bar code": nul |



