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COF Transaction - V2

This API is used to initiate payment requests specifying the following details:

Request Details Values
Method POST
URL https.//{ ENVIRONM ENT} /oidc/poscl oud/nexo/v2/payment

https://verifone.cloud/docs/in-store-pay ments/integrati on-set-terminal #step-
3 003a 00a0setting-up-basi c-auth-in-postman

Authorization

Headers:

Content-Type
application/json
X-terminal-
simulator true

x-site-entity-id Entity ID of child to be passed in case parent token is used while calling this API.

"user-uid:api" key pair encoded in base64. See the Obtaining APl Keys guide for more
information.

Authorization
Body > Raw See the request example below.

Check the POS Cloud API reference for more details on the required parameters.

Required parameters Description
MessageHeader Object
MessageHeader . MessageCd ass " SERVI CE"
MessageHeader . MessageCat egory " PAYMENT"
M essageHeader.MessageType "REQUEST"
M essageHeader.Servicel D String
MessageHeader.Salel D String
M essageHeader.POIID String
PaymentRequest Object

PaymentRequest.SaleData Object


/docs/in-person-payments/pos-cloud-integration/payment-operations/cof-transaction-v2
https://verifone.cloud/docs/in-store-payments/integration-set-terminal#step-3__003a__00a0setting-up-basic-auth-in-postman  
https://verifone.cloud/docs/in-store-payments/integration-set-terminal#step-3__003a__00a0setting-up-basic-auth-in-postman  
https://verifone.cloud/docs/online-payments/api-authentication#encoding-api-key
https://verifone.cloud/api-catalog/pos-cloud-service-api-reference#operation/processPayment

Required parameters Description

PaymentRequest. Transactionl D String
PaymentRequest. TimeStamp String
PaymentRequest. PaymentTransaction Object
PaymentRequest. AmountsReq Object
PaymentRequest.Currency String

{

"MessageHeader": {

"Messaged ass": " SERVI CE",
"MessageCat egory": " PAYMENT",
"MessageType": "REQUEST",
"ServicelD': "1234",

"Sal el D': "POSC oud",
"POID': "4002-4002-4002"

"Payment Request ": {

" Sal eDat a":

"Operatorl D': "223345",

"Sal eTransactionl D': {

"Transactionl D': "123422",

“Ti meStanp": "2020-04-20T14: 43: 59. 1232"

},

"TokenRequest edType": " STORED CREDENTI AL",
"Customer OrderReq": null,

" Sal eToAcquirerData": null,

"VF_Sal eNote": "Wl cone”

"Paynment Transaction": {
"Amount sReq": {
“Currency": "USD',
"Request edAnmount ": "17"

}
}

i:’ayrrent Dat a":
"Payment Type": " NORVAL",
"SplitPaynment Fl ag": true

}
}
}
Based on the response from the terminal, the POS Cloud will send back the response.

{
"MessageHeader": {

"Messaged ass": " SERVI CE",
"MessageCat egory": " PAYMENT",
"MessageType": " RESPONSE",
"ServicelD': "1234",
"Sal el D': "POSC oud",
"POID': "4002-4002-4002"
}
" Paynment Response”: {
"Response": {



"Result": " SUCCESS",
"ErrorCondition": null,
" Addi ti onal Response": nul |

"Sal eDat a": {
"Operatorl D': "223345",
"Sal eTransactionl D":
"Transactionl D': "123422",
“Ti meStanp": "2020-04-20T14: 43: 59. 1232"
}
"TokenRequest edType": " STORED CREDENTI AL",
"Sal eRef erencel D': nul |,
"Sal eTerm nal Data": nul |,
"Customer OrderReq": null,
"Sal eToPO Data": "{\"c\":\"368607\",\"m":\"MO\" \"p\":\"PRIV_LBL\",
"Sal eToAcquirerData": null,
"VF_Sal eNote": null,
"VF_PartnerlD': "23456",
"VF_Custonerl D': "65432",
"VF_L2Data": null

1
"PO Data": {
"PA Transactionl D":
"Transactionl D': "368607",
“"Ti meStanp": "2024-11-10T22: 26: 192"

}

iDG Reconciliationl D': null

}

Payment Resul t": {
"Payment Type": " NORVAL",
"Payment | nstrunent Dat a": {
"Paynent | nstrunent Type": nul |,
" Payment Account Ref erence": nul |,
"ProtectedCardData": null,
“CardData": {
"BankUser Data": "MC',
" Payment Brand": "MasterCard",
"“MaskedPAN': "541333******35711",
"Payment Account Ref": nul |,
"EntryMode": "MAGSTRI PE",
" CardCount ryCode": null,
"ProtectedCardData": null,
"SensitiveCardData": {
"PAN': "541333******3511",
"Car dSegNunb": nul I,
"ExpiryDate": "**[**"]
“TrackData": null

}

" Al | owedPr oduct Code": nul |,

" Paynment Token": {
"TokenRequest edType": " STORED_ CREDENTI AL",
"TokenVal ue": "akVXBKRLr SpKr PO9xAOLQ',
" Expi ryDat eTi ne": "2025-06-06T00: 00: 00Z"

},
"VF_Car dhol der Name": " CUST*****x**xx%xn
"VF_EnvTags": null



"VF_Fl eetCard": {
"VF_Departnment Nuni: null,
"VF_DriverNuni: null,
"VF_Enpl oyeeNuni: null,
"VF_Fl eet Datal": null,
"VF_Fl eet Dat a2": nul |,

"VF _Huboneter": null,
"VF_JobNun': null,

"VF_Mai ntenancel d": nul |,
"VF_CQdoneter”: null,
"VF_License": null,
"VF_Pur chaseDat aSeq": null
"VF_ReferHours": null,
"VF_Ref Nunt': nul I,

"VF _RestrictedProducts": null,
"VF_TrailerNunt: null,
"VF_TripNum': null,
"VF_Unit Num': null,
"VF_Userld": null,
"VF_Vehicleld": nul

¥,

"VF_Account Type": " PRI VATELABEL",

"Cust ormer Token": nul |,

" vi_AlternativePaynentData": null,

"CheckData": {

"TrackData": null,
"Bankl D': nul |,

"Account Nunber": nul |,

" CheckNunber": null,

" CheckCar dNunber”: nul I,
"Country": null,
"TypeCode": nul

}

}

" Anount sResp":
"Currency": "USD',
"Aut hori zedAnount ": "17",
"Tot al Rebat esAmount”: nul |,
"Tot al FeesAmount": nul |,
"CashBackAnmount": nul |,
“Ti pAmount": nul |,
"VF_FsaAut hori zedAmount": "0. 0",
"VF_Di f f Amount Due": "0.0",
"VF_Ret urnCheckFee": 0.0

},
"Mer chant Overri deFl ag": null,
" Capt uredSi gnature": {
"RawSi gnature”: nul |,
"Si gnaturel mage": {
"I mgeFormat": "png",
"I mageDat a": "i VBORWOKGy0AAAANSUhEUgAAARYAAAEUAQAAAADG i TpAA
"I mgeRef erence": nul

}

"brotectedSignature": nul |
"Onl i neFl ag": true,
"Aut henticati onMet hod": |



" SI GNATURE"

1,
"ValidityDate": null,
"Paynment Acqui rerData": {
“AcquirerlD': null,
“Merchant|1 D': "000022687061",
"AcquirerPO I D': "002",
"Acqui rerTransactionl D': {
"Transactionl D': "00100306",
"Ti meStanp": "2024-11-10T22: 26: 192"

|

" Appr oval Code": "443388",

"Host Reconci liationl D': null,
"VF_Acqui r er ResponseCode": nul |,
"VF_Acqui r er ResponseMessage": nul

"VF_Paynent Host Dat a": {
" Approval Code": null,
"Acqui rerTransactionl D': {
"Transactionl D': "22334455",
“"Ti meStanp": null

}
}

baynentReceipt": [

}

“Document Qual i fier": "SALERECElI PT",

"IntegratedPrintFlag": null,

"Requi redSi gnat ureFl ag": nul I,

"Qut put Content”: {
"Qut put Format ": " TEXT",
"Predefi nedContent": null,
"Qut put Text": |

"Text": " Veri fone Vantiv EM/ Test
"CharacterSet": null,
"Font": null,

"Start Row': nul |,
"Start Col um”: null,
"Color": null,
"CharacterWdth": null,
"CharacterHei ght": null,
"CharacterStyle": null,
"Alignnment": null,
"EndCf Li neFl ag”: nul

}

"tutputXHTNL": nul |,
" Qut put Bar code": nul

"Docunent Qual i fier": "SALERECEI PT",
"IntegratedPrintFlag": null,
"Requi redSi gnat ureFl ag": nul I,
"Qut put Content": {
“Qut put Format ": " XHTM."

\n



"Predefi nedContent": null,

"Qut put Text": null,

"Qut put XHTM.": " <! DOCTYPE ht ml ><ht Ml ><head><titl e>
Receipt</titl e><styl e>body { background-color: white; }div { display

bl ock; }</styl e></head>\ n<body>\n<!-- Version 1 -->\n
<!-- Business information start --><!-- Enpty -->\n
<l-- Business information end -->\n<!-- Before greeting start -->
<I-- Enpty -->\n<!-- Before greeting end -->\n<!-- Geeting start -->
<I-- Enpty -->\n<!-- Geeting end -->\n<!-- After greeting start -->
<I-- Enpty -->\n<!-- After greeting end -->\n<!-- Cashier nane start -->
<l-- Enpty -->\n<!-- Cashier nane end -->\n
<l-- Before transaction start --><!-- Enpty -->\n
<l-- Before transaction end -->\n<!-- Transaction information start --><div
id=\"transactionlnformation\"><div class=\"transactionLi ne\">
Verifone Vantiv EMV Test </ div><div class=\"transacti onLi ne
\ "> 123 ABC Street </ div><div class=\"
transacti onLi ne\" > ALPHARETTA, GA 30022 </ div><div class=
\"transacti onLi ne\"></di v><div class=\"transacti onLi ne\">
11/ 11/ 24 02:56: 30</di v><div class=\"transactionLi ne
\">Client ID 14959200010001 </ div><div class=\"
transacti onLi ne\">Merchant | D: *******x7061 </ di v><div cl ass=
\"transacti onLine\">Term | D: 002 </ di v><di v
cl ass=\"transacti onLi ne\"></di v><di v cl ass=\"transacti onLi ne\">
SALE </ div><div class=\"transacti onLi ne
\"></div><div class=\"transactionLi ne\">
*Fhkkkkkkxkxxx3511 MASTERCARD </ div><div class=\"transacti onLi ne
\">Entry Method: Sw pe </div><div class=\"
transacti onLi ne\">Appr Code: 443388 </ div><div class=
\"transacti onLi ne\">Transaction |ID: 368607 </ di v><di v
cl ass=\"transacti onLi ne\">Paynment Type: CREDI T </ di v><
div class=\"transacti onLi ne\">Car dhol der: CUST********xxxxx </ div
><di v cl ass=\"transacti onLi ne\">I nvoi ce: 100107 </

di v><di v class=\"transacti onLi ne\">Resul t : CAPTURED
</ di v><div class=\"transacti onLi ne\">

Approved Anpunt: USD $55. 00 </div><div class=\"transacti onLi ne
\">Ref: 00100306 </div><div class=\"
transacti onLi ne\ ">Response: CAPTURED </ di v><div cl ass=
\"transacti onLi ne\">Approved: Online </ di v><di v
class=\"transacti onLi ne\"></di v><div class=\"transacti onLi ne\">

Tot al : Usb $ 55. 00 </div><div class=\"transactionLi ne
\"></div><div class=\"transactionLi ne\"></di v><div class=\"transacti onLi ne
\ "> No Refunds </div><div class=\"

transacti onLi ne\ "> Store Credit Only </div><div class=
\"transacti onLi ne\"> Mer chant Copy </ di v><di v

cl ass=\"transactionLi ne\"></di v></div><!-- Transaction infornmation end -->
\n<l-- After transaction start --><!-- Enpty -->\n

<l-- After transaction end -->\n<!-- Online URL start --><!-- Enpty -->\n
<I-- Online URL end -->\n<!-- Before customfooter start --><!-- Enpty -->
\n<!-- Before customfooter end -->\n<!-- Customfooter start -->

<I-- Enpty -->\n<!-- Customfooter end -->\n

<l-- After customfooter start --><!-- Enpty -->\n

<l-- After customfooter end -->\n<!-- Footer start --><!-- Enpty -->\n

<!-- Footer end -->\n</body>\n</htm >@¢<! DOCTYPE ht m ><ht M ><head><titl e>
Recei pt</titl e><styl e>body { background-color: white; }div { display
bl ock; }</styl e></head>\ n<body>\n<!-- Version 1 -->\n
<l-- Business information start --><!-- Enpty -->\n
<l-- Business information end -->\n<!-- Before greeting start -->



<I-- Enpty -->\n<!-- Before greeting end -->\n<!-- Geeting start -->
<I-- Enpty -->\n<!-- Geeting end -->\n<!-- After greeting start -->

<I-- Enpty -->\n<!-- After greeting end -->\n<!-- Cashier nane start -->
<I-- Enpty -->\n<!-- Cashier nane end -->\n
<!-- Before transaction start --><!-- Enpty -->\n
<l-- Before transaction end -->\n<!-- Transaction information start --><div
id=\"transactionlnformation\"><div class=\"transactionLi ne\">
Verifone Vantiv EMV Test </ div><div class=\"transacti onLi ne
\ "> 123 ABC Street </ div><div class=\"
transacti onLi ne\"> ALPHARETTA, GA 30022 </ di v><div class=
\"transactionLi ne\"></di v><div class=\"transacti onLi ne\">
11/ 11/ 24 02: 56: 32</di v><di v class=\"transacti onLi ne
\">Client ID 14959200010001 </ di v><div class=\"
transacti onLi ne\">Merchant | D: *******x7061 </ di v><div class=
\"transactionLi ne\">Term I D. 002 </ di v><di v
class=\"transacti onLi ne\"></di v><di v cl ass=\"transacti onLi ne\">
SALE </ div><div class=\"transacti onLi ne
\"></div><div class=\"transactionLi ne\">
R TS % I MASTERCARD </ div><div class=\"transacti onLi ne
\">Entry Method: Swi pe </ div><div class=\"
transacti onLi ne\">Appr Code: 443388 </ di v><div cl ass=
\"transacti onLi ne\">Transaction |ID: 368607 </ di v><di v
cl ass=\"transactionLi ne\">Paynent Type: CRED T </ di v><
div class=\"transacti onLi ne\">Car dhol der: CUST********xxxxx </div
><di v cl ass=\"transacti onLi ne\">I nvoi ce: 100107 </

di v><di v class=\"transacti onLi ne\">Resul t : CAPTURED
</ di v><div class=\"transacti onLi ne\">

Approved Anpunt: USD $55. 00 </div><div class=\"transacti onLi ne
\">Ref: 00100306 </ div><div class=\"
transacti onLi ne\ ">Response: CAPTURED </ div><div class=
\"transacti onLi ne\">Approved: Online </ di v><di v
cl ass=\"transacti onLi ne\"></di v><di v class=\"transacti onLi ne\">
Tot al : Usb $ 55. 00 </ div><div class=\"transacti onLi ne
\"></div><div class=\"transactionLi ne\">

No Ref unds </ div><div class=\"transacti onLi ne
\ "> Store Credit Only </ div><div class=\"
transacti onLi ne\"> Cust oner Copy </ di v><div cl ass=
\"transactionLi ne\"></di v></div><!-- Transaction information end -->\n
<I-- After transaction start --><!-- Enpty -->\n
<l-- After transaction end -->\n<!-- Online URL start --><!-- Enpty -->\n
<I-- Online URL end -->\n<!-- Before customfooter start --><!-- Enpty -->
\n<!-- Before customfooter end -->\n<!-- Customfooter start -->
<l-- Enmpty -->\n<!-- Customfooter end -->\n
<I-- After customfooter start --><!-- Enpty -->\n
<l-- After customfooter end -->\n<!-- Footer start --><!-- Enpty -->\n

<!-- Footer end -->\n</body>\n</htnl>",
" Qut put Bar code": nul
}

“"Document Qual i fier": "SALERECElI PT",

"IntegratedPrintFlag": null,

"Requi redSi gnat ureFl ag": nul I,

"Qut put Content": {
"Qut put Format ": " XHTM."
"Predefi nedContent": null,
"Qut put Text": null,



"Qut put XHTM.": "<div id=\"transacti onl nformati on\"><div

cl ass=\"transacti onLi ne\" > Verifone Vantiv EMV Test </ di v><
div class=\"transacti onLi ne\"> 123 ABC Street </div
><di v class=\"transacti onLi ne\"> ALPHARETTA, GA 30022 </
di v><di v class=\"transacti onLi ne\"></di v><div class=\"transacti onLi ne\">
11/ 11/ 24 02: 56: 30</di v><di v cl ass=\"transacti onLi ne
\">Client ID 14959200010001 </ div><div class=\"
transacti onLi ne\">Merchant | D: *******x7061 </ div><div class=
\"transactionLine\">Term I D. 002 </ di v><di v
class=\"transacti onLi ne\"></di v><di v cl ass=\"transacti onLi ne\">
SALE </ div><div class=\"transacti onLi ne

\"></div><div class=\"transacti onLi ne\">

KRk kkkkkxxxx3511 MASTERCARD </ di v><div class=\"transacti onLi ne
\">Entry Method: Swi pe </div><div class=\"
transacti onLi ne\">Appr Code: 443388 </ di v><div cl ass=
\"transacti onLi ne\">Transaction |ID:. 368607 </ di v><di v

cl ass=\"transacti onLi ne\">Paynent Type: CRED T </ di v><
div class=\"transacti onLi ne\">Cardhol der: CUST********x*xxx </div
><di v class=\"transactionLi ne\">I nvoi ce: 100107 </

di v><di v class=\"transacti onLi ne\ ">Resul t: CAPTURED
</ di v><div class=\"transacti onLi ne\">

Approved Anpunt: USD $55. 00 </ div><div class=\"transacti onLi ne
\">Ref: 00100306 </ div><div class=\"
transacti onLi ne\">Response: CAPTURED </ div><div class=
\"transacti onLi ne\">Approved: Online </ di v><di v
class=\"transacti onLi ne\"></di v><di v cl ass=\"transacti onLi ne\">
Tot al : Usb $ 55. 00 </ div><div class=\"transacti onLi ne
\"></di v><div class=\"transactionLi ne\"></di v><div class=\"transacti onLi ne
\ "> No Ref unds </ div><div class=\"
transacti onLi ne\"> Store Credit Only </ div><div class=
\"transactionLi ne\"> Mer chant Copy </ di v><di v
cl ass=\"transacti onLi ne\ " ></di v></di v>@¥<di v i d=\"transacti onl nformati on\">
<di v class=\"transacti onLi ne\"> Verifone Vantiv EMV Test </
di v><di v class=\"transacti onLi ne\"> 123 ABC Street
</div><div class=\"transactionLi ne\">

ALPHARETTA, GA 30022 </ di v><div class=\"transacti onLi ne
\"></di v><div class=\"transactionLi ne\">
11/ 11/ 24 02: 56: 32</di v><di v class=\"transacti onLi ne
\">Client ID: 14959200010001 </ div><div class=\"
transacti onLi ne\">Merchant | D *******x7061 </ div><div class=
\"transactionLine\">Term I D. 002 </ di v><di v
class=\"transacti onLi ne\"></di v><di v cl ass=\"transacti onLi ne\">

SALE </ div><div class=\"transacti onLi ne

\"></div><div class=\"transacti onLi ne\">
*Frxkkkkkxxxx3511 MASTERCARD </ di v><div class=\"transacti onLi ne
\">Entry Method: Sw pe </ div><div class=\"
transacti onLi ne\">Appr Code: 443388 </ div><div class=
\"transacti onLi ne\">Transaction |ID: 368607 </ di v><di v
cl ass=\"transacti onLi ne\">Paynment Type: CRED T </ di v><
div class=\"transacti onLi ne\">Cardhol der: CUST*******%xxxx </div
><di v class=\"transactionLi ne\">I nvoi ce: 100107 </

di v><di v class=\"transacti onLi ne\">Resul t: CAPTURED
</ di v><div class=\"transacti onLi ne\">

Approved Anpunt: USD $55. 00 </ di v><div class=\"transacti onLi ne
\">Ref: 00100306 </div><div class=\"
transacti onLi ne\">Response: CAPTURED </ div><div class=

\"transacti onLi ne\">Approved: Online </ di v><di v



class=\"transacti onLi ne\"></di v><div class=\"transacti onLi ne\">

Tot al : Usb $ 55. 00 </ div><div class=\"transacti onLi ne
\"></div><div class=\"transactionLi ne\">

No Ref unds </ div><div class=\"transacti onLi ne
\ "> Store Credit Only </ di v><div class=\"
transacti onLi ne\"> Cust oner Copy </ div><div class=

\"transacti onLi ne\"></di v></di v>",
" Qut put Bar code": nul
}



