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BearerAuth (JWT)

Authenticate using OAuth 2.0

Alternatively, OAuth 2.0 can be used together with the Client ID, Client Secret, and Scope. This information is provided during onboarding.

Using the provided credentials, you will be able to generate a JWT access token that needs to be used in all API calls.

Prerequisites for using APIs

To authenticate with the Verifone APIs, you must obtain an access token. This access token is attached to API requests and inspected for a
valid signature and expiration time when performing API calls.

How to obtain the authentication credentials

You will be provided with the following details during onboarding:

e Client ID
o Client Secret (associated to the Client ID)
e Scope

Use the following links for each environment:

US Production https://us.vam.verifone.cloud/oauth2/realms/root/realms/VerifoneServices/acces
EMEA Production https://emea.vam.verifone.cloud/oauth2/realms/root/realms/VerifoneServices/ac
NZ Production https://nz.vam.verifone.cloud/oauth2/realms/root/realms/VerifoneServices/acces
AU Production https://au.vam.verifone.cloud/oauth2/realms/root/realms/VerifoneServices/acces
Global Sandbox https://cstl.test-

vam.vfims.com/oauth2/realms/root/realms/VerifoneServices/access token

With this information combination, you can authenticate/authorize and receive the access token.

How to obtain the access token (JWT)

The access token is formatted as a JWT (Json Web Token).

The OAuth2.0 Client Credential grant flow is used to get the access token. Your application will need to have the Client ID and Client Secret
stored securely.

Perform the following call to get your access token:

curl -k --request POST \

--data "grant_type=client_credentials" \

--data "client_i d=${CLIENT_ID}" \

--data "client_secret=$CLI ENT_SECRET}" \

--data "scope=${ SCOPE}" \

https://cstl.test-vam vfins. com oaut h2/real ns/root/real ns/ VerifoneServices/access_t oken

Request parameters
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e client _credentials -indicating that Client Credentials grant is in use
e 'scope - must be at least one custom scope received from Verifone; in case of multiple scope values, they need to be sent as space-
separated values within a single string

Response parameters

e access_t oken : Contains the access token in JWT format RFC 7519.

e [expi res_i n : Contains the expiration time in seconds for the access token. Once the access token expires, you should send a new
request to the authorization endpoint in order to re-authenticate your application.

e [scope - Contains the list of all the scopes associated with the "access_token".

As per RFC 6749, a refresh token is not provided. If the request failed client authentication or is invalid, the authorization server will return a
HTTP 400 (Bad Request) status code.

Example access token

If the credentials are valid, the application will receive back an access token in JSON Web Token (JWT).

Example access token:

eyJO0eXAi O JKV1Q LCI6aXAi O JOTO5FI i wi a2l ki j oi d1UzaWZIJSWFMI1VBUNMVSQ 9GRzZI TTFQWFNPSI sl nFsZyl 61 1 JTM W21 n0. eyJzdW i
Q1 10MI Y] AzZNy1kN RhLTQyM gt ODVRNCOWZ\WQLNDAY MDVnZDUi LCJj dHM O JPQVWUSDJf ULRBVEVMVRVNTX0dSQUSUI | wi YXVkaXRUcnFj a2l u
ZOl K1 j oi N2NI Yzl zZd t Nj ¢1ZCO0ZDImLWFmivimyt ZTkxZj Q4ZGY4ANz IJKLTQBNDMRI i wi aXNzl j oi aHROCHMBLY 9X YXQXLnRI ¢3QX dnFt LnZmaWiz
Lm\vbS9vYXV0aDl venmivhbGlzL3Jvb3QuenivhbGlzL1ZI cm nb25]1 L2Vydm j ZXM LCI0b2t | bk5hbWUi G JhY2NI ¢3Nf d@9r ZWAi LCIO0b2t | bl 90
eXBl | j oi QqrvhenmVyl i wi YXVOaEdy YWs0SWQ O JLOFF1SGFx YnpVTnhl VWWVRak04d2FaRnF6bj gi LCIhdWQ O INYXJr ZXRwbGFj ZU9hdXRol i wi
bmim j oxNTk20TcwODc 1LCIncnFudF90eXBI | j oi Y2xpZWs0X2NyZWRl bnRpYW«zl i wi c2NvcGUi O si bWFya2V0cGxhY2Ui XSwi YXV0aF90aWL|
| j oxXNTk20TcwODc1LCIyZWFshSI 61 i OWZXIpZnBuZVN cnZpY2Vzl i wi ZXhwl j oxNTk20TcxMDULLCIpYXQ G ELOTYSNzAANz Us| mv4ac A y ZXNf
aWli § E4AMOW anRpl j oi dnt RZO1kZW)3bniLVYTI t TLFZeHRKMLAQMCLBI i wi ZW50aXR5X2!1 k1 j oi ODEWNDI nZDEt Nj EyNi 00ZDQXLTgOMTYt YWEZ
NTZj NDk4Y2Nh! i wi cm®sZXM G JbVkVSSUZPTkVF QURNSU5dI n0. YWAMEQAMIgpLMBpOFt nx 1KXJf STTHYLKI nx| d8NozBuA_| QNr O9kN5Sai 3MC
4r 0CavcOYbs_TXNP2j XkOE9t NmgGUGHVEt i | TTI | t BAJ207s_QCNu6v1k3t TKO- Gf E5gCAl 2TavwBN3nFoXmNQYbzcAh3Qet udh5A-

Kl sxeepeyxr Lf j 0BX2NbK5t VEi sl 1si 7yS89aBJvEvCGcKTwWSUj t e8naYZCGUJJ Ul aE2HXk- DGCNdNpnD9_hnoDVWKNN9n3ABUUMIZ6LOoAVDJ -
BgKpuO6Br owelL8f i CWYHV79f _OhCbni7sUgBntal 9j 7pc4J2] uyOk7TxCexHf r y7w2JbpTBQ

To inspect the token, you can use Jwt.io or you can use the jwt command line tool.

$ cat Token.txt | xargs jw decode

{

"typ": "JWM,

"al g": "RS256",

"kid": "wJ3ifl23agasB/ FG6eMLP1QVE"
}

Token cl ai ms

{

"aud": "VerifoneQauth",

"audi t Tracki ngl d": "7cec23db-555-6666-7777-999999999- 47436",
"authGrantld": "K8QuHagbzUJAQASMBwWaZFazn8",

"auth_tine": 1596970875,

“cts": "OAUTH2_STATELESS GRANT",
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"entity_id": "81049fdl-6126-4d41-8416-aa356c498cca",

"exp": 1596971055,
"expires_in": 180,
"grant _type": "client_credentials",
"iat": 1596970875,

"iss": "https://cstl.test-vam vfins.com /oauth2/real ns/root/real ns/VerifoneServices/access_token",

"jti": "vkQuMlenvnma2- OQyxt J3WPO- A",

"nbf": 1596970875,

"realnf': "/VerifoneServices",
"rol es": "[VERI FONE_TEST]",
"scope": [

"verifoneScope"

1.
"sub": "59beb037- d64a- 4228- 8364- 0ed540205f d5",

"t okenNane": "access_token",
"token_type": "Bearer"

Access Token Format

Obtained Access Token is in JWT format [RFC 7519].

Header
# Claim
1 Ilalgll
5 "typ"
3 "kid"
Payload
# Claim
# Claim
1 "sub"

Content

RS256

JWT

Key ldentifier

Claim Name

Hashing algorithm
(RS256 - RSASSA-PKCS-
vl 5 using SHA-256)

The type of the token

Key ID (which key was

("lee4d9e7dcfef215d133c7 enéalcRy s861i8el 8@ W)

Content

Content

"5f8a9877-965¢c-4d25-
bc86-45d1cfclc324"

user ID
Claim Name

Subject (User UUID)

Claim type

Registered

Registered

Registered[RFC7515]

Claim type
Claim type

Registered
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[ 'f
e VeErione
# Claim Content user ID Claim type
2 "entity_id" "a4994358-a475-4ee2- User associated Private
aefe-acefd622991c" Entity_id. The Entity ID
can be found in Verifone
Central under
Administration -
Organisations. The
'Organisation ID' listed is
the Entity ID.
3 "iss" " Issuer Registered
https://identity.vfims.com/oauth2/realms
/root/realms/MerchantApp
4 "aud" "Verifone View" Audience - recipient for Registered
which the JWT is
intended
5 "iat" 1516239022 Issued At Time Registered
6 "exp" NumericDate value Expiration Time Registered
7 "nbf" 1568783970 (Not Before Time) - Time Registered
before which the JWT
must not be accepted for
processing
8 "roles" ["MERCHANT_REVIEWER", = User associated role(s) Private
"MERCHANT_DEVELOPER"]
9 jti" TO6)JCVdqS4h)B3_DzVurB3HQ®PE ID) - Unique Registered
identifier; can be used to
prevent the JWT from
being replayed
10 "scope" Merchant Scope Scopes (limit the API Registered
category that can be
accessed)
11 "auditTrackingld" cbadf943-c28c-450b- AM correlation to audit Private
bd53-efl1c2b7d80c- trail
17881178
12 "auth_level" 0 AM Authentication level Private
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# Claim Content user ID

13 "tokenName" access_token Token description

14 "realm" "/MerchantApp" AM authentication realms
Signature

The result of the following computation:

JWI_Hash = SHA256( Header + Payl oad)
JWI_Si gnature = RS256( JWI_Hash, Private_key)

Using the JWT to authenticate in API calls

Once a access token has been obtained, this must be used in all APl requests to any of the Verifone APIs.
This can be done by sending the access token as bearer token in the Authorization HTTP header.
curl https://gsc.verifone.cloud/oidc/api/v2/transactions

-H "Accept: application/json"
-H "Authorization: Bearer {token}"

Claim type
Private

Private
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