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BearerAuth (JWT)

Authenticate using OAuth 2.0

Alternatively, OAuth 2.0 can be used together with the Client ID, Client Secret, and Scope. This information is provided during onboarding.

Using the provided credentials, you will be able to generate a JWT access token that needs to be used in all API calls.

Prerequisites for using APIs

To authenticate with the Verifone APIs, you must obtain an access token. This access token is attached to API requests and inspected for a
valid signature and expiration time when performing API calls.

How to obtain the authentication credentials

You will be provided with the following details during onboarding:

e Client ID
o Client Secret (associated to the Client ID)
e Scope

Use the following links for each environment:

US Production https://us.vam.verifone.cloud/oauth2/realms/root/realms/VerifoneServices/acces
EMEA Production https://emea.vam.verifone.cloud/oauth2/realms/root/realms/VerifoneServices/ac
NZ Production https://nz.vam.verifone.cloud/oauth2/realms/root/realms/VerifoneServices/acces
AU Production https://au.vam.verifone.cloud/oauth2/realms/root/realms/VerifoneServices/acces
Global Sandbox https://cstl.test-

vam.vfims.com/oauth2/realms/root/realms/VerifoneServices/access token

With this information combination, you can authenticate/authorize and receive the access token.

How to obtain the access token (JWT)

The access token is formatted as a JWT (Json Web Token).

The OAuth2.0 Client Credential grant flow is used to get the access token. Your application will need to have the Client ID and Client Secret
stored securely.

Perform the following call to get your access token:

curl -k --request POST \

--data "grant_type=client_credentials" \

--data "client_i d=${CLIENT_ID}" \

--data "client_secret=$CLI ENT_SECRET}" \

--data "scope=${ SCOPE}" \

https://cstl.test-vam vfins. com oaut h2/real ns/root/real ns/ VerifoneServices/access_t oken

Request parameters
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e client _credentials -indicating that Client Credentials grant is in use
e 'scope - must be at least one custom scope received from Verifone; in case of multiple scope values, they need to be sent as space-
separated values within a single string

Response parameters

e access_t oken : Contains the access token in JWT format RFC 7519.

e [expi res_i n : Contains the expiration time in seconds for the access token. Once the access token expires, you should send a new
request to the authorization endpoint in order to re-authenticate your application.

e [scope - Contains the list of all the scopes associated with the "access_token".

As per RFC 6749, a refresh token is not provided. If the request failed client authentication or is invalid, the authorization server will return a
HTTP 400 (Bad Request) status code.

Example access token

If the credentials are valid, the application will receive back an access token in JSON Web Token (JWT).

Example access token:

eyJOeXAi O JKV1Q LCI6aXA O JOTO5FI i wi a2l kI j oi d1UzaWzZJSWFMI1VBUMVSQ 9GRzZI TTFQWEFNPSI sl nFsZyl 611 JTM U21 nO

.eyJzdWi O | 10N Y] AzNy1kN RhLTQyM gt ODV2NCOWZWQLNDAY MDVZDUi LCJj dHM O JPQVVUSDIf ULRBVEVMRVNTX0dSQUSUI i wi YXVkaXR
Ucnfj a2l uzol ki j oi N2NI Yz zZGA t N ¢1ZC00ZDI mLWFmiviniYt ZTkxZ] Q4ZGY4ANzIJKLTQ3NDMRI i wi aXNz| j oi aHROCHVBLY 9Xx YXQxLnRl ¢3Q dn
t LnZmaWLz Lm\vbS9v YXV0aDl venmivhbGlzL3Jvb3QvenmivhbGlzL1ZI cml nb251 U2Vydm j ZXM LCI0b2t | bk5hbWJi G JhY2NI ¢3Nf d&r ZWAi LCJ
0b2t | bl 90eXBl | j oi QrivhemVyl i wi YXVOaEdy YWs0SWQ O JLOFF1SGFx YnpVTnhl VWWRak04d2FaRnF6bj gi LCIhdWQ O INYXJr ZXRwb GFj ZU9
hdXRol i wi bmIm j oxNTk20TcwODc1LCIncnFudF90eXBI | j oi Y2xpZW50X2Ny ZWRI bnRpYW«z1 i wi c2NvcGUi A si bWFya2V0cGxhY2Ui XSwi YXV
0aF90aWl | j oxNTk2OTcwODc 1LCIyZWFsbSI 61§ 9WZXIpZmBuZVN cnZpY2Vzl i wi ZXhwl j oxNTk2OTcx MDULLCIpYXQ G E1OTY5Nz A4Nz Us| mv
4cd yZXNf aWdi O E4AMOw anRpl j oi dnt RZ01kZW)3bnlVYTI t TIFZeHRKMLAQVIC1BI i wi ZWs0aXR5X2| k1 j oi ODEWNDI nZDEt N EyNi 00ZDQxLTg
OMTYt YWEZNTZj NDk4Y2Nh! i wi cnBsZXM O JbVkVSSUZPTkVF QURNSUSdI nO

. YWIMe QAMI gpLMBpOFt nx 1KXJf STTHYLkI nxl d8NozBuA_| QNr OkN5Sai 3MCAr oOaveOYbs_TXNP2j Xk OE9t NngGUGHVt i | TTI | t BAJ2O7s_QCN
ubv1k3t TKO- G E5gCAI 2TavwBN3nFoXnNQYbzcAh3Qet udh5A-

Kl sxeepeyxr Lf j OBX2NbK5t VEi s| 1si 7yS89aBJvEvCGcKTW5Uj t e8naYZCGBUIJUI aE2HXk- DGCNdNpnD9_hno DWKNNIn3ABUUWAZELOAWDJ -
BgKpuO6Br owelL8f i CWHV79f _0hCbni7sUgBntal 9j 7pc4J2l uyOk7TxCexHf r y7w2JbpTBQ

To inspect the token, you can use Jwt.io or you can use the jwt command line tool.

$ cat Token.txt | xargs jwt decode

Token header

{

"typ": "JWI,

"al g": "RS256",

"kid": "wUJ3ifl23agasB/ FG6eMLP1QVE"

{

"aud": "VerifoneQauth",

"audi t Tracki ngl d": "7cec23db-555-6666-7777-999999999- 47436",
"authGrantld": "K8QuHagbzUJAQASMBwWaZFazn8",

"auth_tinme": 1596970875,
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"cts": "OAUTH2_STATELESS_GRANT",

“entity_id": "81049fd1l-6126-4d41-8416- aa356c498cca”,

"exp": 1596971055,
"expires_in": 180,
"grant _type": "client_credentials",
"iat": 1596970875,

"iss": "https://cstl.test-vam vfins.con /oauth2/real ms/root/real ms/VerifoneServices/access_t oken",

"jti": "vkQyMlenvnnma2- OQYxt J3WPO- A",

“nbf": 1596970875,

"realni': "/VerifoneServices",
“rol es": "[VERI FONE_TEST] ",
"scope": [

"verifoneScope"

1.
"sub": "59beb037-d64a-4228-8364- 0ed540205f d5",

"t okenNane": "access_token",
"token_type": "Bearer"

Access Token Format

Obtained Access Token is in JWT format [RFC 7519].

Header
# Claim
1 Ilalgll
> "typ"
3 "Kid"
Payload
# Claim
# Claim
1 "SUb"

Content

RS256

JWT

Key Identifier

Claim Name

Hashing algorithm
(RS256 - RSASSA-PKCS-
v1_5 using SHA-256)

The type of the token

Key ID (which key was

("lee4d9e7dcfef215d133c7 edealcBY s06i8el 8@ 1W3)

Content

Content

"5f8a9877-965c-4d25-
bc86-45d1cfclc324"

user ID
Claim Name

Subject (User UUID)

Claim type

Registered

Registered

Registered[RFC7515]

Claim type
Claim type

Registered
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e VeErione
# Claim Content user ID Claim type
2 "entity_id" "a4994358-a475-4ee2- User associated Private
aefe-acefd622991c" Entity_id. The Entity ID
can be found in Verifone
Central under
Administration -
Organisations. The
'Organisation ID' listed is
the Entity ID.
3 "iss" " Issuer Registered
https://identity.vfims.com/oauth2/realms
/root/realms/MerchantApp
4 "aud" "Verifone View" Audience - recipient for Registered
which the JWT is
intended
5 "iat" 1516239022 Issued At Time Registered
6 "exp" NumericDate value Expiration Time Registered
7 "nbf" 1568783970 (Not Before Time) - Time Registered
before which the JWT
must not be accepted for
processing
8 "roles" ["MERCHANT_REVIEWER", = User associated role(s) Private
"MERCHANT_DEVELOPER"]
9 jti" TO6)JCVdqS4h)B3_DzVurB3HQ®PE ID) - Unique Registered
identifier; can be used to
prevent the JWT from
being replayed
10 "scope" Merchant Scope Scopes (limit the API Registered
category that can be
accessed)
11 "auditTrackingld" cbadf943-c28c-450b- AM correlation to audit Private
bd53-efl1c2b7d80c- trail
17881178
12 "auth_level" 0 AM Authentication level Private
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# Claim Content user ID

13 "tokenName" access_token Token description

14 "realm" "/MerchantApp" AM authentication realms
Signature

The result of the following computation:

JWI_Hash = SHA256( Header + Payl oad)
JWI_Si gnature = RS256( JWI_Hash, Private_key)

Using the JWT to authenticate in API calls

Once a access token has been obtained, this must be used in all APl requests to any of the Verifone APIs.
This can be done by sending the access token as bearer token in the Authorization HTTP header.
curl https://gsc.verifone.cloud/oidc/api/v2/transactions

-H "Accept: application/json"
-H "Authorization: Bearer {token}"

Claim type
Private

Private
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