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Verifone Fraud Protect

Overview

Verifone's Fraud Protect provides a risk score and up to five risk insights with the ability to set up an automatic 'Accept for Further Processing'
or 'Deny Transaction' fraud score range. The Fraud Score is the indicator of the likelihood or probability of a transaction being fraudulent. The
Fraud Score ranges from 0 to 100, where a Fraud Score value of 0 means that the transaction is for sure not fraudulent, and a Fraud Score
value of 100 means that the transaction is for sure fraudulent. In practice, as with all probability calculations, the likely value of any given
Fraud Score will be in the range of 0 to 100.

Fraud Insights provides you with key indicators on why the transaction was given the score it was given, For example, a key indicator can be
'Email address links to too many accounts' or 'Purchaser has long good order history'.

Based on the transaction's fraud score and the set threshold for accepting or denying a transaction, Fraud Protect will automatically decide
the action taken for each transaction.

Availability

Verifone's Fraud Protect can be used for credit card transactions initiated by shoppers on the Hosted Checkout (either the redirect or the
Iframe integration), Payment Links, or via the server-to-server API integrations. The Card Verification, Sale, Pre-Authorization, and Final
Authorization Transactions are supported.

Activation

To set up Fraud Protect, you need to have a Merchant Admin role and contact Verifone Support. Fraud Protect can only be viewed for the
merchant entity for which they were set up, and every child entity inherits the Fraud Protect of the parent entity.

Workflow

Fraud Protect in Verifone Central

To view the Fraud Protect-related information in Verifone Central, you need to have a Merchant Admin role and follow these steps:

1. Log in to your Verifone Central account.
2. Navigate to Administration and click on Added Value Services.
3. In the next window, you can see available Fraud Protect and their statuses.

You can also view the Fraud Protect-related information in the Transaction details tab of all the transactions that use the Fraud
Protect service:

o State - Will be "Failed" for orders blocked by Fraud Protect

e Response code - The response code will be 9997 in case of an order that was blocked due to its fraud score

e Response description - A human-readable description of the reason why the transaction received its response. In case of a blocked
transaction, this will be "Transaction blocked by fraud validation rules"

e Fraud Risk Score - the total score indicating fraud risk

¢ Fraud Insights - the list of reasons relevant for the Fraud Risk Score

Notifications

Based on the result of the transaction, a webhook notification will be sent, if configured. The eventTypes that will be used are
"TxnSaleDeclined" or "TxnSaleApproved", depending on the result of the transaction. More information can be retrieved via a read
transaction API call based on the transaction_id returned in the "eventld" property of the webhook's body.
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For email-based notifications, the ID of the transaction will be available in the TRANSACTIONID , which can be used in the GET transaction
API call. Depending on the transaction result, the transaction event can be either "Sale Approved" or "Sale Declined". This information is
available in the EVENTTYPE property.

Hosted checkout (HPP/Iframe)

To have a transaction processed by Fraud Protect, the fraud_protection_contract needs to be sent in the card object at the root level.

{

"amount": 10000,

"currency_code": "GBP",

"entity_id": "c0d79cbd-8427-4510-8a4d- 164bb9f bb150",
"custoner": "6e6adad0-4244-49db-a7df-4c6264ef d71f",
"configurations": {

"card": {

"card_capture_node": "v2",

"capture_now': false,

"paynent _contract _id": "9f d4f ec6-6881- 4b00- 8287- beaf 8b0d4e6f ",
"fraud_protection_contract": "al59cac3-f913-4a82-9e8f-70b307daclc6",
"dynam c_descriptor": "HTTPS TEST",

"threed_secure": {

"enabl ed": fal se,

"threeds_contract _id": "9b172036-229c-4280-b125-213c6c3elbbb",

"total _itens": "O1",

"transaction_node": "S"

|

" mer chant _reference": "122222{{RandonmNunber}}",
“return_url": "{{merchantReturnUrl}}",

"i18n":

"defaul t _I anguage": "en",

"show_| anguage_options": true

}

Once the transaction is completed by the shopper, the Fraud Score will be available in the response for the get Checkout by ID call:

"id": "string",

"amount": 9007199254740991,
"entity_id": "string",
"currency_code": "AED',
"custoner": "string",
"expiry_time": "2019-08-24",
"merchant _reference": "string",
"return_url": "string",
"configurations": {

"card": {

"dynam c_descriptor": "string",
"account _validation": false,
"capture_now': true,
"cvv_required": false,

"aut hori zation_type": "PRE_AUTH',
"shopper _i nteraction": "ECOVWERCE",
"paynent _contract _id": "string",
"t oken_preference": {
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"token_scope": "string",
"token_expiry_date": "2019-08-24",
"token_type": "REUSE"

"threed_secure": {

"account _age_i ndicator": "01",

"account _create_date": "2019-08-24",
"account _change_i ndi cator": "O01",

"account _change_date": "2019-08-24",
"account _pwd_change_i ndi cator": "01",
"account _pwd_change_date": "2019-08-24",
"account _id": "string",

"account _purchases": 9999,

"acs_wi ndow_si ze": "01",
"add_card_attenpts": 999,

"address_match": "Y',

"al ternate_authentication_nethod": "01",
"al ternate_aut hentication_date": "2019-08-24",
"al ternate_authentication_data": "string",
"threeds_contract _id": "string",

"aut hentication_indicator": "O01",

"cat egory_code": 9999,

"chal I enge_i ndicator": "01",
"delivery_email": "string",
"delivery_time_frane": "01",

"enabl ed": true,

"fraud_activity": "01",
"gift_card_amount": 999999999999999,
"gift_card_currency_code": "str",
"gift_card_count": 99,
"installment": 2,

"message_cat egory": "01",

"paynent _use_case": "01",

"paynent _account _i ndi cator": "O01",
"paynment _account _age": "2019-08-24",
"pre_order_indicator": "01",
"pre_order_date": "2019-08-24",
"prior_authentication_data": "string",
"prior_authentication_nethod": "01",
"prior_authentication_tinme": "2019-08-24",
"prior_authentication_ref": "string",

"product _code": "PHY",

"recurring_end": "2019-08-24",
"recurring_frequency": 9999,

"reorder _indicator": "01",
"requestor_id": "string",
"requestor_nanme": "string",

"shi ppi ng_addr ess_usage_i ndi cator": "01",
"shi ppi ng_address_usage_date": "2019-08-24",
"shi ppi ng_net hod_i ndi cator": "01",

"shi ppi ng_nane_i ndi cator": "O01",

"total _itens": "string",

"merchant _score": "string",

"transacti on_count _day": 999,
"transaction_count _year": 999,

"transacti on_node": "M,

"version": "1.0.2"

b
"node": " CARD_CAPTURE",

"card_capture_node": "v1",
"card_token": "string",
"card_last_four": "stri",
"card_expiry_year": "string",
"card_expiry_nmonth": "string",
"card_brand": [

"string"

Il
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"card_encryption_key_alias":
"t hreeds_aut hentication_id":
"token_details": {
"reuse_token": "string",
"anal ytics_token": "string"

Do

"credit_tern: "DEBIT",
"credit_termused": "DEBIT",
"instal nent": {
"max_nunber _of _i nstal ments":

"string",
"string",

dly

"down_paynent _anount": 9007199254740991

eli nput _overrides": {
"val i dati on_rule": "NONE",
"usage": "REQU RED"

B

"CREDI T_TERM': {
"validation_rule": "NONE",
"usage": "REQU RED'

T

" | DENTI TY_CARD _NUMBER': {
"validation_rule": "NONE',
"usage": "REQUI RED'

}

}

i nst al ment _used":

"instal ment_amount": 9007199254740991,
"down_paynent _anount": 9007199254740991,

"nunber _of _instal nents": 0

}

: tored_credential ":

"stored_credential _type": "SI GNUP",

"first_paynment": true,
"consent _text": "string",

"consent _t ext _dynam c_val ues": [

"string"

" br ocessi ng_nodel _details": {

"processi ng_nodel ": "RECURRI NG',

"total _paynment _nunber": 9007199254740991,
"total _paynment _amount": 9007199254740991,
"first_paynent_amount": 9007199254740991,

"paynent _frequency": {
"time_unit": "DAY",
"value": 0

" }mrchant _signup_code": "string"

5
"reference": "string",

"schene_reference": "string"

"reuse_token": "string",
"encrypted_card": "string",
"addi ti onal _business_data":
"addendunl": "string",
"addendun®": "string"

}

1.

"gpp2”: {

"paynent _contract _id": "string",
"shopper _interaction": "ECOVWERCE",

"card_encryption_key_alias":

e
“paypal ": {

"string"

"dynam c_descriptor": "string",

"capture_now': true,
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"paynent _contract _id": "string",
"description": "string",
"application_context": {

"l andi ng_page": "BILLING',
"brand_nane": "string",

"l ocale": "string"

}

Bo

"googl e_pay": {

"dynam c_descriptor": "string",
"capture_now': true,

"account _validation": false,

"card": {

"sca_conpliance_l evel ": "NONE",
"threed_secure": {

"account _age_i ndicator": "01",

"account _create_date": "2019-08-24",
"account _change_i ndi cator": "O01",
"account _change_date": "2019-08-24",
"account _pwd_change_i ndi cator": "01",
"account _pwd_change_date": "2019-08-24",
"account _id": "string",

"account _purchases": 9999,

"acs_wi ndow_si ze": "O01",
"add_card_attenpts": 999,
"address_match": "Y',

"al ternate_aut hentication_net hod": "01",
"al ternate_aut hentication_date": "2019-08-24",
"al ternate_aut hentication_data": "string",
"threeds_contract _id": "string",

"aut hentication_indicator": "01",
"category_code": 9999,

"chal I enge_i ndicator": "01",
"delivery_email": "string",

"delivery_ time_frane": "01",

"enabl ed": true,

"fraud_activity": "01",
"gift_card_amunt": 999999999999999,
"gift_card_currency_code": "str",
"gift_card_count": 99,
"installment": 2,

"nmessage_cat egory": "01",

"paynent _use_case": "01",

"paynent _account _i ndi cator": "O01",
"paynent _account _age": "2019-08-24",
"pre_order_indicator": "01",
"pre_order_date": "2019-08-24",
"prior_authentication_data": "string",
"prior_authentication_nmethod": "01",
"prior_authentication_time": "2019-08-24",
"prior_authentication_ref": "string",

"product _code": "PHY",

"recurring_end": "2019-08-24",
"recurring_frequency": 9999,
"reorder_indicator": "01",

"requestor_id": "string",

"requestor_name": "string",

"shi ppi ng_addr ess_usage_i ndi cator": "01",
"shi ppi ng_address_usage_date": "2019-08-24",
"shi ppi ng_net hod_i ndi cator": "01",

"shi ppi ng_nane_i ndi cator": "O01",
"total _items": "string",
"merchant _score": "string",

"transaction_count_day": 999,
"transacti on_count _year": 999,
"transacti on_node": "M,
"version": "1.0.2"
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Do
"aut hori zation_type": "FINAL_AUTH',
"shopper _interaction": "ECOVWERCE",

"paynent _contract _id": "string",
"t oken_preference": {
"token_scope": "string",

"t oken_expiry_date": "2019-08-24",
"token_type": "REUSE"

"card_encryption_key_alias": "string",
"threeds_authentication_id": "string",
"token_detail s": {

"reuse_token": "string",

"anal ytics_token": "string"

}

}

fo

“appl e_pay": { .

"dynam c_descriptor": "string",

"capture_now': true,
"account _validation": false,

"card": {

"sca_conpliance_l evel ": "NONE",
"threed_secure": {

"account _age_i ndicator": "01",

"account _create_date": "2019-08-24",
"account _change_i ndi cator": "O01",
"account _change_date": "2019-08-24",
"account _pwd_change_i ndi cator": "01",
"account _pwd_change_date": "2019-08-24",
"account _id": "string",

"account _purchases": 9999,

"acs_wi ndow_si ze": "01",
"add_card_attenpts": 999,
"address_match": "Y',

"al ternate_aut hentication_method": "01",
"al ternate_aut hentication_date": "2019-08-24",
"al ternate_authentication_data": "string",
"threeds_contract _id": "string",

"aut hentication_indicator": "01",
"category_code": 9999,

"chal I enge_i ndicator": "01",
"delivery_email": "string",

"delivery_ time_frane": "01",

"enabl ed": true,

"fraud_activity": "01",
"gift_card_amount": 999999999999999,
"gift_card_currency_code": "str",
"gift_card_count": 99,
"installment": 2,

"nmessage_cat egory": "01",

"paynent _use_case": "01",

"paynent _account _i ndi cator": "O01",
"paynment _account _age": "2019-08-24",
"pre_order_indicator": "01",
"pre_order_date": "2019-08-24",
"prior_authentication_data": "string",
"prior_authentication_nethod": "01",
"prior_authentication_tinme": "2019-08-24",
"prior_authentication_ref": "string",

"product _code": "PHY",

"recurring_end": "2019-08-24",
"recurring_frequency": 9999,

"reorder _indicator": "01",
"requestor_id": "string",
"requestor_nanme": "string",

"shi ppi ng_addr ess_usage_i ndi cator": "01",
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"shi ppi ng_address_usage_date": "2019-08-24",

"shi ppi ng_net hod_i ndi cator": "01",

"shi ppi ng_name_i ndi cator": "01",
"total _itenms": "string",
"merchant _score": "string",

"transaction_count _day": 999,
"transacti on_count _year": 999,
"transacti on_node": "M,
"version": "1.0.2"

3
"aut hori zation_type": "FINAL_AUTH',
"shopper _i nteraction": "ECOWERCE",

"paynent _contract _id": "string",
"t oken_preference": {
"token_scope": "string",

"token_expiry_date": "2019-08-24",
"token_type": "REUSE"
}

}
b

i pps": { _ )
"paynent _contract _id": "string",
"dynam c_descriptor": "string",

"capture_now': true,
"is_app": false,

"app_phone_nunber": "string",

"card": {

"sca_conpliance_l evel ": "NONE",
"threed_secure": {

"account _age_i ndicator": "01",

"account _create_date": "2019-08-24",
"account _change_i ndi cator": "O01",
"account _change_date": "2019-08-24",
"account _pwd_change_i ndi cator": "01",
"account _pwd_change_date": "2019-08-24",
"account _id": "string",

"account _purchases": 9999,

"acs_wi ndow_si ze": "01",
"add_card_attenpts": 999,
"address_match": "Y',

"al ternate_aut hentication_net hod": "01",
"al ternate_aut hentication_date": "2019-08-24",
"al ternate_authentication_data": "string",
"threeds_contract _id": "string",

"aut hentication_indicator": "01",

"cat egory_code": 9999,

"chal I enge_i ndicator": "01",
"delivery_email": "string",

"delivery_ time_frane": "01",

"enabl ed": true,

"fraud_activity": "01",
"gift_card_amunt": 999999999999999,
"gift_card_currency_code": "str",
"gift_card_count": 99,
"installment": 2,

"nmessage_cat egory": "01",

"paynent _use_case": "01",

"paynent _account _i ndi cator": "O01",
"paynment _account _age": "2019-08-24",
"pre_order_indicator": "01",
"pre_order_date": "2019-08-24",
"prior_authentication_data": "string",
"prior_authentication_nethod": "01",
"prior_authentication_tinme": "2019-08-24",
"prior_authentication_ref": "string",

"product _code": "PHY",
"recurring_end": "2019-08-24",
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"recurring_frequency": 9999,

"reorder _indicator": "01",

"requestor_id": "string",

"requestor_nanme": "string",

"shi ppi ng_addr ess_usage_i ndi cator": "01",
"shi ppi ng_addr ess_usage_date": "2019-08-24",
"shi ppi ng_net hod_i ndi cator": "01",

"shi ppi ng_nane_i ndi cator": "01",
"total _itenms": "string",
"merchant _score": "string",

"transacti on_count _day": 999,
"transaction_count_year": 999,
"transacti on_node": "M,
"version": "1.0.2"

Bo
"aut hori zati on_type": "FINAL_AUTH',

"encrypted_card": "string",
"card_encryption_key_alias": "string",
"return_url": "string"

}

kI arna": {

"capture_now': true

"swish": {

"app_phone_nunber": "string",

"shopper _i nteraction": "ECOVERCE"

Io
"mobi | e_pay": {

"dynam c_descriptor": "string",
"capture_now': true,

"paynent _contract _id": "string",

"card": {

"sca_conpliance_l evel ": "NONE",
"threed_secure": {

"account _age_i ndicator": "01",

"account _create_date": "2019-08-24",
"account _change_i ndi cator": "01",
"account _change_date": "2019-08-24",
"account _pwd_change_i ndi cator": "01",
"account _pwd_change_date": "2019-08-24",
"account _id": "string",

"account _purchases": 9999,

"acs_wi ndow_si ze": "01",
"add_card_attenpts": 999,
"address_match": "Y',

"al ternate_aut hentication_nethod": "01",
"al ternate_aut hentication_date": "2019-08-24",
"al ternate_aut hentication_data": "string",
"threeds_contract_id": "string",

"aut hentication_indicator": "O01",
"category_code": 9999,

"chal | enge_i ndi cator": "01",
"delivery_email": "string",
"delivery_time_frane": "01",

"enabl ed": true,

"fraud_activity": "01",
"gift_card_amount": 999999999999999,
"gift_card_currency_code": "str",
"gift_card_count": 99,
"installment": 2,

"message_category": "01",

"paynment _use_case": "01",

"paynent _account _i ndi cator": "01",
"paynment _account _age": "2019-08-24",
"pre_order_indicator": "01",

"pre_order_date": "2019-08-24",
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"prior_authentication_data": "string",
"prior_authentication_nethod": "01",
"prior_authentication_time": "2019-08-24",
"prior_authentication_ref": "string",

"product _code": "PHY",

"recurring_end": "2019-08-24",
"recurring_frequency": 9999,
"reorder_indicator": "01",

"requestor_id": "string",

"requestor_nanme": "string",

"shi ppi ng_addr ess_usage_i ndi cator": "01",
"shi ppi ng_addr ess_usage_date": "2019-08- 24",
"shi ppi ng_net hod_i ndi cator": "O01",

"shi ppi ng_nane_i ndi cator": "O01",
"total _itenms": "string",
"merchant _score": "string",

"transaction_count_day": 999,
"transacti on_count _year": 999,
"transacti on_node": "M,
"version": "1.0.2"

)
"aut hori zation_type": "PRE_AUTH',
"shopper _i nteraction": "ECOWERCE",

"payment _contract _id": "string",
"t oken_preference": {
"t oken_scope": "string",

"token_expiry_date": "2019-08-24",
"token_type": "REUSE"

"card_encryption_key_alias": "string",
"threeds_authentication_id": "string",
"token_details": {

"reuse_token": "string",

"anal ytics_token": "string"

Io

"encrypted_card": "string",
"return_url": "string"

}

}

1.
"created_at": "2019-08-24",
“updated_at": "2019-08-24",

"transaction_id": "string",
"custoner_ip": "string",
"user_agent": "string",
"i18n":

"defaul t _| anguage": "string",
"fal |l back_| anguage": "string",

"show_| anguage_options": true
"events”: [

"type": "string",

"id": "string",

"tinestanp": "2019-08-24",
"details": {}

}

st atus": "string",
"notification_methods": {
"email " {

"enui | _address": "string"
"phone_nunber": "string"
Jo
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"display_line_itens": true,
"line_items": [

"image_url": "string",
"itemurl": "string",
"image_id": "string",
"nanme": "string",

"quantity": O,

"unit_price": O,
"unit_price_tax": 0,
"tax_rate": O,

"total _tax_amount": O,
"total _ambunt": O,

"sku": "string",
"description": "string",
"category": "Dl G TAL_GOODS"
}

I,

"interaction_type": "HPP",
"paynent _net hod_used": "card",
“url": "string",

"theme_id": "string",

"recei pt_type": "INVO CE",
“created_by": "string",
"fraud_anal ysis_results": {
"score": 0.25,

"reasons": [

"CGood online presence",

"Buyi ng from safe product categories"”

}
}

Inside the response object, a new property named fraud_analysis_results provides the score (as a value between 0 and 1), as well as the list
of returned insights for the score (under the reason property).

If the shopper reached the Checkout page but did not complete the transaction, then the fraud_analysis_results property will not be available
when reading the checkout session information.

If the transaction is automatically blocked by the configured score threshold, the status of the transaction will be FAILED.

Server-to-server API

To have a transaction processed by Fraud Protect, the fraud_protection_contract needs to be sent in a request for creating a new
transaction, at the root level.

"sca_exenption": "6",

"encrypted_card":

" LSOt LS1ICRUdJTi BQRLAgTUVTUOFHRSOt LSOt DQpWZXJIzaWuO BPcGVUUEdQLpz| HYOLj Ewlj kNCkNvbWLI bnQ61 Gh0dHBz O 8vb3Bl bnBncGp
zLmDy ZwOKDQp3WDRENVRz cELr Tl YV MANTQMINRTVs SWHVWDhMS2Fhc 0p3V2I qSHNKNLRSQ@3Zz enNx S1ZkamhWZTVr TnQNCn FFREh PNUQB OXwa0d
4RU1Re U9 GeHRBTHZ5L 3pGZk dmAKhJ SVUWI DQZNOX RK3pES1ZJd3l kVyt t WHFx c QOKQ21VOUEX MTbVvb TEYy bGZaZW9sakh30TVYdGMN3pLTO5SmUVp
WZj YvbXgOWJUy dOkr ROpy U3JBRVR5R2J1 DQpl ¢3dGRy 9l VDI 3ROpMaFJI Q Z3YUFI VGQz dFFs QXBOdG5JR2Yr SHFUc HIRbDhxVkx | Rj VhaWh0enV
j VmONCl dEUE50bnVBbTVESFNgc VhndUx ORCOTVEpi VXZGOEhCRK E3S3Rs UVK5S1RnZEl JMJdnantlJ SGROSVAZZQOKZz ALcWQWUWVYZ) Zj QOQr N2R
DNUJDWGZwej ZRNEFNZGZpVEVSMTVYTzFj Lzl VbWLxcnR6Lyt kU RVUTWv DQoOYWhi ¢ GondUnhbWAnTCGhKaEgybj FpbXNSTDI pTi 9GYU FNHA3bUL
aQNVPQOKPTVsM24NCi 0t LSOt RUSElI FBHUCBNRVNTQUAFL SOt LSONCg==",

"amount": 100,

"auth_type": "FI NAL_AUTH"',

https://verifone.cloud/docs/verifone-central/fraud-management/fraud-protect
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"paynent _provi der_contract": "9fd4fec6-6881-4b00-8287-beaf 8b0d4e6f",
"public_key_ alias": "K1896",

"capture_now': false,

"custoner_ip": "127.0.0.1",

"currency_code": "GBP",

"brand_choi ce": "MERCHANT",

"shopper _i nteraction": "ECOWERCE",

"fraud_protection_contract": "al59cac3-f913-4a82-9e8f-70b307daclc6",
"merchant _reference": "5678",

"dynam c_descriptor": "TEST AUTOVATI ON ECOM',

"card_brand": "VISA",

"user_agent": "string",

"threed_authentication":

"cavv": "Ml zNDU2Nzg5MDEy Mz QLNj c40TA=",

"additional _data": {

"reason_code": "001",

"chal | enge_i ndi cator": "01",

"reason_desc": "sh",

"acs_operator_id": "Merchant ACS",

"acs_url": "https://0merchantacsstag. cardi nal conmer ce. coni Mer chant ACSWeb/ creq. j sp",
"total _itenms": 1,

"devi ce_channel ": "BROASER'

"threeds_version": "2.1.0",

"signature_verification": "Y",

"ds_transaction_id": "ea5e8cbh3-69cl-4229-b484-2def 1be9952c",
"error_desc": "Success",

"eci _flag": "05",

"pares_status": "Y",

"enrolled": "Y',

"error_no": "0"

"line_itenms": [

"nane": "Testone",
"quantity": 1,

"tax_rate": O,

"total _anpunt”: 1000,

"total _tax_amount": O,
"category": "PHYSI CAL_GOODS",

"description": "productDescription",
"di scount _anmount": 0,
"image_url": "imageUrl",

"sku": "product SKU",
"unit_price": 1000,
"unit_price_tax": O

]
}

Once a transaction is received via the create transaction API call, the response will contain the result of the Fraud Protect review together
with the insights. The status of the transaction will reflect if the transaction was accepted or denied automatically:

{

"id": "76944d4b- 89e6-48d2- ac04- 675383c3eedf ",

"paynent _provi der_contract": "30b8bec8-5042-4e67-939c-5453f be41711",
"anmount": 10000,

"bl ocked": false,

"created_at": "2021-08-24T14: 15: 227",

"custoner": "string",
"merchant _reference": "string",
"paynent _product": "string",

https://verifone.cloud/docs/verifone-central/fraud-management/fraud-protect
Updated: 13-Mar-2024

11


https://verifone.cloud/docs/verifone-central/fraud-management/fraud-protect

verifone

"paynent _product _type": "string",

"processor_reference": "string",
"processor_details": {},
"status": "AUTHORI ZED',
"status_reason": "string",

"shi ppi ng_i nfornmation":
"address": "3732 Metz Lane",
"city": "West Roxbury",
"country": "US",

"postal _code": "1114",

"enmil": "user @xanpl e. cont,
"first_name": "Thel ma",

"l ast _nanme": "Tatro",

"phone": 8577532706,

"state": "MA"

o
"arn": "string",

"aut hori zati on_code": "5B1D4AC',
"avs_result": "5",

"card": "string",

"created_by": "string",
"cvv_present": true,
"cvv_result": "1",
"cavv_result": "99",
"stored_credential": {
"contract": "ONE_CLI CK",
"reference": "string",

"nane": "string",

"processi ng_nodel ": " CREDENTI AL_ON_FI LE",

"stored_credential _type": "string",

"details": "CREDENTIAL_ON FILE"

"details": {
"auto_capture": true,

"md": "363162200000049"
}

: eason_code": "stri",
"rrn": "200211654321",

"shopper _i nteraction": "ECOVWERCE",

"stan": "string",
"threed_aut hentication": {
"eci _flag": "02",
"enrolled": "Y',

"cavv": "stringstringstringstringstri",

"cavv_al gorithm': "string",
"pares_status": "A",

"xid": "string",
"threeds_version": "1.0.2",
"ds_transaction_id": "string"

"reversal _status": "NONE",
"geo_l ocation": [
"52.370216",

"4.895168"

1[5

"city": "West Roxbury",
"country_code": "US",
"additional _data": {

"acquirer_response_code": "stri",

"initiator_trace_id": "000001"
}

raud_anal ysis_results": {
"score": 0.25,

"reasons": [

"CGood online presence",

"Buying from safe product categories"

]
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"token_details": {

"reuse_t oken":

" LSOt LS1ICRUdJTi BQRLAgTUVTUOFHRSOt LSOt DQpWZXJIzaWpuO BPcGVUUEdQLpz| HYOLj Ewlj gNCkNvbWLI bnQ61 Gh0dHBz O 8vb3Bl bnBncGp
zLmDy ZwWOKDQp3WDRENVRz cELr TI YV MANTQWINRXd20DI t Y3NaZnVLbnJsZ1Jj ZHJzel BVZVJJQVoveGhld2t kUU1QV ENCnpQUj ZIbEkr ckRi cUd
FbEZwhz c4O0TRt UnFqdEg30FBqbG4z 201 ZbkY2aVUvdnpEY3czc 1VHZEsvVEt ZMgOKQW 0¢1J CMy 9KQUI RITRsZ2gxa2ZnRXAr VI JFWABVMAJ v OVI
4UmdSVOI BUG 3Tl pXUXVMU3JBSHI CTkNgDQo3kp6al | 4VWZYMGpHb GLs WHNu UK pnZ3BWEVUe Cd6Vk Z5d0pkaXFXSNCT3REb2JvQ d5¢c0F4ATGh
VMN NCl JPbnZZVnUx RO4y e VAHK2E5eWYr ZWZTc GZk Uj ZQK2t WI3hLd TI GvniIWHe Wb Et ZMZNZW) Ve Ecy Qs 3YWOKYk ZGQUk ZWe nxhU2puc FpVdOl
ERFhZYzczb303Ul RVbFkzWYZ5W Fj ZXI sYkt qeEF0ZGVFNz Rz UNQy VDI o DQpy SUAOb TN OWLj MW X REVgRkx OSVI wZ3hhZWs 2e UU2 YnRpel dI dGx
r W23 PQOKPUx XWQNCI Ot LSOt RUSEI FBHUCBNRVNTQUAFL SOt LSONCg==",

"anal ytics_token": "string",

"t oken_expiry_date": "2022-08-24",

"t oken_scope": "0e48425a-f 1lbc-431la-b7d8-f866de8ba276",

"token_status": "DELETED',

“created_at": "2019-08-24",

"updated_at": "2019-08-24",

"variant": "NEWWORLD',

"type": "CREDI T",

"i ssuer_nane": "HSBC',

"issuer_country": "ZzZzZzZ",

"brand": "VISA",

"expiry_year": 2021,

"expiry_nonth": 12,

"card_hol der _nane": "MR JOHN DCE",

"last_four": "3127",

"bin": "492912",

"currency_code": "USD'

}

Inside the response object, a new property named fraud_analysis_results provides the score (as a value between 0 and 1), as well as the list
of returned insights for the score (under the reason property).

If the transaction is automatically blocked by the configured score threshold, the status of the transaction will be FAILED.

Making the fraud score more accurate

For the fraud score to be more accurate, it is recommended for server-to-server APl checkout pages to also include Behavioral Analytics and
Device Fingerprinting.

Starting a new session

To initialize the Behavioral Analytics and Device Fingerprinting library, a session token must be obtained by calling /init . Authentication can
be done both with the API keys as well as bearer token.

The endpoints for the | /init call are:

e https://emea.gsc.verifone.cloud/oidc/fraud-protection-service/init
e https://na.gsc.verifone.cloud/oidc/fraud-protection-service/init
e https://nz.gsc.verifone.cloud/oidc/fraud-protection-service/init

{
"fraudProtectionContract": "al59cac3-f913-4a82-9e8f-70b307daclc6"
}
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The response of the request will look like:

"clientSideParaneters": {
"orgld": string // for the SDK
"webSessionld": string // for the SDK,

P
"fraudProtecti onToken": string // to be passed in Card Paynent Initiation

Initializing the JS library

To initialize the JS library, the orgld and the webSessionld parameters from the /init response are needed. When triggering the
transaction via the API, the fraudProtectionToken needs to be used to connect the data gathered by the library to the transaction.

The library can be included in the checkout HTML by including it at the following URL:
https://fp.ecustomerpayments.com/DF/fp/check.js?org id=${orgld}&session_id=${webSessionld}

Once the library has been included in the page, tags need to be added according to the library's documentation here.

Creating the transaction

When the transaction is created via the eCommerce API, the fraudProtectionToken needs to be provided at the root level. In a brief example,
this would look like:

{
"paynent _provider_contract": "30b8bec8-5042-4e67-939c-5453f be41711",

"fraud_protection_contract": "30b8bec8-5042-4e67-939c-5453f be41711",
"fraud_protection_token":

"N2ExZd 3YTgt NmYy NCOOYmMLLVWELMA t Y2VimvE NmiYz ALMTQWLj QLbm zZNDVi MeRi azUzM 41N QzN MeNQ==",
"custoner": "0a57b387-2ba7-4f 65-be2f-el76bb49d2ce",

"custoner_ip": "127.0.0.1",

[...]

}
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