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Device Heartbeats

The device performs a generic heartbeat that is communicated to the server for any updates and exchanges of
information. The server qualifies the heartbeat to be one of the three types based on specific conditions and
sends an appropriate management plan. A management plan isatask list of user-configurable actions for the
device to perform. Thistask list can include a request for diagnostic data, logs, or event details to be uploaded to
the server, files to be downloaded from the server, or actions (reboot, delete files, and the like) to be performed
on the device.

Heartbeat Types

e Registration: if the first contact is from the device to the Device Management server, then it isthe
registration heartbeat.

¢ Alive: if aheartbeat occurs outside the device maintenance window then it is considered as“1’'m alive”
heartbeat and connected to the server.

e Maintenance: if a heartbeat is within the device maintenance window then it isa maintenance heartbeat.
The server responds by evaluating if the software or content updates are available and sends a
management plan to the device accordingly.
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