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3DS Contracts

Overview

In some countries or regions, the local legidlation requires the implementation of an additional authentication
step for any online transaction. In such cases, as a merchant, you are required to add an extralevel of security for
your shoppers by using the 3DS security protocol. To be able to activate 3DS for your shoppers, you need a3DS
contract, that will be set up for you by a Verifone representative, and a 3DS Contract 1D, that will be
automatically generated through Verifone Central.

If you are operating in aregion that requires Secure Customer Authentication (SCA), a3DS contract is required
to accept customer-initiated transactions. For more information, read the Strong Customer Authentication (SCA)
and 3D Secure documentation.

You can view all the 3DS agreements that you set up for your shoppers on the 3DS Contracts page in Verifone
Central. Y our 3DS contract enables you to set up a 3DS authentication for each of your transactions.

Availability

Only a Verifone representative can create or edit anew 3D Secure contract or delete an existing one. For more
information on your permissions, see the Users and merchants roles documentation.

The 3DS Contracts feature is available to all users for viewing, except for those with the Merchant Partner role.

Benefits

This feature provides the following benefits:

e Allowsyou to view the 3DS Contract 1D set up for your 3D Secure contract in afast and accessible way.
¢ Allowsyou to browse through several 3DS Contracts for each of your payment processes.

For additional information on the EMV® 3D Secure and its benefits, read 3D Secure.

Viewing 3DS Contracts

To view this page, go to Verifone Central, and select Administration > 3DS Contracts from the top menu.
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To enable 3D Secure, a3DS Contract needs to be created beforehand. The 3DS Contract ID isrequired in the
Checkout configuration or in the Server-to-Server integration.
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Point of Interaction

Users

To search for a specific 3DS contract, use the search bar to ook for a contract by name or to filter the list of
contracts by organization.
Y ou can aso view in the 3DS contracts list the status of each 3DS contract:

¢ Pending — This status occurs if the onboarding process is underway, and it may take approximately 5-7
days for the contract to become active after it was created.

¢ |Invalid — This status indicates if any required information is missing, preventing onboarding to Cardinal.
The authorized users need to update the missing details and re-initiate the contract creation process.

e Onboarding Error — The onboarding process failed in Cardinal. Further action may be required to
resolve the issue.

e Enabled — The 3DS contract has been successfully onboarded and is fully operational for 3DS
transactions.

e Disabled — The contract is currently inactive but can be re-enabled or permanently deleted if needed.

e Deleted — The contract has been removed and is now view-only.

For more details on the 3DS contract status or onboarding process, contact a Verifone representative.



3-D Secure Provider Contracts

| TypeaName

| Organizations v |

Total: 625 3-D Secure Contract

Name w Organization
Test Verifone
Test 2 Verifone Test

Click any row in the table to view additional details of a specific 3DS Contract.



€ 3-D Secure Provider Contracts

3DS Contract

General Information

Contract name 3DS Contract

3-D Secure Contract ID 0090b6a2-9d57-48ab-b415-1099638915a9 (M
Merchant category code 1234

Status Enabled

Organization E2E ABS Org 12012022

Organization ID bcb9ef57-f055-465c-8eb9-1a62768c421c (_,.

Technical details

Merchant ID verifone_test

Processor ID 202

APl identifier 5d122e58c1b412293c0a50d2

APl key dB833d292-2657-4571-bce3-427749189a02
Organization unit ID 5d112bc1bbB76622407f8dcOd

3-D Secure version

The 3DS Contract ID can be easily copied for use in online shopping cart integrations as well asin Checkout
API or 3D Secure API integrations.

When submitting 3DS authenticated payments, make sure the 3DS Contract 1D and the Payment Provider
Contract ID that you are using ar e associated with the same Organization ID.
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