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Proprietary FEP Interface

This Feature Reference provides detailed information on how to configure and
use the Proprietary Interface feature on two separate Verifone Site Controllers:
Commander and Sapphire.

Chapter One covers Proprietary Interface on the Commander and Chapter two
relates to Sapphire. Both chapters contain the subsections listed below:

= Overview - This section contains a brief description, requirements and
the supported hardware configurations for the Proprietary Interface
feature on the related Site Controller.

= Using - This section describes how to prepare the specific Site
Controller for the Proprietary Interface feature.

e Configuring - This section contains information on how to configure
the Proprietary Interface feature on the related Site Controller.

= Reporting - This section contains a sample report with a detailed
report description for the Proprietary Interface feature on the specific
Site Controller.
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GLOSSARY OF TERMS

The following terms and definitions will assist the reader with understanding the
content of the Feature Reference

Terms Definitions
DCR Dispenser Card Reader
FEP Front End Processor
MOP Method of Payment
POS SYSTEM Includes the POS (Point of Sale) terminals, site
controller and the Electronic Payment System (EPS).
PPU Price Per Unit
STAN System Traced Audit Number (Transaction ID), a

unique key for the card transaction.




COMMANDER

Overview

Feature Description

The Proprietary FEP (Front End Processor) Interface Feature Reference provides
instructions for installing and configuring Proprietary Cards and the functionality within
the application using a Commander Site Controller.

The proprietary network option allows Commander applications to accept proprietary
cards at the POS and card readers using an MX Series PINpad.

The Site Controller records totals for proprietary card sales and reports them in the
Proprietary Card Report for the period. Refer to the Reports Reference in Report
Navigator for a description of the report.

Special Considerations

» Credit Cards that are set up as proprietary are approved through the Proprietary
Network Host.

= Proprietary Cards do not support fallback processing.

= The Proprietary Configuration is programmed to accept a specific card.

Supported Hardware Configuration
 Commander with Topaz
e Commander with Ruby?2
« RubyCi with Topaz
« RubyCi with Ruby?2



Configuring the Proprietary FEP Interface

Hardware Setup

Connect the serial proprietary network cable to the serial port on the back of the
Commander Site Controller.

Commander Site Controller
Proprietary Serial Interface
Connectivity Example

Verifone Enhanced Zone Router Metwork Device Credit Card Host

—®

Froprietary Card Host

e

Serial Proprietary
Connection Fleet
- Interface
VeriFone Zone
4 ST Commarnder Site
Controller Metwork Zone
POP 1 POP 2 1921683111 Commander Site
Topaz 101 Topaz 102 WX 800 Series 1 WX 800 Series 2 Contraller
192 168.31.101 192 168.31.102 192 168.31.126 192 16831127 OO R O K




Configuring with Commander Configuration Client

Proprietary Fleet Configuration

From the Commander Configuration Client, go to: Payment Controller > EPS
Configuration > Proprietary Fleet Configuration.
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The Proprietary Fleet Configuration window displays.

Proprietary Fleet Configuration
e

Metwors

sr s V]

Doaler i Z2257TE20

Commu nication Optians

Wode Communicasion Opticns

e Serial Fort [PortadA [

L BaudFota 2600 [

N on [T

N party [wan ]
st [T ]

FEF Parameters

Decartart

sz 1

)

Criver Licars
ez D

Driver D

Mise 2

Coomatar

Last 4 digts of Scot M

The following tabs are available for selection:



FEP Tab

@ IP based Communications is currently not supported.

1. From the Proprietary Fleet Configuration window, select the [FEP] tab.

2. Configure the Network Parameters.

MNetwork

FEP Enabled

Dealer I 9999730

Value Definition
FEP Enabled Enables the proprietary network.
Dealer ID Merchant ID number is assigned by the Proprietary Fleet
<alphanumeric, up to 11 characters>.




3. Configure the Communication Options.

Communication Options

Mode Communication Options

:;'F'_ Serizl Port | ot [
- ?’E"E" Baud Rate | 5600 |
e [
Parity | even :
sopEit [1 [+]

Value

Serial

Communication Options

Definition

Select [Serial] for the communication mode.

é Serial Mode settings are provided by the
NOGTE - customer, procured from their private vendor.

Serial Port Determines the Serial Port.

Baud Rate Determines the Baud Rate

Bits Determines the bits being utilized <7 or 8>.
Parity Determines the parity <odd, even or none>.
Stop Bit Determines the stop bit <1, 1.5, or 2>.

4. Select [Save] to accept, or [Cancel] to exit without saving changes.

NOTE

Log off/Log on all POS terminals after any setting modifications to
allow changes to take effect.




FEP Card Tab
1. From the Proprietary Fleet Configuration window, select the [FEP Card] tab.
The FEP Card window displays.

Proprietary Fleet Configuration ey e
E FEF Cand
Add =
Select Card
O | T
Card Table Index
Card Abbrevigtion
Card Name
Lower 150
Upper IS0
Fan Length
Card Enzbled |||
Accept Manusl Enery ||
Card Limits
DCR Auth Amaount
2. Select [Add] to configure the FEP Card.
3. Configure the Card Information and Limits.
Value Definition

Card Information

Card Table Index A unique single-digit identifier.

Card Abbreviation | Sets the abbreviated proprietary card name.

Card Name Determines the proprietary card name.

Lower ISO Sets the card range that identifies the proprietary card.

Upper ISO No configuration.

Pan Length Determines the total number of digits embossed on the
card.

Card Enabled Enables the selected proprietary card.




Value

Definition

Entry instead of swiped.

Accept Manual Allows the account number to be entered manually

Card Limits

DCR Auth Amount | Maximum credit transaction dollar amount allowed at a
DCR transaction for this proprietary card.

# If the amount reaches the DCR limit, the pump
HOTE  gutomatically shuts off.

4. Select [Save] to accept, or [Cancel] to exit without saving changes.

#

NOTE Log off/Log on all POS terminals after any setting modifications to

| allow changes to take effect.

Commander Low ISO and Pan Length Configuration

Several different track layouts have been identified. Review the examples below to
configure the I1SO and Pan Length for each layout.

Example

Pan and ISO Track Layout

Track?2 data: 6543121234523233

Pan Length

= The Pan is identified by all digits
before the first ‘=’.

« |f Track2 does not contain a “=’, then
the Pan is the entire Track2 data.

= With no ‘=’ signs, the entire track
data is the Pan and the length is all
the digits.

The Pan length would be 16.
Low ISO

e The 1SO would be the first 1-6 digits
(6543).

= Use what is sufficient to identify the
group of cards.




Example

Pan and ISO Track Layout

Track2 data: 654312=123452323
654312=123452323=8877

Pan Length

= The PAN would be all digits left of the
first *=".

e The Pan Length would be 6.

Low ISO

e The I1SO would be the first 1-6 digits
(654312).

= Use what is sufficient to identify the
group of cards.

Track?2 data: ==6543=123452323=8877
=6543=123452323=8877

e The leading ‘=" and ‘==" would be
stripped off.

* The I1SO would be 6543 and the Pan
Length would be 4.

Track?2 data: ==6543====887788776
=6543====887788776

e The leading ‘=" and “==" would be
stripped off. However, the following
consecutive ‘=" could cause parsing

issues.

e Leave the leading ‘=’ or ‘=="in place
when entering the data in the Low
ISO field.

e The 1SO would be ==6543 with a Pan
Length of 6 or =6543 with a Pan
Length of 5.




Using the Proprietary FEP Interface
Sales

Proprietary Transaction
1. From the POS, enter the <sale items>.
2. Press [TOTAL].
3. Press [CREDIT].

Description Qty Amount

(== 1R TR == P T == W B == W ] ==
Coffee 24 02 1 140 O I I\ | u; I ll\ | u;

TAMALE BEEF 1 1.49
VIEW OTHER PREPAY Stop
APPROVE PREPAY FUEL FUEL FUEL MOVE
—————————————
FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
}\DDITION EXEMPT Preset Dlscount Fuel MOP PRINT Print
Pay Pay Safe Safe REPEAT
1] Qut Drop Loan LAST

FLASH clock Tax ENTER
REPORTS In/Gut Exempt PLU#
DRIVE NTAX EXACT
PUMP MANUAL
Subtotal $2.98 AR GROCERY TAX TR SPECIAL
Tax $0.15 COUPON DISCO
. ﬂ----
GROCERY NTAX MANUAL $50
CASH CREDIT
NTAX COUPON CASH
Amt Due $3.13




A message will prompt to “Ask customer to swipe card. Follow PINpad Instructions.”

CREDIT

Ask customer to swipe card

Follow PINpad instructions

==

4. The customer swipes their card and completes the requested information on
the PINpad.

5. The receipt prints when authorization is received.

WELCOME TOABCSTORE 123
Clearwater, FL 33765

Descriptizn Oty Amount
COFFEE i | 1.449
TAMALE 1 1.49
Subtokal 2.55
Tum 0.1%
TOTAL 3.13
CREDIT L S
ot
Oryr: “254
Odow: 47452

safi (0100080009
Aasd Cided 230
Sken (0064280
F3TE L0 17GIE
MERZHAIT CORY

SLEYATLRE

[ &GRET TO Pay TOTA_ AHIUMD ACCIADING TO
Unrll [5EUES AEREEMENT. ____ TWITIACS,

THANK ¥YOU FOR COMING
Plaeasse coma again

ST 150 TILL ¥iWe DFE 1 TSaNE FO10052
(b 10/22/15 12:54:48
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Manual Card Entry Transaction

In some instances, the card magstripe is unreadable and the card number and
expiration date must be manually entered.

- . . . e
Manual Entry requires an existing Method of Payment definition

TE
i“n using MOP Code: 25-Manual_Entry.

1. From the POS, enter the <sale items>.
2. Press [TOTAL].
3. Press [OTHER MOP].

Description Qty Amount

Coffee 24 0z i 1.49

TAMALE BEEF 1 1.49
VIEW OTHER PREPAY Stop
APPROVE PREPAY FUEL FUEL FUEL MOVE
—————————————
FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
}\DDITION EXEMPT Preset Dlscount Fuel MOP PRINT Print
Pay Pay Safe Safe REPEAT
1] Qut Drop Loan LAST

BEEIE .
REPQORTS In/Qut Exempt PLU#
— e EAEN N
n

Subtotal $2.98 GROCERY
Tax $0 ) 15 - COUPON BISEOUN

TOTAL $3.13

GROCERY NTAX MANUAL $ 0
Amt Due $3.13

11



The Other MOP window displays.

Other MOP
1 CASH 10 DRIVE OFF
2 CHECK 11 TAX COUPCN
3 CREDIT 12 $20 CASH
4 DEBIT 13 $50 CASH

5 MANUAL CARD ENTRY

14 EXACT CHANGE

& IN-HOUSE

15 TRAVEL CHK

7 EBT

16 LOTTERY

2 NON-TAX COUPON

17 SPECIAL DISCOUNT

9 LOTTO

4. Select the Manual Entry MOP.

5. Enter the <account number>

6. Press [OK].

7. Enter the <month> and <year>
(MMYY) of the card expiration date.

8. Press [OK].

12

ENTER PAYMENT ACCT

KA KN kN
| o | s ]|
KN EX BN
[ o] o |

e

ENTER EXP DATE MM/YY

A KN BN
HIE K
— T

«




9. The receipt prints when authorization is received.

WELCOME TOABCSTORE 123
Clearwater, FL 33765
Descriptizn Oty Amount
COFFEE 1 148
TAMALE 1 1.49
Subtatal __2_._9:3_
Tur 0ols
TOTAL 3.13
CREDIT I )
oy
Oryr: 234
Movw: 47d52

faft O 100080009
Raas Tode: 230
Sken: (00G4200
SITE 10 1701E
MIRCHAIT COPY

SLEYATURE

[ &3RET TO Pay TOTA_ AHIUN1 SCCOADING T2
Unrll [5BUES AZREZMENT. ___ TNITIACS,

THANE YOU FOR COMING
Please come again

aTh 17000 TILL X ORE 1 TSANE 010052
(2| 10f22/15 12:64:48
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Refunds

Refund Transactions
1. From the POS, press [REFUND].

REFUND

Description Qty Amount

Fuel Updates Pending CORPORATE Oct 27, 2015
q Regl01 12:05 PM
Fuel Updates Pending Till 10102

VIEW QOTHER PREPAY
APPROVE PREPAY FUEL FUEL FUEL MOVE m
I —
FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
ADDITION EXEMPT Preset Dlscount Fuel MOP PRINT Print
—— R —————————
Pay Pay Safe REPEAT
In Qut Drop LAST
FLASH Clock ENTER
REPORTS InfOut PLU#

P Other TAX
Modify COFFEE MOFP COUPON 2

EiEA e A e

The word REFUND displays in the upper left corner of the POS window to indicate the
POS is now in refund mode.

14



2. Enter the <refund items>.

Description Qty Amount
Coffee 24 0z 1 -1.49
TAMALE BEEF 1 -1.49

VIEW QOTHER PREPAY
APPROVE PREPAY FUEL FUEL FUEL MOVE m
—— ————————
FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
ADDITION E)(EMPT Preset Dlscount Fuel MGP PRINT Print
Pay Pay Safe Safe REPEAT
In Qut Drop Loan LAST

B
REPORTS In/Out Exempt PLUR
2 - EEIENEE

Subtotal ($2.98 GROCERY 520 SPECIAL
Tax E$0_15= - COURON (LRI ZELE S DISCOUNT REET]
TOTAL ($3.13
( | “
NTAX COUPON EBT CASH
Amt Due ($3.13)

The refund items are listed in the transaction window with the Amount Due, and the
total refund (credit balance).

3. Press [TOTAL].
4. Enter the <STAN number>.

15



5. Press [CREDIT]..

Frr
) 00064280
B
Description Qty Amount L
Coffes 24 0z 1 -1.49
TAMALE BEEF 1 -1.49
I ——
FUEL TAX FUEL TAX
ADDITION EXEMPT
Subtotal ($2.98)
Tax ($0.15)
TOTAL ($3.13)
o
Amt Due ($3.13)

VIEW
FUEL

Fuel
Preset

Fuel Updates Pending
Receipt Printer Unavail..

Fuel
Discount

[CR—
Pay Pay Safe Safe REPEAT
In Out Drop Loan LAST
FLASH Clock Tax ENTER
REPORTS InfOut Exempt

DRIVE

LOTTERY

PUMP MANUAL NEXT
- DAIRY TEST IN-HOUSE CREDIT EVEN 5§ Total
GROCERV ---
“ ’

X

COUPON

NTAX
COUPON

OTHER PREPAY
m— m
[ —

CORPORATE Oct 27, 2015
Reg101 12:39 PM
Till 10102

Ticket

FUEL TK
PRINT

Print

Convert
Fuel MOP

EXACT
CHANGE

Other
currenc

COUPDN

SPECIAL
DISCOUNT

CREDIT

Swipe the card.

requested information on the
PINpad.

The receipt prints when
authorization is received.

Ask the customer to complete the

WELCOME TOABCSTORE 123
Clearwater, FL 33765

REFUUMND
Desoription by Aot
ZAOrTCC 1 -_49
Tara L 1 -_49

Subtotal -2.98
Tax -0.15
TOTAL 3.13
ZRCOIT f-312
noys
Orvr: 1934
Ndom: 147852
Hat: 30 ECOBOGIO

deap Code: 830
s1an: (OQEAZAS
SITE I0: TIHE
HERCH& LT CIPY

STERAT AE

1 WEREE TO Py TOTA GNOUNT ACCCAOLEG 10
CARD ISGER BEREEMENT . IMETLALE.

THANK YOU FOR COMING
Please coma again

TELL X DRH 1 THANE 102060
PESIR VPR

HE BRI
Py H

16




Manual Card Entry Refund Transaction

In some instances, the card magstripe is unreadable and the card number and
expiration date must be manually entered.

4 Manual Entry requires an existing Method of Payment definition

TE
NND using MOP Code: 25-Manual_Entry..

1. From the POS, press [REFUND].

= Fuel Updates Pendin CORPORATE Oct 27, 2013
- . Pd di J Regl01 12:05 PM
e RE F U N D Fuel Updates Pending Till 10102
1 =1
=11
Description Qty Amount

VIEW QOTHER PREPAY
Y W —
FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
ADDITION EXEMPT Preset Dlscount Fuel MOP PRINT Print
Y}V W ——
Pay Pay Safe REPEAT
] out Drop LAST

FLASH Clock ENTER
REPORTS In/Out PLU#

Other
Modify COFFEE MOP COUPON QTY

EREC A
B e e

The word “REFUND” displays in the upper left corner of the POS window to indicate
the POS is now in refund mode.



2. Enter the <refund items>.

3. Press [OTHER MOP].

Description Qty Amount

[ I = O T~ = N S — = P ) —— B —— R~
corteo 24 0x 1 120 L0 I I\ 1\ I 1\ I\ 11\ I 1\

TAMALE BEEF 1 -1.49

OTHER PREPAY
APPROVE PREPAY FUEL FUEL MOVE m
I
FUEL TAX FUEL TAX Fuel Convert FUEL TK Ticket
ADDITION EXEMPT Discount Fuel MOP PRINT Print
I N S ———— m———

REPORTS In/Qut

Other
MOP

NTAX EXACT Other
COUPON CHANGE Currenc*

NEXT

EVEN $$ Total

.
Subtotal ($2.98)
Tax ($0.15) SEE
TOTAL ($3.13)
CREDIT
Amt Due ($3.13) =87 ¢ -

The Other MOP window displays.

Other MOP
1 CASH 10 DRIVE OFF
2 CHECK 11 TAX COUPON
3 CREDIT 12 $20 CASH
4 DEBIT 13 $50 CASH
5 MANUAL CARD ENTRY 14 EXACT CHANGE
6 IN-HOUSE 15 TRAVEL CHK
7 EBT 16 LOTTERY
8 NON-TAX COUPON 17 SPECIAL DISCOUNT
9LOTTC

18



4. Select the Manual Entry MOP.
5. Enter the <account number>
6. Press [OK].

7. Enter the <month> and <year>

(MMYY) of the card expiration date.

8. Press [OK].

9. Areceipt is printed from the POS

19

ENTER PAYMENT ACCT

KA KN kN
| o | s ]|
KN EX BN
[ o] o |

e

ENTER EXP DATE MM/YY

EAEEEX
ElEN KR

cler _
o -

WELCOME TO ABCSTORE 123
Clearwater, FL 33765

R EF UMND

Les sl | prlea Gy ATICdnG
Co I LL 1 =24
[RIAEE 1 -4
T £ -2.98
£ =215
1AL -313
CIELT] % -3.12
e
Iryr: "G
(dox: “AVEE2

Ref: OCCLUECE'C
Feep Cooe! B30
Star: QUCEAEES
S[TE [D: Tz
WERCHWY" COFY

20 URE )
| BFIEL (1 4y TITAHL SeMIRT &220301H3 10
610 5sdER SAFRNPHT . THITIALE.

THANK YO0OU FOR COMING
Please come again

STR IPC TILL kit tdid @ 1Rakd 0G0
[EE: WAEESE "FIEE 14




Reporting

The Proprietary reports can be accessed from the POS at Network Menu > EPS Network
Reports > Proprietary Reports.

Proprietary Card Report
Proprietary Card Report shows sales totals by card type.

Report Details:
e TITLE: Proprietary Card Report.

] . o %% DPropmetary Card Report ***
= DLR#: Dealer identification DLE%- 9999104
number. Ponted: 08/17/12 16:24:55
) Workstation Id POS011
e PRINTED: Date and time the
report printed. Terminal Batch 8
- MM/DD/YY: Date in month, Terminal Batch Open: 08/15/2011  10:10:53
date year format Terminal Batch Clse: 11/15/2011 02:04:16

- HH:MM:SS: Time in hour,

minutes, and seconds. CARDTYPE CNT SALES CNT REFUNDS
» WORKSTATION ID: Workstation MTEC1 27 19287 07 31 .67
identification number. MTEC2 28 27861 03 112.01

batch number.

e TERMINAL BATCH OPEN: Time
and date terminal batch was opened.

e TERMINAL BATCH CLSE: Time and date terminal batch was closed.

 CARDTYPE: Type of proprietary card used in the transaction.
- CNT: Count of card type used.

e SALES: Transaction amount for card type.
- CNT: Transaction count for card type.

 REFUNDS: Amount of refunds given for card type.

e TOTAL: Total amounts in a batch transaction.

20



Proprietary Product Report

Proprietary Product Report shows sales totals by product code.

Report Details:

e TITLE: Proprietary Product
Report.

« DLR#: Dealer identification
number.

* PRINTED: Date and time the
report printed.

- MM/DD/YY: Date in month,
date year format.

- HH:MM:SS: Time in hour,
minutes, and seconds.

» WORKSTATION ID: Workstation
identification number.

e TERMINAL BATCH: Terminal
batch number.

*%* Propnetary Product Report ***
DLE=z: 9000104
Printed: 08/17/12 16:24:55
Workstation Id POS011

Termuinal Batch 8
Termunal Batch Open: 08/15/2011 10:10:33
Termunal Batch Clse: 11/15/2011 02:04:16
PEOD DESC VOLUME CNT SALES
11 UNLEADEDETH 133.800 07  192.87
28 DIESEL 1 651.770 15 763.50
TOTAL 956 37

 TERMINAL BATCH OPEN: Time and date terminal batch was opened.
e TERMINAL BATCH CLSE: Time and date terminal batch was closed.

= PROD: Assigned product number.

= DESC: Product description.

< VOLUME: Total volume of fuel dispensed.

e CNT: Transaction product count.

e SALES: Transaction amount.

e TOTAL: Total amount in a batch transaction.

21




Unconfirmed Transaction Report

The Unconfirmed Transaction Report displays all the declined and failed Store and
Forward transactions. If a Store and Forward transaction is declined by the Host, it has
to be manually settled.

This report also contains successful pre-authorized, but incomplete, transactions.
This report accepts terminal batch numbers as input.

Report Details:
e TITLE: Unconfirmed Transaction

Report. Unconfirmed Transaction Report
. . e . DLE#: 0000104
= DLR#: Dealer identification number. Printed: 08/17/12 16:24:55
< PRINTED: Date and time the report Workstation Id POS011
printed. _
- MM/DD/YY: Date in month, date _ Terminal Batch 8
year format. Termunal Batch Open: 08/15/2011 10:10:53
- HH:MM:SS: Time in hour, Terminal Batch Clse:  11/15/2011 02:04:16
minutes, and seconds.
) . Account number Stan  Total amount
 WORKSTATION ID: Workstation TimeStamp TransType Tickets

identification number. ProdDesc Code Quantity PPU Amount

e TERMINAL BATCH: Terminal batch
number. TOT79292000005551045 1694 1000

2/14/7 AT ATYV ==
- TERMINAL BATCH OPEN: Time and | 7+ 2013 051000 AADVICE 932007837
date terminal batch was opened. B S -

e TERMINAL BATCH CLSE: Time and 7079292000005551021 2018 15.00
date terminal batch was closed. 09/11/201305:19:21 PREAUTH 902000611
- ACCOUNT NUMBER: Account SEEE ML el hed i

number for the proprietary card. General 550 1.00EA @2.50 2.50

e STAN: System traced audit number
(Transaction ID).

e TOTAL AMOUNT: Total amount of the card transaction.

 TIMESTAMP: Date and time of the transaction.
- MM/DD/YY: Date in month, date year format.
- HH:MM:SS: Time in hour, minutes, and seconds.

e TRANSTYPE: Proprietary card transaction detail.

e TICKET#: Receipt number.

 PRODDESC CODE: Description and code assigned to product.
e QUANTITY: Amount of transaction.

e PPU: Price per unit of transaction.

 AMOUNT: Amount of transaction.

22



SAPPHIRE

Overview

Feature Description

The Proprietary FEP (Front End Processor) Interface Feature Reference provides
instructions for installing and configuring Proprietary Cards and the functionality within
the application using a Commander Site Controller.

The proprietary network option allows Commander applications to accept proprietary
cards at the POS and card readers using an MX Series PINpad.

The Site Controller records totals for proprietary card sales and reports them in the
Proprietary Card Report for the period. Refer to the Reports Reference in Report
Navigator for a description of the report.

Special Considerations

« Credit Cards that are set up as proprietary are approved through the Proprietary
Network Host.

= Proprietary Cards do not support fallback processing.

« The Proprietary Configuration is programmed to accept a specific card.

Supported Hardware Configurations

= Sapphire with Topaz
= Sapphire with Ruby
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Configuring Serial Interface for Proprietary Cards

Hardware Setup

Connect the serial proprietary network cable to the serial port on the back of the
Sapphire Site Controller.

Sapphire Site Controller
Proprietary Serial Interface
Connectivity Example

Verifone Enhanced Zone Router Metwork Device Credit Card Host

Proprietary Card Host

=
Serial Proprietary
Connection Fleet

Interface

=) { =
POP 1 POP 2
Topaz 101 Topaz 102 hWX 800 Series 1 WX 800 Series 2 Sapphire
192.168.31.101 192 168.31.102 192 168.31.126 192 16831127 192 1683111
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Configuring with Sapphire Configuration Manager

Proprietary Network Configuration

From the Sapphire Configuration Manager, go to: Network Manager > Proprietary
Network Config.

Session  Sapphire  Manager Fuel Manager Device Manager Maintenance | Metwork Manager | Report Manager  Tools
Metwork Config u
Proprietary Metwork Config
Prepaid Network Cenfig
ECheck Network Cenfig
EPS Prepaid Config

The Proprietary Network Configuration form displays.

Praprietary Network | Proprietary Cand
Proprietary Network Setfings
Metwork Enabled
Merchant Mumber:
Refresh Save Propretany Ne ek Configuration

The following tabs are available for selection:
» Proprietary Network Configuration

= Proprietary Card
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Proprietary Network Configuration Tab

1. From the Proprietary Network Configuration window, select the
[Proprietary Network] tab.

The Proprietary Network form displays.

Propristary Metwork ) Propristary Card
Progrietary Metwork Settngs
Metwork Enabled
Merchant Mumber:
| Refresh Save Progrietary Network Configurabon |

2. Configure the Proprietary Network Settings.

Value Definition

Network Enabled Enables the selected network.

Merchant Number | Indicates the Merchant ID number assigned by the
network (alphanumeric, up to 11 characters).

3. After editing the configuration values, select [Save Proprietary Network
Configuration].
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Proprietary Card Tab

1. From the Proprietary Network Configuration window, select the
[Proprietary Card] tab.

The Proprietary Card form displays with a list of existing proprietary cards.

Proprietary Networkl| Propriétany Card
Proprietary Card Entries Proprietary Card Info
1 Card Enabled |/
Entry & Card Mame Modified

Entry Number: | 1
- Visa | Card Name: MCard

DCR

DCR Enabled |/

DCR Limit: |25
Authorization Amount: 15

Tradk Info

I50: 1234
*right dick for more opbions Offine Settings
Delate | add

FUEL Pricing Level: CREDIT -

Proprietary Card Entries
The list of existing Proprietary Cards.

 Refresh | | Save Proprietary Card Configuraton(s) |

2. Select [Add] to create a new proprietary card.
3. Configure the Proprietary Card Info.

Value Definition
Card Enabled: Enables the selected proprietary card.
Entry Number Record number of the proprietary card

# The entry number cannot be changed after a
NOTE - proprietary card has been saved.

Card Name Proprietary card name (alphanumeric, up to 16
characters).
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4. Configure the DCR parameters.

DCR

DICR. Enabled

DCR. Limit: |25

Authorization Amount: |15

Value Definition
DCR
DCR Enabled Accepts the selected proprietary card at the DCR.
DCR Limit Maximum credit transaction dollar amount allowed at
the DCR.
Authorization Maximum dollar amount that can be pre-authorized for
Amount a fuel sale.
é If the amount reaches the DCR Limit, the pump
HOTE  gutomatically shuts off.

5. Configure the Track Information parameters.

Track Info
ISO: (1234
Value Definition
Track Info
ISO Account number range for a card type.

Enter the beginning digits that identify the
proprietary card.

Include any ‘=" or ‘== if they exist.

28



6. Configure the Offline Services parameters.

Offline Settings

FUEL Pricing Level: | CREDIT |

Value Definition

Offline Settings

Fuel Pricing Level | Fuel pricing level for the card type <cash or credit>.

Delete Deletes the selected proprietary card.

Modified If changes are made, the word “Modified” appears in
the entry list.

7. After editing the configuration values, select [Save Proprietary Card
Configuration].
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Using Serial Interface for Proprietary Cards
Sales

Proprietary Transaction
1. From the POS, Enter the <sale items>.
2. Press [TOTAL].
3. Press [CREDIT].

Description Qty Amount

==k 1 B 2 = == 4 =
Coffes 24 0z 1 1.49 1 l“ 1 l“ ‘ l“ 1 l“ 1 l“
r . r

TAMALE BEEF 1 1. 49
VIEW OTHER PREPAY
APPROVE PREPAY FUEL FUEL FUEL MOVE m
I E——

FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
ADDITION EXEMPT Preset Dlscount Fuel MOP PRINT Print

Pay LE Safe Safe REPEAT

In Qut Drop Loan LAST

FLASH Clock Tax ENTER
REPORTS In/out Exempt PLU#
: Other TAX
DRIVE NTAX EXACT
PUMP MANUAL
DAIRY TEST IN-HOUSE CREDIT EVEN $$
Subtotal $2.98 AR GROCERY TAX IR $20 SPECIAL
Tax $0.15 TAX COUPON CASH DISCOUNT
TOTAL $3.13
GROCERY NTAX MANUAL $50 p—
NTAX COUPON EET CASH
Amt Due $3.13
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A message will prompt to “Ask customer to swipe card. Follow PINpad
Instructions.”

CREDIT

Ask customer to swipe card

Follow PINpad instructions

=

4. The customer swipes their card and completes the requested information on
the PINpad.

5. The receipt prints when authorization is received.

WELCOME TOABCSTORE 123
Clearwater, FL 33765

Descriptizn Oty Amount
COFFEE 1 1.449
TAMALE 1 1.49
Subtotal 2.88
Tok 0ls
TOTAL 3.13
CREMT L S ]
o
Opyr: "234
Mo 47ASF

safi (1000680009
Aaad Cinded 230
Sken 00G4280
FTE IO 17GIE
MERZHANT COPY

SLEYATURE

[ WGREE TO PAY TOTA_ AMCUNT ACCOADINE 70
LR TSSUER AEREEMENT. ____ THITIME,

THANEK YOLU FOR COMING
Plaease comas again

ST 1700 TILL ¥i9 ORE 7 T38Ne 010058
(b 10/22/15 12:54:48
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Manual Card Entry Transaction
In some instances, the card magstripe is unreadable and the card number and

expiration date

must be manually entered.

-

NOTE Manual Entry requires an existing Method of Payment definition
i using MOP Code: 25-Manual_Entry.

1. From the POS, enter the <sale items>.
2. Press [TOTAL].
3. Select [OTHER MOP].

Description Qty Amount

Coffee 24 0z i 1.49

TAMALE BEEF 1 1.49

Subtotal $2.98
Tax $0.15
TOTAL $3.13

Amt Due $3.13

VIEW OTHER PREPAY Stop
APPROVE PREPAY FUEL FUEL FUEL MOVE
—————————————
FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
ADDITION EXEMPT Preset Discount Fuel MOP PRINT Print
I I s N E—
Pay Pay Safe Safe REPEAT
1] Qut Drop Loan LAST

I N S

REFPORTS In/Qut PLU#*
o | some 2o W

T et

C e E e
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The Other MOP window displays.

Other MOP
1 CASH 10 DRIVE OFF
2 CHECK 11 TAX COUPON
3 CREDIT 12 $20 CASH
4 DEBIT 13 $50 CASH

5 MANUAL CARD ENTRY

14 EXACT CHANGE

& IN-HOUSE

15 TRAVEL CHK

7 EBT

16 LOTTERY

2 NON-TAX COUPCON

17 SPECIAL DISCOUNT

SLOTTO
4. Select the Manual Entry MOP.
5. Enter the <account number>.
6. Press [ENTER].
7. Enter the <month> and <year> WELCOME TO ABCSTORE 123
(MMYY) of the card expiration date. Clearwater, FL 33765
8. Press [ENTER]' Descriptizn Oby  Amount
9. The receipt prints when E:_;:u_r_r_l:_l:m 1 149
authorization is received. TEMALE il
Subtoral 2.9
Tar (B
TOTAL 3.13
CREMT L S ]
itk
Oryr: 234
Odow! 47852
Raft 001000ENC00
Aaad Conded 230

33

st (0064260
SITE 100 17G1E
MZREHAN™ CIRY

aLEYATURE

THANK YOU FOR

[ 43REF TO Pay TOTA. AMIUN] ACCOADING 70
LA 18500 ASREEMENT. _

_THITIN B,

COM I NG

Please come again

STH 100 TILL M40 ORH 1 TS4ME HO100ES
(b 10/22/15 12:54:48




Refunds

Refund Transactions
1. From the POS, press [REFUND].

Fuel Updates Pending CORPORATE Oct 27, 2015

E== RE F U N D Fuel Updates Pending ?ﬁﬂg}nz LR (]
BEoe|
Description Qty Amount '. '. 3 5

= = 2 = = = s
Hix  Ehx = Eyx =~ X x| LIS
R~ T — T~ — T — T
OTHER PREPAY

e —— ————
FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
ADDITION EXEMPT Preset Discount Fuel MOP PRINT Print
———— ——————————————————— ————

In out Drop

“

REPORTS InfQut

The word “REFUND” displays in the upper left corner of the POS window to indicate
the POS is now in refund mode.
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2. Enter the <refund items>.

Description

Qty Amount

Coffee 24 0z

1 =1

==
1\

===
s ] u\

] u\

OTHER PREPAY
FUEL TK Ticket
PRINT Print

==
1\

TAMALE BEEF 1 -1.49

PREPAY
O W —

APPROVE

FUEL TAX
ADDITION

FUEL TAX
EXEMPT

Fuel
Dlscount

Convert
Fuel MOP

Safe

Subtotal
Tax
TOTAL

(52.98)
($0.15)
($3.13)

Amt Due ($3.13)

The refund items are listed in the transaction window with the Amount Due, and the
total refund (credit balance).

3. Press [TOTAL].
4. Enter the <STAN number>.

=at 00064280
N 1 ., 5 E
! 1 |

CORPORATE
Regl101
Till 10102

Fuel Updates Pending
Receipt Printer Unavail..

Oct 27, 2015
12:39 PM

Description Qty Amount

Coffee 24 0z 1 -1.49

TAMALE BEEF 1 -1.49

PREPAY
Y A —

FUEL

APPROVE

FUEL TAX
ADDITION

OTHER PREPAY
FUEL MOVE
FUEL TK Ticket
Print

PRINT

FUEL TAX
EXEMPT

Fuel
Discount

Convert
Fuel MOP

Safe

h
"CReom | even 53 Total
Subtotal ($2.98) 520 SPECIAL
Tax ($0.15) DISCOUNT
TOTAL ($3.13)
Amt Due ($3.13)
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Press [CREDIT].
Swipe the card.

Ask the customer to complete the
requested information on the
PINpad.

The receipt prints when
authorization is received.
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WELCOME TOABCSTORE 123
Clearwater, FL 33765

R EFUUMND
Desoripticn by At nt
ZrTCC 1 -_49
Taka _L 1 -_49

“ubtatal -2.98
Tax - 15
TOTAL 3.13
CRCOIT £-313
noyy
Orer: 1534

dom: 147852
Hatr Q0ECOB0GI0
deap Code: 930
atan: (OQE4ZRZ
SITE [0 1TME
HEACH& T COPY

SIGhATAE

1 WERizE TO Py TOTAL GMOUNT ACTCROLEG 10

CARD 1BGUER AZREEMENT. ___

oo IMITLEE.

THANK Y0OU FOR COMING
Please come again

ATE 17000 TELL W00 URK 1 THANE 1010060

H: &

PRL RRREN L




Manual Card Entry Refund Transaction

In some instances, the card magstripe is unreadable and the card number and
expiration date must be manually entered.

4 Manual Entry requires an existing Method of Payment definition

TE
NND using MOP Code: 25-Manual_Entry..

1. From the POS, press [REFUND].

— Fuel Updates Pendin CORPORATE Oct 27, 2015
H h Pd di £ Regl01 12:05 PM
e RE F U N D Fuel Updates Pending Till 10102
1 =1
EE
Description Qty Amount

VIEW QOTHER PREPAY
———
FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
ADDITION EXEMPT Preset Dlscount Fuel MOP PRINT Print
Y}V W ——
Pay Pay Safe REPEAT
] out Drop LAST

FLASH Clock ENTER
REPORTS In/Out PLU#

Other
Modify COFFEE MOP COUPON QTY

e e R
EREC A
B e e

The word “REFUND” displays in the upper left corner of the POS window to indicate
the POS is now in refund mode.

2. Enter the <refund items>.



3. Press [OTHER MOP].

Description Qty Amount
Coffee 24 0z 1 -1.49
TAMALE BEEF 1 -1.49

VIEW QOTHER PREPAY
APPROVE PREPAY FUEL FUEL FUEL MOVE m
—————(——————
FUEL TAX FUEL TAX Fuel Fuel Convert FUEL TK Ticket
ADDITION E)(EMPT Preset Dlscount Fuel MGP PRINT Print
Pay Pay Safe Safe REPEAT
In Qut Drop Loan LAST

B
REPORTS In/Out PLUR

Subtotal ($2.98 GRQCERY o -
TOTAL ($3.13)
GROCERY NTAX MANUAL 50
Amt Due ($3.13) “

The Other MOP window displays.

Other MOP
1 CASH 10 DRIVE OFF
2 CHECK 11 TAX COUPCN
3 CREDIT 12 $20 CASH
4 DEBIT 13 $50 CASH
5 MANUAL CARD ENTRY I 14 EXACT CHANGE
6 IN-HOUSE 15 TRAVEL CHK
7 EBT 16 LOTTERY
8 NON-TAX COUPON 17 SPECIAL DISCOUNT
S LOTTO
4. Select the Manual Entry MOP.
5. Enter the <account number>.
6. Press [ENTER].
7. Enter the <month> and <year> (MMYY) of the card expiration date.
8. Press [ENTER].
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9. Areceipt is prints from the POS.

WELCOME TOABCSTORE 123
Clearwater, FL 33765

REF UMD

Lesoll prica Gry  AMcdnt
UGl LL 1 -4
1Ak L 1 -4
il FY -85
FM -C.185
I3 1AaL -3.113
CIRELT I 5 -3l
nr
Irer: "H3G

Mdad: “IPEEY
Aef: OC CLUECD'C
Feap Coce! BEC
Star: Q0D
&ITE [D: 1ri=
WERCHY" COFY

T RE

I B3I 11 M4y TITAL GRIMNT G2Z0301H3 10
800 JHSUER 433FFIFHT. THITIALE.

THANK YOU FOR COMING
Please come again

ST ITTL TILL deed (il 0 1RARd G COED
CEH: | WAEESE WFIRE 14
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Reporting

The Proprietary reports can be accessed from the POS at Network Menu > EPS Network
Reports > Proprietary Reports.

Proprietary Card Report
Proprietary Card Report shows sales totals by card type.

Report Details:
e TITLE: Proprietary Card Report.

) . . %% DPropmetary Card Report ***
= DLR#: Dealer identification DLE%- 9999104
number. Ponted: 08/17/12 16:24:55
. Workstation Id POS011
e PRINTED: Date and time the
report printed. Terminal Batch 8
- MM/DD/YY: Date in month, Terminal Batch Open: 08/15/2011  10:10:53
date year format Terminal Batch Clse: 11/15/2011 02:04:16

- HH:MM:SS: Time in hour,

minutes, and seconds. CARDTYPE CNT SALES CNT REFUNDS
» WORKSTATION ID: Workstation MTEC1 27 19287 07 31 .67
identification number. MTEC2 28 27861 03 112.01

batch number.

e TERMINAL BATCH OPEN: Time
and date terminal batch was opened.

e TERMINAL BATCH CLSE: Time and date terminal batch was closed.

 CARDTYPE: Type of proprietary card used in the transaction.
- CNT: Count of card type used.

e SALES: Transaction amount for card type.
- CNT: Transaction count for card type.

e REFUNDS: Amount of refunds given for card type.

e TOTAL: Total amounts in a batch transaction.
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Proprietary Product Report

Proprietary Product Report shows sales totals by product code.

Report Details:

e TITLE: Proprietary Product
Report.

« DLR#: Dealer identification
number.

* PRINTED: Date and time the
report printed.

- MM/DD/YY: Date in month,
date year format.

- HH:MM:SS: Time in hour,
minutes, and seconds.

* WWORKSTATION ID: Workstation
identification number.

e TERMINAL BATCH: Terminal
batch number.

*%* Propnetary Product Report ***
DLE=z: 9000104
Printed: 08/17/12 16:24:55
Workstation Id POS011

Termuinal Batch 8
Termunal Batch Open: 08/15/2011 10:10:33
Termunal Batch Clse: 11/15/2011 02:04:16
PEOD DESC VOLUME CNT SALES
11 UNLEADEDETH 133.800 07  192.87
28 DIESEL 1 651.770 15 763.50
TOTAL 956 37

 TERMINAL BATCH OPEN: Time and date terminal batch was opened.
e TERMINAL BATCH CLSE: Time and date terminal batch was closed.

e PROD: Assigned product number.

» DESC: Product description.

< VOLUME: Total volume of fuel dispensed.

e CNT: Transaction product count.

e SALES: Transaction amount.

e TOTAL: Total amount in a batch transaction.
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Unconfirmed Transaction Report

The Unconfirmed Transaction Report displays alldeclined and failed Store and Forward
transactions. If a Store and Forward transaction is declined by the Host, it has to be
manually settled.

This report also contains successful pre-authorized, but incomplete, transactions.
This report accepts terminal batch numbers as input.

Report Details:
e TITLE: Unconfirmed Transaction

Report. Unconfirmed Transaction Report
. . . pe . DLE#: 0000104
= DLR#: Dealer identification number. Printed: 08/17/12 16:24:55
< PRINTED: Date and time the report Workstation Id POS011
printed. _
- MM/DD/YY: Date in month, date _ Terminal Batch 8
year format. Termunal Batch Open: 08/15/2011 10:10:53
- HH:MM:SS: Time in hour, Terminal Batch Clse:  11/15/2011 02:04:16
minutes, and seconds.
. . Account number Stan  Total amount
* WORKSTATION ID: Workstation TimeS TransType Tickets

identification number. ProdDesc Code Quantity PPU Amount

e TERMINAL BATCH: Terminal batch
number. TOT79292000005551045 1694 1000

2/14/7 AT ATYV ==
= TERMINAL BATCH OPEN: Time and | 2 3 2013 0100 AADVICE 452007837
date terminal batch was opened. B S -

- TERMINAL BATCH CLSE: Time and | 7079252000005551021 2018 15.00
date terminal batch was closed. 09/11/201305:19:21 PREAUTH 902000611
- ACCOUNT NUMBER: Account SEEE ML el hed i

number for the proprietary card. General 550 1.00EA @2.50 =

» STAN: System traced audit number
(Transaction ID).

e TOTAL AMOUNT: Total amount of the card transaction.

e TIMESTAMP: Date and time of the transaction.
- MM/DD/YY: Date in month, date year format.
- HH:MM:SS: Time in hour, minutes, and seconds.

e TRANSTYPE: Proprietary card transaction detail.

e TICKET#: Receipt number.

< PRODDESC CODE: Description and code assigned to product.
e QUANTITY: Amount of transaction.

= PPU: Price per unit of transaction.

 AMOUNT: Amount of transaction.
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